U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535
June 8, 2016

MS. ALEXA O'BRIEN
MUCKROCK NEWS

DEPT MR 17650

POST OFFICE BOX 55819
BOSTON, MA 02205-5819

FOIPA Request No.: 1329073-000
Subject: Carnivore

Dear Ms. O’Brien:

Records responsive to your request were previously processed under the provisions of the Freedom
of Information Act. Enclosed is one CD containing 605 pages of previously processed documents and a copy
of the Explanation of Exemptions. Please be advised, these are the only copies of these documents located
in our possession. The original copies of these documents could not be located for reprocessing.

Additional records potentially responsive to your subject exist. The Federal Bureau of Investigation
(FBI) has located approximately 1,594 pages total of records potentially responsive to the subject of your
request. By DOJ regulation, the FBI notifies requesters when anticipated fees exceed $25.00.

If all potentially responsive pages are released on CD, you will owe $40.00 in duplication fees (3 CDs
at $15.00 each, less $5.00 credit for the first CD). Releases are made on CD unless otherwise requested.
Each CD contains approximately 500 reviewed pages per release. The 500 page estimate is based on our
business practice of processing complex cases in segments.

Should you request that the release be made in paper, you will owe $79.70 based on a duplication
fee of five cents per page. See 28 CFR §16.10 and 16.49.

If you agree to receive all responsive material on CD, you will receive a $5.00 credit towards your first
interim CD. As a result, we must notify you there will be a $25.00 charge when the second interim release is
made in this case. At that time you will be billed for the $10.00 remaining from the $15.00 free of the first
release, as well as the $15.00 duplication fee for the second release, for a total of $25.00.

Please remember this is only an estimate, and some of the information may be withheld in full
pursuant to FOIA/Privacy Act Exemptions(s). Also, some information may not be responsive to your subject.
Thus, the actual charges could be less.



You may file an appeal by writing to the Director, Office of Information Policy (OIP), United States
Department of Justice, Suite 11050, 1425 New York Avenue, NW, Washington, D.C. 20530-0001, or you
may submit an appeal through OIP's FOIAonline portal by creating an account on the following web
site: https://foiaonline.regulations.gov/foia/action/public’home. Your appeal must be postmarked or
electronically transmitted within sixty (60) days from the date of this letter in order to be considered timely. If
you submit your appeal by mail, both the letter and the envelope should be clearly marked “Freedom of
Information Act Appeal.” Please cite the FOIPA Request Number assigned to your request so that it may be

easily identified.

Sincerely,

Dl

David M. Hardy

Section Chief,

Record/Information
Dissemination Section

Records Management Division
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Tk WALL STRERT Jogmy o2
Tnternet Companies Decry FBI's

E-Mail Wiretap Plan

i - 5 it : s that it
By Nicx Winerigry messages being caught up i the FBlvac 1o outside audit, The burean says tha
Y 183 Don uum géf:ana . S?x%:h data-scrambling developed the Cannvu{e syslem I’““?if;i-‘;
Seaff Reportess of Tars Wasy, Sewrer Jormuy, wouldn’t necessarily breventthe FRIfrom . ¢ address the same privacy mnceims ai
Internet-service providers #nd privacy knowing the message's destination, seey. inany Internet providers have. KR A‘eg”;;
advocates are concerned abut the Emplicy. Tity experts saig_ cians also have tried in vecent w‘ee
tons of @ new electronic surveifiance syg. b better protect their cyber-trails, ys- explein to Industry speciafists how Carni-
sem devised by the Federal Burean of 1o, £55 Would have to seek servicns Seslgned  yore works, partly to liay fears that fs
vestigution, with some Providers vowing ¢ Protect Inanymity on the Internet, Fop system might be open to shuse.

1 resist if they are asked to dnstadt it on example, Zero-Knowledge Systems, Mont- St thede is & drive afoot in the Inter-
their netwirks. . :  real, sells wsers online Pevdonymsforuse industry to create 2 more open Solu.
The FREsystem, 3 suphisticatad combl  when conducting businass online. *tion that could replace Camnivore. Industry

o , i

Dation of hardware and softwsre ®e  Crities of the FRy SYStem fear Intemet:  generte argue that cresting their own de-
ooency hus dubbed Camnivore, must he service providers will have Hittle pygray. vixgwéum lessen suspicions and altow for

connecled directly to gn I5P's network, tee that Carnivore Is doi only what the - ) to-
Once it 15 contected, Carnivore has g ¥B1 says it iso;mng m?s&mf the FBI  Quicker modifications 25 Internst pro

F . . i The FBI says that & smal}
potential to keep tabs op aly of the commy- Seems to need fictle assistance iy cols change., 5 \ady have
nications on the network, The FEIT hat said e system, technicians for the ISPscan't  fumberof m&ﬁ?grgggfgﬁlﬂ{aﬁg retap
it will use the spsteny only with valid court 40 muck to monitor Whether FBI agonts m;s-m{:acgpam tvore s required for those

- orders angd thayt Ca!‘!ﬁwre will aliow it sre llmj:jng their fnvegﬂg»aﬁons 1o 8 indi. Fequests. &a

3 N il the wire-
DAITORLY Larget i5 investigations. vidual named in a eourt prdey s oot have the abilty to do
However, 1S5, industry representa. - “The FBI takes the position of, “Tryst 1455 " —Neil King Jr. '
tives and privacy advocates, responding to us, we're the £overnment, Open your en. contrivuted to this article,
@ Teport in The Wall Street Journal aboyt tre network to 8" 53y5 Rarry Stein.

EXCRasive monitoring of anline commusiea. Civit Libertiey Union, which sent & critical and join 2 discussion 200Ut privaty
Hans. “Ws have some deep concerns or e letter about Carnivre fo members of Con- and the Internet in the onfine Journal
Iook at this harder,” gaig Jeff Rivhargs, IRSS, “There's no way for an I5P 1o now *al WSlLooe,
Executive directar of the Internet Alliznee, what they're doing,”
@ trade association for internet providerg One ISP that hadn'e been rontacted by
ihat counts Ameriea Oniine Inc, Barth g, FBI about Carnivare saig it normaly
Hnk ine. and WorkiCom Ine)’s UUNET divie complies with court argers from law-en.
Siop among 1ts members, - . forcement sgencies for the communies. .
The Carnivore system is belieyed 1o b2 fions of specific individuals. But the Isp
able 1o single ous all sorts of electronie  suid i wouldn't comply with an ondey to
traffic of & parson being Investigated, Be. install Carnivore o its network,
sides email, that includeg inshant—messag» *I would have {0 Say we would fight
ing systems, visits 1o Web sites ana Inter-  guen 2 Lourt order,” said Bhpd Gavron, the
net relay chgt sessions, a form of LOMMY- - ehiat technology officer of RMI.Net ine.,
nication favoreg by hackers tying o gy ISP hased iy Denver with 110,800 syb.
mask their identities, scribers. “We would not want the privaey
it isn't clear, however, Whether Cqmmi-  of alf users to he compromised on the basis
Yore can oveteome Some of the sophisti.  of witeh hunts for one usen”
oated serambling systems that have heen " The ¥B] argues that state ang federa)
developed for tha Intarnet, Scrambling Judges closely serutinize jis wiretapping
data 1o make it hard 10 resd is an obvipys activities aad that tha product of sny tele. .
response for peopte worried about their phone or Internet intercept must be open R

W e s

the EBI system, triticized the polential for  papgy associate direetor for the American @ Jowrnad Link: Read an issue briefing
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/i"‘B_I Internet
Wiretaps

Raise Issues
- Of Privacy

New System Tracks
-Suspects Online

By Joxex Scrreaxte
Woshington Fost Staff Writer

© The FBI has deploved s sufo-
- roated system to wiretap the Inter-
nel, giving authorities a new toa!
to police cyberspace but drawing
coneerns among civil Hbertarians
and privacy advocates sbout how it
might be used. .
The new compuler system,
dubbed “Camnivore™ inside the FR{

becatse it rapidly Snds the “meat”™

in vast amounts of data, was devel-
oped at FBI computer labs in
Quantica, Va.. and hus been used
in fewer than 50 cases so far,

" Bu! that number §5 sure to rise,
said Marows Thomas, chisf of the
PBPs oybertechnology section at

" Quantico. I criminal situations
there's not yet been 2 large call for
it," he said, but the bureau already
has seen “growth in the rale of re-
quests.” - o

Civil liberties groups said the
new system raises troubling issues
about what constitules a reason-
able search and sefzure of electron
fc dsts, In sniffiog out potentisl

criminal consduct, the new technol- .

ogy #lse could scan private in-
formation about Jegal activities.

It goes to theheart of how the

- Fourth Amendment and the feder-

al wireap statute are going to be

applied in the Internet age,” said

Marc Rotenberg, head of the

Washingtonbased Blectronie Pri-

~ vacy Information Center,

The wﬂﬁhmgton ;Eo.ﬁt

The new system, which operstes on off-
theshelf personal computess, iskes ad
vantage of one of the fundamental pringi-
ples of the Intemet: that virtually all such
corununications sre broken up into *pack-
ls.” or uniform chunks of data. Computers -
on the Interniet break up email messages,
World Wide Web site tralfic and other in-
forfation into picces and rotite the packets
across the global network, where they are
rm;g;mbhﬂ on the other end, smﬁ'

programmers devisad 2 “packet sniff-
1" systern that can analyze data Bowing
through compuler networks to determine
whether it is part of an email message or
some gther piece of Web traffic.

The ability to distinguich between pack.

"ets aflows law exforcement officials to tailor

their searches so that, for example, théy can
exarrine e-mail but jesve alone 1 vuspect’s
online shopplug activities. The system

could be tuned to do us fitle as monitoring
how many emall messages the suspect
seads and to whivn they are addiessed—
the equivalent of # telephone *pen register,”
which takes down telephone nusmbers being
called without grabbing the vontent of those
ells :

“That's the good news" said James
Dempsey, an analvst with the Ceniter for De-.
mocracy and Technology, a Washington
high-tech policy grosp. “It is 3 more dis-
crgxdninating device™ than 3 Rull wirefap, he
But Dempsey expressed worries about
the new systemn, which would be installed at
the offices of 3 suspect’s Internet servire

- provider. Just 85 the device could be used to .

fisetune a search, It also could used for
broad sweeps of data. *The bad news is that
it's 2 black box the goverament wants to ia-
sert into the premises of a servive provider,

Nobody knows that it does what the govern. .

ment claims it would do,” Dempsey said:

Existence of the Camivore systern was
discussed in 2 Will Streel Journal artice
yesterday, which reported that the FBI
Sh;med the system mmmmmimﬁom
wndustey experts two Rgo.

Albert Gidari, 3 Jawver whe works for the

wireless industry, was present at the FBI .

demonstration, He said the FRPs announce-
ment was intended to counter industey as-
sertions that it would be very difficult to

provide the kind of peeregister wiretap ca- |

pability that the agency wants, | .
Since the demonstration, Gidar sid, one

faction within the telecommunications & .
dustry was pleased with the FBTs efiorts, -

Bt Gidarf sald the. other faction was say-
ing: “Walt & minute—what are the Liability
issues? What are the privacy issues? We
don't want third-party software on our sys-
tem™ ; ’

" Although Congresshas passed legistation
requiring teleplione companies to muke
their developing highdech networks easy {o

oare: ] ~{ 2 ~00
eacE:_ |

wiretap, Gidari is one of 2 large number of
indusiry experts who befieve the Law dows
not apply {o wiretapping the Infernet. “The
FBI overvesches in everything they do,~
said Gidarl, who is president of G-Savvy, an

. Internet consulting COMpany.

A former federal prosecutor sounded 2
mote suppartive tone.*If what i does i it
helps comply with wiretaps, and it helps
minimize what you're getting—io telp get
what .the eonrt authorizes you fo gefom
there’s nothing wrong with §," said Mark
Rasch, now 2 security consultant with Bes-
tonbased Global Integrity, . )

Still, Rasch said the technology raised
questions that have yet to be filly explored

. by law enforcement. The PC robocop exam-

ines all packets comifg through & computer
retwork bul gives live law enforcement off-
cers only those packets related to the sub-
Jeet of the investigation, .

“The stuff that is examined only by &
computer and not by 2 human befag—was

that information searched? Rasch asked
He then suggested an answer: *it 4 2"
search, but it is fo an extent less invasive”
th:,;n 1t would be if you did not use this tech.
nology.” " : C g
. Thefirst ews of Cardvore actuslly mng;‘
In April during congressional testimony b§
Washington lawver Robert CormRevere
who tepresented an Internet service provid:
er that tried to resist attaching the systerg
o its nebwork. Corn-Revere suggested that,
such a system could be used to track dige ™
sideats and journalists ogline, “There sre
some human rights issues here™ he said, pes
. But Thomas of the FBI said there is noth s
Ing mysteriots about the new devics, “This®
3 an effort on the FBY's part to keep pac
with changes in technology—tn tmaintaii:
our abllity” to lawfully intereept i
from pen-register data fo lf wiretaps wi ?
court authorization. *It’s not an increase in®
our authority; it does’t present a change of
volume in what we do,” he said, '-°.1'

et

1
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v Justice, on Both Sides of the Border

Agustinn Vazquez Mendoza landed on the
FBI's 10 most wanted lst four vears ago for
allegedly ordering his henchmen to kill Y
Drug Enforcement Administration agent in
Arizona. Now he's under arrest, but in
Mexico, which must decide whether to extra~
dite 3 Mexican eitizen to fage charges in the
United States. Mexican law officers mounted
2 nationwide manbunt to capture Vazquez
and certainly want him brought to justice,
but some traffickers have won appeals
against extradition.

Most countries are understandstly reluc-
tant to hand over a citizen to be tried in a for-
eign country. In addition, the language in the
current Mexico-ULS, treaties clearly specifies
thal neither country is bound to exiradite 2
citizen. However, there are circumstances in
the Vazquez case that should make it easier
for Mexico to send him off.

- Since President Ernesto Zedilio took affice,
there has been a shift of attitude in Mexico
on extradition, At least nine Mexican sus-
pects have been sent to be tried in the United
States. In two of those cases, the suspects al-
legedly killed US. immigration officials, in-
viting comparison with the Vazquez case.

According to US. authorities, Vazquez or-

dered the murder of agent Richard Fass in
order to keep both & drug delivery and the
$180,000 the ungdercover agent was about to
pay for it

Perhaps the most perzuasive argufasnt is
that Vazquez, who fied to Mexice after he
kitling, is not accused of a crime in Mexico
and i he is not extradited will have {o be ot
free. Mexico's foreigs whinister showld cop-

sent o the U.S. extradition request and peti- -
tion the justice system to send him north as |

quickly as the legal process allows,

5/24/02 Release - Page 3
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arthLink Says
It Won't Install
Device for FBI

Onie of the nation's largest interast ser.
vice providers, EarthbLink Inc., has re-
fused to install & new Federal Bureay of
Investigation electronic surveiliance de-
vice on its network, saying technical ag-
justments required to use the device
caused disruptions for customers,

The FBl has used Carnivore, 25 the
surveitiance device Is called, in & pumber
- of criminal investigations. But Farthlink
is the first ISP to offer 2 public aceount of

By ﬁﬁif Stréés Jaur#i:l stalf re;mﬁers
Mek Wingfield, Ted Bridis and Neit
King Jr.

an actual ’expf:rience' &wm Carnivare. The

FBI has claimed that Damsvore won't in-

terfete with an ISP's operations. .

It has the potential to hurt our net-
work, to bring pieces of it down,” Steve
Dovgherty, EarthLink's director of technyl-
Ogy acquisition. said of Carnivore. *It
rould impaet thousands of penple.”

White EarthLink executives saig they
would continue to work with authorities in
eriminal tnvastigations, they vowed not to
allow the FBI to instali Carnivore on the
COMPAny's petwork, The tompany also
has substantial privacy concerns.

EarthLink has already voiced it con-
CeTEs in court. The ISP is the plaintiff in a2
legal fight launched against Carnivore ear-
lier this vear with the help of attorney
Rovert Comn-Revere, according to people
clote to the case, FPreviously, the identity
of the plaimtif in the case, which is under
seal, wasn't known. & feders) magistrate
ruled against EarthLink in the case parly
this year, forcing it to give the FBI access
1o its systemt. Mr. Corn-Revere declined to
omment.

ExrthLink's prodlems with Carpivore
began earlier this vear, when the FBI in-
stalied a Carnivore device on fls network
8¢ 3 hub site in Pasadena, Calif, The FRE
had 2 court order that atiowed it to instait
the equipment as partof g criming! invest.
gation.

orders for information about ether custom-

The FBI connected Carnivore, 8 small
computer box loaded with sophisticated
softwsre for monitoring e-mail and other
online communications, to BarthLink’s re-
mole access servers, a set of aehworking
equipment that Answers fncoming modem
ealls from customers. But Cernivare
wasn't compatidle with the operaling sys-
tem software on the remofe access Sery-
ers, So Earthlink had to instalt an older
version of the system software that would
work with Carmivore, arcording fo Mr.
Daugherty. ]

EarthLink says the older version of the

software caused its remate 40088 servers
to crash, which in turn bnocked out access
for & number of its customers, Mr. Dough-
erty daclined 1o specify how many, saying
only that “many” people were affeciad,

EarthLink executives said they were
also concertied about privacy. The com-
pany said ft had no way of knowing
whether Carmivore was lmiting #s survel
lance o the crimingd investigation at
hand, or was trofling more breadly, Other
ISP have said there could be serious Babil-
ity issues for them if the privacy of individ-
uals not connected to an investigation is
rompromisaed.

“There ought to be some ransparency
1o the methods and tools that law erdorces
ment is using 10 search-and-seize Lommy-
nications.” said John R, LoGalbo, viee
president of public palicy at PSiNet Ing.,
an I8P in Ashburn, Va,

Earthlink executives declined 1o say
whather the company has receivad court

4%
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o5 since the disruption eatfier this year.

EarthLink said it would help authorities in
criminal investigations ugj g techniques
other than Carnivare, .

The FBI insists that Camnivore doesp’t .

affect the performance or stabiiity of an
Internet provider's existing networks. The
bureau says Carnivore passively monitors
traffic, recording only information that is
relevant to FBI investigations,

1 some cases, the FBI said, the Inter-
net provider is equipped to turp over dats
withou! the use of Carnivore. This is com-
mon in cases where only e-mrad] messages
are sought because that type of data van
easily be obtained through less-intrusive
means. )

Attorney General Janet Reno 5aig yes-
terday thal she was putting the system
under review, She said the Justice Depart.
ment would investigate Carnivore's consti-
tutional fmplications and make sure that
the FBI was using it in 3 consistent and
balanced way.”

572402 Release - Page &
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.1 White House Proposes Wiretap Law L;,ww Qb W
gy KALPANA SRINIVASAN |
o The Assaciated Fress .

WASHINGTON {July 17} - The White House proposed legistation Monday 1o update wiretapping rules so that legal protections
currently applied to telephone calls are extended to elactronic communication, such as e+mail.

The plan would require law enforcement officials to obtain high-lewel approval before applying for @ count order to intercept the
content of g-mail ~ in line with current rules that govem listening to phons calls. :
£

“Basically, the same communication, if sent different ways - through a phone calf or a dial-up modem - is subject to different and
inconsistent privacy standards,” said Whils House Chief of Staff John Podesta, in announcing the proposals. RS time to update
and harmonize our sxisting laws to give all forms of technology the same legistative protections as our lelephone comersations,™

The maasure also addresses so-called “trap and trace” orders which allow law enforcement officials to identify the source of 8
phone call or an e-mail, but not intarcept its content. Under the proposal, faw enforcement officials would only need one order to
trace an e-mail or a phons call, even though such communications may travel through multiple phone carrers or inteme!

providers.

Officials also could trace such communications without prior approval In an emergsncy situation, such as when a computer is
under altack,

But for the first time, the administration is propusing that a federal or state judge independently determine whethar the facls
suppart such @ trace order. Under cumrent nules, judges accept the deciaration of law enforcement officials agencies that such an

order is wamraniad,

Thase changss could affect the new “Camivore” system, which the FBIis using to obtain e-mails of investigatie subjects afler
getting a search warant. When Camivore is placed at an Intemet senice provider, it scans 2l incoming and oulgoing e-mails for
messages associated with the target of a ¢riminat probe.

&

Under the proposed changes, if the Camivore systam is being uged to intercept the content of electronic communications, then
faw enforcement officials would first need high-level Justice Department approval before oblaining & court order, Pedesta said.
Higher standards imiting s use also would apply, he ssid. if Cembvore is being used only ta track information, oficials would
need an independant judge to ravew the fracing order, he added.

~But the American CiMl Liberties Union chided the administration's proposals Monday, saying & should have suspended use of the
system outright.

“Camivore represents .3 grave threat to the privacy of all Americans by giving law enforcement agencies unsupenised acoess fo.
a nearly unfimited amount of communications traffic,” said Bany Steinhardt, ACLU associate director, ~ -

Last waek, ACLU officials said they were going to use the Freedom of information Act lo try 1o force tha FBI to disclose dslails of
the inner workings of Camivore, '

The proposed maasuras would also address inconsisiencias in how current law applies to different networks canying idemet
traffic. For sxample, now that cable systems are being upgraded to offer two-way sendces, laws that apply to diat-up modems
ower phone finas should be extended to cable connsctions, Podesta said. .

The proposal requires congressional approwal, and several lawmakers already bave introduced their own versions.

The Clinton administration also announced Monday updates to its sxport control policy for powerful data and wice-scrambling
technology. Under the change, American companies can sell encryplion producls to any end user in the European Union or
thass sight other trading partners: Australia, Norway, Czech Republic, Hungary, Poland, Japan, New Zealand and Switzettand,
Tha policy change will alse remowve & previous technical review waiting period of 30 days.
£724/02 Release - Page §
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ACLU Asks Details
On FBI’s New Plan
To Monitor the Web

By Nicx WinerELD
Staff Reporter nf THE WALy STReer FRNAL

The American Civil Liberties Union is
seeking to force the Pederal Bureas of In.
vestigation to disclose the technical details
behind a controversiat electronic surveil-
lance system created by the bureay.

The ACLU, using & nove! tactic to iden-
tify the monitoring capabilities of the 5ys-
tem, fited a Freedom of Information Act
request with the FBI Friday, asking the
bureay io release the compiter “sotrce
vode” for Carnivore, ag the surveitiance

- 8ystem s called. The civil-diberties group
also requested that the FBI turs over “Jet
ters, correspondence, tape recordings,
notes, dats, memoranda, email” and
other information conmected with Cami-
vore. The ACLU also asked for informa-
ton related to Ommivore angd EtherPeek,
two other surveillanee systems used i the
past by ihe bureay,

The request refiects the growing con-
£ern among privacy groups and Internet
companies about the privacy implications
of Carnivore. The FRI surveillance sys.
tem, @ hardware device that confaing &
specialized program for tracking e-mail
and other forms of online communication,

has especially raised hackles among Inter--

net service providers, The FRI is attempt-
ing {o instali Carnivore on the networks of
I5Ps as part of specific criminai investiga-
tions of onfine wsers. But ISP ssy they
have no way of knowing whether Carni»
vore is limiting the scope of its survedl-
lance to the eases at hand, '
As 2 result, eritics of Camnivore have
called on the government to reveal the

et o o o B 0 S e S e

techniral capabiiities of the system. Such
information could indicate whether Carni-
vore is able {o restrict its monitoring to
the communications of, say, a single erimi-
nal suspect while ignoring other data traf-
fie frrelevant to the investigation,

The source code behing Carnivore
could provide clues to those capabilities.
Sourve oode is essentialy the technical
blueprint behind g program. The ACLU
confends, . and technical ‘experts con.
curred, that examining the source code
behind Carnivore's propristary surveil-
fance software could reveal something of
the inner workings of the system,

The Electronic Privacy Information
Center, 2 Washington advecacy group, last
week also filed 3 sweeping Freedom of
Information reguest for *alif records” refat-

Jing to Carnivore, though it dign't expiie-

HIy request the systeny’s source code, “Ryt
we made clear we are seeking everything,
including software,” said David Sobel, a
privacy activist at the center. .

It'is unclear whether using the Free-
dom of Information Act will compel the
FBI to produce the software behind Carni-
vore though. Requests made under the act
are normally used to obtain official govern-
ment documents, not software code, Barry
Stelnhardt, associate director of the
ACLY, sald two federat appeals-court rul-
ings that classified software code as a
form of speech eould help Hs case,

“l am all but certain they will not want

to refease sny infonmation on Carnivore,
and we will probably have to fight this in
the courls,” Mr. Steinbardt saig of the
FBL “But we think this is worth fighting
for.”

The FBI didn’t relurn cally seeking
comment on the Freedom of Information
reguest.

As the culery against Carnivore hag
escalated, some prominent figures in the
Internet industry have expressed a some-
what more sympathetic view toward the
FBL. Vint Cerd, who has been dubbed the
“father of the Internet” for his develop-

b
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ment of the early technical foundations of
the network, said it s “understandable
that faw-enforcement agencies  feal
pressed to develop methods to observe In.
lernet traffic for the same reasons they
have felt compeiled to find Wways to listen

to certain telophone eonversations. ™
But Mr. Qerf, in an e-mall message,
added that such modern surveiliance techs-
niques need to be balanced “against poten.
tially abusive practices that could seri-

vusly erode personal privacy”
~Neit King Jr,
contribuled o this article.
T

Coca-Cola leex to Have
Second Race-Bias Suit
Moved to Federal Court

By o Warl. STREPT JoURNAL Staff Reporter
ATLANTA~Coca-Cola Co., iy the pro~
cess of settling a class-action race-giserim.
ination lawswit, has filed 2 motion to move
4 second, $1.5 billon race-bias suit to fed-
eral from state eourt,

The soft-drink company argued in a mo-
tion filed Friday that most of the elaims in
the lawsuit, filed last month on behalf of
four femate black Coke employees by
Willie £. Gary and Johnnle Cochran, in-

‘volve federal laws.

Bul & lawyer on Mr. Cary's feam, Tri-
tiz C.H. Hoffter, disagreed and said Mr
Gary would file a motioy this week fo keep

the case in state court, Mr. Gary, a per-

sonal-injury attorney, generally brings his
cases to state ourts and bas said he pre-
fers that venue, :

The lawsuit filed by Mr. Gary claims a
variety of forms of discrimination, includ-
ing aegligent Yiring, intentional infliction
of emotional harm and hostile work eavi.
ronment. Coke has called Mr. Cary an op-
partunist and denied the charges,
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1886, That law might not cover e

Pgued that their online services
»sisouldbegwenext:melyhzghpm ;

WASHINGTON .
. Hopes to
Online Wiretapping

Ay Joun Scurwanz
Washangton fost Stalf ieer

d.

The Clinton .1dmsmstralmn Y-
torday calied for updating wiretap-
ping laws to extend the powers of
law enforoement to the online world
while providing new Jegal protec-
tions for electronic communication.

Administration officials alse an-
nouriced, as expedted, 2 plan to loos-
en contrals on the export of encryp-
tion seftware—the programs that
help Internet users scramble mes-
sages and data to protect them from
prying eyes.

Qn the wirctapping issue, White

" House chief of staff John D. Pode

sta, ina speech at the National Press
Ciub described the coming legisla-
tive package as seeking fo elirhinate
confusion about the level of legal

; profection for vrrious forms of com-

munication. :
Telephone conversations get fair -
ly strong protection from federal |
wiretaps under the 1968 Crime Pa-
trof and Safe Streets Act, which re-
quired a court arder and highdevel
Justiee Department approval. Wire-
tdpe rules for eamall sent by di
modem are covered by the Electron.
i Communications Privacy Act of

mail sent hy highspeed cable mo-
dem, and cable companies have ar-

tection from government survell-
lance under the Csble Act..
“It's-Hime to update and harmo-
nize our existing laws o give alt
forms of tedmalqu the same legle ©
Iative protections as cur telephone |
conversations,” Podesta said.
Lswmakers said they welcome
the opportunity to work with thead-
ministration on these issues..Sen,
Orrin G. Hatch (R-Utah), who has
introduced an Internet privacy bill,
said: *It is Emperative that we hal-
ance the interests of law enfores
ment with the privacy rights of the

Extend

American pes)ple ‘We must nswe that appmpmie
checks are in place where the government accesses pri-
vate communications of Americans.”

Podesta said the hills maldng up the package would be
unveiled within 10 days, and that he hopes the Ieg;slz
tion can be passed by the end of the vear.

Podesta also spoke about the new surveillance tech-
nology known as Carnivore, which gives law enforee
ment adthorities the ability to selectively mositor the
" Internet traffic of individuals, similar to the devices that
can record the telephane numbers of calls ade and re-
ceived by a suspect. Unbike full Hedged wirelsps, the ju-
dicial oversight of such surveillance is slight, and the
protection sgainat sbuses of the technology by law en-
forcement is weak. Podesta called for greater judicial
oversight. )

‘The Podesta speech was not well received by civil lib-

erties advocates, who have fought Carnivore and other |

adsdnistration attempts o expand wiretapping capabil

ities on the Intemnet. Barry Steinhandt, sssociate direc
tor of the American Civil Liberties Union, called the
speech “deeply disappointing, . . . While the Clinton ad-

¥

} i)z‘HL : 1 x|
PAG{:J_E;L__

ministration’s pmposais have some heartering qua
to them, they dre too little and too late,” with too

“time in the legishative session to pass niew bills. The §a

nivare system, Steinhardt said, “represents 4 gje
threat to the pmacv of all Amevicans by giving lawden-
forcement agencies mﬁupemsed ancess to & nearldun-
timited amount of cotnmunications traffic.” |

Podestu also discussed the new encryption pofiey,

which the adnifnistration can implement immediafely.

_ Under the plan, U.S. compantes will be able to expord so-
- phisticated eryptography products fo users in any na-
_ tion In the European Union and to Australia, No

YF
the Czech Republic, Hungary, Poland, Japan, New 23
land-and Switzesland. The goverament will elimils
the statutory 30-day waiting petiod before sich exppris
can take place but will keep in plate 4 requirernent
nev technologies be submitted to the government ra
technical review, |

Encryption has been 2 hlghmh hattir:ﬁeh‘l from
carly days of the Clinton administeation, Few tect
gies are & important in the fight to maintain persg
and business privacy, but few technologies present §

dammxgissumforhwenfommmmfﬁmlshke_ B

(maﬂfuﬂymrkcmg 0
encryplion products, and o CJanuary the Clinton sdp
istration reduced controls on encryption exports.

“The reducing of these regulations will certain}
low US. wftwaremakemtnmmpetemthegiaba} -
ketplace,” 3id Robert Holleyman, the cidef execun e of
the Business Software Alfiance,

5/74/07 Release - Page 7
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By Buucr Beskowiry

On Monday the White House proposed
new legistation reguluting surveillance by
faw enforcement agencies on the Internet.
But civil libertarians are already compluin-
ing that this plan does littie to address the
problems ostensibly raised by Carnivore,
the FBY's sew soffware system for perform-
ing court-ordered wiretaps at Internet ser-
vice providers (ISPs}.

Using a faptop computer, law enforce-
ment officials ean hook Carnivore inte an
ISP's network. Once fnstalled, it resds the
headers of each e-mail message~listing
the sender, recipient snd subject of the
message—as it passes through. If the
sender or recipient is the target of a tap,

" Carnivore records the message.

Rights at Risk? ,
Here's the rub: Before Carnivore can
" know whether a mmessage belongs to 8 far-
i geted party, it must browse the headers of

all the messages passing through the ISP
With & Waditional phone tap, law enforce.

ment officers only listened to the tele-

phone line that the subject of the tap was
ustng. The ACLY and other erities com-
plain that when Carnivore reads the head-
jers of anvone wha Is not & targel it vie-
-Jates their rights. '
i The ACLU: ard other Carnivere eritics
need 1o gel a grip—and a better under-

nding of the new technology.
- Unlike old-fashioned analog telephone

lIs, e-mall messages are transmitted dig-
tally. A computer stices and dices the mes-
age into packets, each with an identify-
ng {ag.:The packets then spresd out
{hroughout the Internet, finding the most

ey arrive, they are reassembled, and the
eciplént gets the message. As u result,
with .e-mail; you cannot “ap a line” be-

cause-off

e ones that belong to him.
complains that using a com-
oran ISP system would col-

of innocent data, But

clficlent’ path 1o the destination, When -

3

. WALL STREET J(gj;i{NAL

These kinds of flaps are happesng
move and more often, Last Apri sofee pri-
vaty advocates complained when the Fﬁ‘i‘
requested SI5 million {or “Digital Storra,
a program for monitoring telephone cals
and analyzing recordings. in September, a
programmer ir North Caroling found the
notation “NSA Key" in 4 Microsoft soft-
ware patch. Soon rumors bouneed through
the Internet claiming Windows had 3 ha;k
-door that allows the National Security
Agency to monitor your computer. (Mi-

“crosoft explained that the tag merely skl

fied that the software complied with the
agency’s security standards) .
The granddaddy of all bogus fears,
though, is Echelon. ¥ you belleve some
Buropean Usion parliamentarians, the
United States and Britain operate an lnter-
nationa] notwork that mondtors virtually
all communications, angd extracts choice
nuggets with powerful computers that rec-
agnite key phrases in messages like “as-
sassination,” “terrorist attack” or “indug-
trial secvet.” o
1n restity, it’s not easy o find a specific
raessage in a flood of free-flowing digital

. data. That's the whole reason for getliriga. !

|

court order for @ wire tap. H you eaimnot |
hook into an ISP, you have o do a lot of

" searching to find the message you want to

intereept. ’ .-
That is also why the European cam-
paign against Bchelon is so quixotic, Trug,
the folks i NSA inlercept communications
and they have powerful computers and in-
genious software that hielps with the pro-
cessing. But it is impossible for even the
best compater systewt o routinely sort
through ali of the world's telecommunicy-
tions and pull puf telitsle messages, as the
Echelon parancids would have you be-

Heve, .

Usually you need

to know what you are

Incking for and

where the messsge

raight appear before

you have much of &

chance of findingit.

Alsp, the cases in

which one mniessage

tells & whole story.

are rvare. Good law
enforcetment snd In-
telligence usualiyye-
quires- . - youitiple
sources -and’, edliat-
-eral information?
| make derise vf A0

to

cannol got to many

DATE ] l l“‘t{éc
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‘Carnivore’ Won't Devour Cyber-Privacy

o our faw enforce-
menl  and intelij.
fenee organizations
W fisten in op Al 118
municat i
szg days you coutd fap g finc:gi? ?rftegle;? E
microwave link. It's much more difficut o
taplure digital messages that pass over
fiber optice or bounce through cellular pet-
works. And, with strong encryption sofs.
ware freely availuble warld-wide, anyone
reslly determined to keep 3 message ge.
cret can ususlly do so.
if yout have any doubts, just re ;
many intelligence sur;aﬁse; we hi’lé ?zi:
Iately—the Indian nuclear test, the North
Korean miisile test, the terrorist bomb-
ings of ‘Amgrican fargets in the Mideast
and Africa. Part of the problem s that we

of the sources that we °

used !02 and everyone is getting better at
- concealing their communications, i

N

So why is # so essy o sfir up these
controversies about privacy? The simple
fact is that refalions between the govern-
ment and the new fnformation industries
are lousy, There is too much suspicion and
to ttle commumication. s

The administration gets part of he
tlame for its ham-handed policies, Caml-
vore.is a good exampie. A lot of contro
yersy could have been defused if the ¥B1
had offered more insight into how the s¥s-.
tem worked and how the rights of non-sus-
pecis would be protected. \

But the record of the technogeeks has
not been much better, They often adt gy
though law enforcement officlals have o
business poking inte their activities at
ali—as though one could stop internatidnal
computer criminals with 2 good neighbdr-
hood watch program. e

- 1t's i foo easy to lose sight of the fect
that Carnivore’s. main fargets are cybar
criminals—in other. words, the Kinds of
crooks whe are a plague on the Internet

=N

 and target dotcom companies. Growih

rates for Internet shopping have béen glip-

! ping lately. According to some ex A

people worry about whether thelr credit
card nurnbers and health records ars sfe.
Yot would think that e-Dusiness would be
the tfli!m to support better daw em‘ame:g;m
on the et N

5

e A

&
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reasonable cooperation from the private
sector, and aggressive law enforcement
and effective intelligence closely moni-
tored by responsible public officials, - -
Fixing the relationship between Wash-
ington and Silicon Valley peeds to be a'tp
priority for the next administration. The
only people benefitling from conlroversies
like the one over Carnivore are terrorists,
criminals and rogue siates,

Mr, Berkewitz i a research fellow at'the
Hoover Institution and voauthor of *Best
Yruth: Intelligence in the Information 4ge”
fYale University Press, 200}, <
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Tuly 19, 2000

Honorable Charles T. Canady
Chairman v
Subcommitiee on the Constitution
Commitiee on the Judiciary

House of Representatives
Washington, D.C. 20515

Dear Mr, Chatrman:

We very much appreciate the opportunity to appear before the Constitution
Subcommittee on Monday to discuss "Camnivore.” The public testimony, we believe, will be
very helpful in our efforts to explain what Camivore is and, equally important, what it is not.

It that regard, US4 Teday asked us to provide a brief 350 word explanation for use
on the editorial page. While a full statement obviously will be provided to the Subcommittes, we
would like to share with you the text of what was provided to the newspaper. In a very concise fashion,
i encapsulates our explanation of what the system does electronically to ensure strict comphiance with
the court orders that instruct us precisely what can and cannot be infercepted. 1also have enclosed a
graphic that you may find helpful,

As the brief summary points out, Camivore is used only when Internet Service Providers
are unable on their own to restrict interceptions within the narrow confines of the controlling court order.
In addition, no interception can occur unless the FBI or other law enforcement agency can demonstrate to
% judge’s satisfaction that the strict statutory requirements have been met, e.g., that there is probable
cause that a erime s being or has been comnyitted, that the infercepted e-mails will be in furtherance or
about that crime, and that the interceptions are necessary 1o collect evidence of that crime. That is why
its use has been very Himited, predominately 1o inlercept e-mails in terrorism cases.

Thope you find this helpful. Again, we look forward to testifying and, in the interim, if
you have any questions, please do not hesitate to ask. We would be pleased to brief on any aspect of this
system,

Sincerely yours,

Jahn E. Collingwood

Assistant Director

Office of Public and
Congressional Affairs

I~ Mr. Pickard - Rm 7142

1 - Mr Alba - R 7128

1 - Mr. Gallagher - Rm 7110
1 -Mr. Garcia - Rm 7116

1 - Dr. Kerr - R 3090

/ (1Mt Parkinson - Rm 7427
be-l IDENTICAL LETTERS SENT TO ALL
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Honorable Charles T, Canady

Hongrable Henry 1. Hyde
House of Representatives
Washington, D.C. 20515

Horlorable Asa Hutchinson
House of Representatives
Washington, D.C. 20515

Honaorabie Spcﬁcer Bachus
House of Representatives
Washington, D.C. 20515

Honorable Robert W. Goodlatte
House of Reptesematives
Washington, D.C. 20813

Honorable Bob Barr
House of Representatives
Washingion, D.C. 20515

Honorable William L. Jenkins
House of Representatives
Washington, D.C. 20515

Honorable Lindsey Graham
House of Representatives
Washington, D.C, 20515

Honorable Melvin L. Watt
House of Representatives
Washington, D.C. 20515

Honorable Maxine Waters
House of Representatives
Washington, D.C. 20515

LT T e e
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Honorable Charles T. Canady

Honorable Barney Frank
House of Representatives
Washington, D.C. 20515

Honorable John Conyers, Ir.
House of Representatives -
~ Washington, D.C. 20515

Honorable Jerrold Nadler
House of Representatives
Washington, D.C. 20318
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. R ‘u} U.S. Department 0.,

Federal Bureau of Investigation

Washingron, 2. 345

) First, lets get the facts straight. The FBI and all

other law enforcement agenciesican only intercept e-mails

< pursuant to a court order signed by a judge who is satisfied that
the government has demonstrated probable cause that a serious
crime is heing or has been committed, the e-wmails will be about
that crime and the interception is necessary to obtain evidence
about the crime. To conduct anAintercept beyond that is a
federal crime subject to severe criminal and civil sanctions.
The entire process reguires continual reporting to a court and,
of course, ultimately is subject to vigorous challenge by defense

atborneys. .

What does *carnivore® do? In the simplest terms, it
ensures that only the exact communications authorized by the
court to be intercepted are what is intercepted. 5o, for
example, if a court authorizes only the interception of e-mail
from a particular drug dealer to another drug dealer, this system
captures only that e-mail to the exclusion of all other computer
communications regardless of who sends them and where they are
going. Nothing else is monitored or collected, and evefything
collected is supervised by the court. It would be a federal

erime to do otherwise.

Tad
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When is carnivore used? It is used only when an

Internet service pravider camnot, on itg own, effect the
interceptions consistent with a narrow court order. Accordingly,
it has been used very few times, predowminately to intercept
e-mails in terrorism cases and, again, subjasct to the supervision
of a court.

,

In 1968, Congress spelled out strict requirements for
the interception of communications. Carnivere gimply ensures
that law enforcement ccomplies precisely with those requirements
as technology advances. We understand why certain segmenta
oppose this court ordered technique. But since 1968, because of
this law, many lives have been saved and thousands of drug

dealers, terrorists, child predators and spies are in jail.

The Chairman of PSiNet laid out the appropriate
challenge. He does not want to see carnivore on his network
unless we can prove it sifts out only the traffic from the target
of a court order. That, of course, is precisely what carnivore
does, electronically protecting the privacy of those not subiject

to the court order.

§/24/82 Release - Page 14
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Carnivore E-Mail Tool Won’t Eqt

By Tep Bums
And NeiL Kang Jn. -
Staff Repuriers of Tig Watt Swriser Jotiisat.
WASHINGTON~Packed in a shim fap-
top computer, the Federal Bureau of tnves-
tgation's Internet surveiflamce system,
Carnivore, looks downright docile. One of
its creators calls it merely a “toot in 2 tool
box” for tracking hackers and lerrorists.
Its name, the FBI admits, is unfortunate.
it is too late to change the name—but
not {oc late, the FBI figures, to ry o
change the-opinions of privacy advocates
“and fawmakers who have spoken harshiy
of the high-tech sniffer. So the agency hug
launched as intense, behind-the-scenes
campaign to deflect congressional skepti-
cism and convince wary Internet comipy-
tiles that Carnivore is & much pickier eater
fhan its crities claim, e
. Bince news of Carnivore broke Jast
week, FRI officials have swarmed Capitol
Rl o demonstrate the system fo hey
Jiembers of Congress and their staff, The
olficials also have shown it to two federal
+dudges and a small group of reporters for
Wall Street Journal. And Tuesday, the
ABI published 4 lengihy article sbout Car-
Jivore on its ' Web site, deseribing it'as a
Sdiagnostic tool” that employs new tech-
1 ﬁog‘y “to lawhully obtain important infor-
sation while providing enhanced privacy
“fuptection,” o N
&+ The message: Carnivore is & surgical
) gs'—enfuréemént device used rarely und
Jnly under strict court orders. And, ¢on-
(Fery to fears espoused publicly in recent
~Says, the dystem doesn’t ‘gobble up all
“Jassing e-mail in it6 search for the corre-
b;%pndence of & single suspect. “This de-
“vice is bling to everything but the packet
Hipf Information] that it's set to retrieve,*
ays Thomas Motta, an assistant general
Younsel for the FBI. “It's Yike a cop whe
_ L see anything but 2 blue car on 3
highway.” | ‘
-3 I advance of a hastily called congres.
Slonal hearing next week, FBY officials
.&lso have been expressing regrets ahout
“the system’s name. Carnivore was the dn.
“YiGuse montker given to the successor of an
“barlier surveillance system, which WS
“thlled Omnivore. No one thought the name
“Hould become public. When it did last
“edek, Attomney General Janet Reno calleg
fof & hame change, and FRI Director
-Lguis Freeh started ssking how the bu
JEau could have had such a tinear.
“HeLet's just say, we're golng _to put
Jhames through the giggle-test s Hétl dif-,
saerently i the future,™ says Donald Kerr,
rector of the special Quantics, V., 1ab
that developed Carnlvorel® =" -

“hoaked permanently into the country’s In-

DATE '(/2532 0
PAGEAZS

Up Privacy

The system's eritics are tikely to de-
mand mare than merely cosmetie change.
Lawmzkers are vager 1o know how ¥ora-
clous Carnivore cowld gel. Can it vacuum
up Internet communications from inno-
cent users? How frequently is 1t used, and
under what legal basis? Is. Carnivore

Says FBJ

The Workings of Camivo:‘;e

€

o All data fliows thtough the Internet, S

ARG G a il QUtmRTIEIcL  b o b 4 G
AHOOXHACALINEOMAT S OXFA &+NE

A

Vx intemel Service Provider traffic
9 the FBI is tapping fows through

~ the Camivie fiitee.

- All other data, plus the
ofiginal data matehing the

» filter, fows oqyard,
.‘ﬁ eAtXFOmAteOXH]) S
Carnivore * ISP Client ('

- g Toe PRl revieiies
-and Snalyzes
caplured data,

24

¥| Riter
X -

Copy of the '
wmgpested data - &
goas to Camivore's
hard drive.

Hard Drive

the monitoring the FBI needs if ordered by
2 court. “"We're gble 1o’ do It faster, more
» efficiently and, most importantly, without
" Intruding on the privacy of people not
within the scope of the seareh,” says Peter
Wiiliam Sachs, president of- Teonn.Net,
 who is scheduled 10 testify at next week's
‘hearing. BarthlinkInc., one of the wi-
" tion's, largest Internet-service providers,
“Says it refused earlier this year to install
“iCarnivore on its network, claiming techni-
-, cal adjistments requived toUSE the device
-caused disrupti v s custon -
In its meelings with lawmakers and ofh-
ers, the FBI has described the inner work-
ings of the system in unusual detail. In
one demonstration this week, the agency
was keen o show how the system could
tailor its search so it captures only the
e<malls moving info and out of one particu-
tar account, The FBI said Carnivore is.
smarit emmg? :ig “"fﬁr‘“’d;?ﬁ : sueige;cg; 3
ivili to serufiny, e-malls while leaving untouched m :
“‘ﬁéﬁﬁnﬁig&ﬁ&m 2,“’;? 85 mﬁa sent by his or her spouse-or children. -
of New ‘Haven, Conr., say Carnivore is ) -
unnecessary becatise they siresdy can do

— e
ternel service providers? How can we |
trust that it does only what the FBI says?

Profecting Citizens

“We want t¢ hear exactly how this sys-
tem works and make sure i raises no con-
stitutional problems,” says Rep. Charles
Canady, "the Florida Hepublican who
heads the House judiciary subeommittes
that will question FBI officials next week.
Adds Rep. Asa Hutchinson, an Arkansas
Republican and member of the same
‘panel: “We have to profect citizens from
inadvertent action as well as shooping by
the government.™ :

The system Is designed io aliow the
FBI to eandutt efficient wiretaps of e-mail
conversations and other online communi-
cations involving suspecied hackers, ter-
rorists and other criminals. The fear -
among erities is that Carnivore will seoap
up transmissions made between innocent

5724/02 Release ~ Pagp 16
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‘Racket Fittors’

-The system belongs to 8 class of mclf
kﬁa?n aﬁ “packel filters™ or "sniffers,
which loak for pareels of dalz that travel
acrass 8 network and comprise a0 e-mait
or & visH 1o & Web site. Using a Windows
sereen, Curttivore also can be set to cap-
fure filc downtoads nad chat-room conver
sutions. 1 ta grab e-wail from the most
popular Web-based companies, mf:ludmg
Yuhoo! Inc. and Microsoft Corp.'s Hat-
mail. And once # is instalied 3¢ an !,n}cr
net service pravider, the FBE can dial x_nlg
Carnivors to muke changes and monitoy
data thal have been coliected. _ )
The FBI iy adumant about dispelfing
fears that Carnivore could be used for ram-
pani tapping of public e-mail systems. For
one, wiretapping requests are closely scry-
tinized by thesJustice Departmeng, and
must be approved by a federal judge.
Abuse by & rogue investigator is even legs
likely, the bureau says, because the rogue
would need oo much cooperation fl:ii_!m
other FRI techies and the Internel service

provider, says Marcus Thomas, 3 devel-

oper of the system &t Quantico.

s‘:
% Carnivors can be set {0 merely trace Inter-

Depending on 2 judge’s instructions.

et communications ta and from a sus
pec, ealled 2 “pen register® ar “trap and
trace.” Carnivore records the Internet sd-
dresses of passing traffic but not, for ex.
_anmiple, the contents or even the subject
line of an e-mail, Since the amount of infor-
mation gathered is relatively small in
these instances, even g weel's worth of
monitering can be stored on g single
foppy disk, the ageacy says. With judiciat
perruission, the system algy an conduct
fuller intercepts. which would gather the
contents of the e-mails ang other data.

The FBI says Carnivore doesn’t moni-
tor the eontent of passing e-mails, a caps.
bility widely ramored {o exist in the contro.
versial “Echelon” surveillance network op-
erated overseas by the National Securi
Agency. Bureau offigials said watching for
key words in passing emails wag techni-
cally possible, but that i would slow Inter-
net traffic unacceptably for ay customers.
“H you attempt with a machine like this o
sctustly read everyihing that goes by, you
very quickly eannot deal with it~ Mr. Tho-
mas says,

The FBI now says #t hag used Carni-
vore infewer than 75 investigations gver
the past IS months, most targeting sys-
pected terrorists or compufer hackere. In
each ease, the system was connected to a
wmmercial Internet serviee provider,
where it Intercepted dats or esnails in
Striet complance with a court order, the
FBI says. -

Privacy advocales, who haventt been
vy to !he,FBI‘de;_r_mnstra;ibns‘ hunger

for much more thay explanations, The

American Civil Liberties Union wants the
FBI 1o suspend Carnivore's use, arguing
that Internet providers can already cop-
duct adequate electronic wiretaps.” The
ACLY afso has fiteg o request dinder the
Freedom of Information Act for the bige-
prints, of how Carnivore works, Many in
the industry wamt these . same
planscalled the “source coda” 1o fnsure
that the system fsn't open to sbuse ang
won't disrupt business.

.- The FBI says making Carnivore’s inner
workings public would allow hackers to
defent it, “Dpee You know how ¢ works .
it could be fairly trivial to evade i, Mr,
Thomas says, )

Legistation to guash Carnivore entirely
is unfikely, but lawmakers could move io
tighten the requirements for it use or o
impose rules that would further protect
-the privacy of innocent Internet users,
Many argue that Carnivore points up the
Beed for Congress to wrestla with & largor
diternma: updating the nation’s wiretap
iaws, hatched long hefore the Internet ox-
isted. ' . -
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From: 22 é7
To: AL . DONALD KERR, LARRY PARKINSON, ..
Date: TI20/00 4:38PM
Subject: DOJ review of statement.
Gentlemen:

Upon giving the "final” draft of Dr. Kerr's statement to OPCA, | was informed that DOJ will also review
our final version of the statement before OPCA disseminates it {0 the Senate.

OPCA anticipates that DOJ wilt make recommendations {0 twesk the statement, therefore 1'f revise the
current FB approved version with highlighteg fext of the DO recormmendations for your review and
comments before releasing it back to OPCA,

Dr. Kerr: This note is to confirm that 18 U.8.C. section 2511 does set forth the punishment for
intentionally violating both Title 1l and ECPA.

o Ot b7ct
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¢ [LARRY PARKINSON - BonKeres 1 many

o

Date: 120100 6:20PM ére -}

Subject: Don Kerr's Testimony

! h

i
riod
b The revisions that | just gave you do not include & fix for the problem that we just discussed, namely, the
difference between T-liP's standards for interception of oraliwire sommunications, and those for electronic
communications. The former are set forth in 18 USC 2518{1), the falter in 18 USC 2516(3),

For the purpose of this testimony, the two main differences arg:
{1} that applications undsr 2518(3) do not require senior level DOJ approval and (2) that they are not
limited o "centain federal felonfes. Thus if we sirike the sentenoe at the bottom of page twoltep of page
three (referring to authorization by a senior official of DOJ) and the last sentence in the first paragraph
" of page three {"Further, interception of communications is limited to certain specified felony offenses.”)
we will remove some of the misleading inferences as fo which provision we follow when seeking cournt
approval to intercept e-mail, There may may be other instances whers the testimony suggests that we
use 2616(1) rather than 2516(3); OGC should scrub the testimony again to check for such instances.

- e
cce: S s sTEELE — Jreny
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July 21, 2000 URGENT"

Note for:

OLC VA
M e

OPD

EQUSA A A X

ODAG - did you get the FBI's statement from yesterday?)  ;zc-3

-3
F mmt_OLA f;i .3

NIy - Loy YA e s el e AT
Re: CRM statement for 724 on “Camivere” and the 4 amendment

Please provide comments {or “no comment”) on the attached by 2 PM today, Friday.

Thanks.

o< W O
bL3
L¢3

Please provide ¢
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STATEMENT OF
KEVEN V. Di GREGORY
DEPUTY ASSISTANT ATTORNEY GENERAL
UNITED STATES DEPARTMENT OF JUSTICE
BEFORE THE SUBCOMMITTEE ON THE CONSTITUTION
OF TREHOUSE ¢ CMMITTEE ON THE JUDICIARY
' on
“CARNIVORE" AND THE FOURTH AMENDMENT
huly 24, 2000
Mr. Chairman and Members of the Subcornmuttee, thank vou for atlowing me this
opportunity to testify abous the law enforesment tool “Camivare” and the Fourth Amendment.
On April 6, 2000, 1 had the privilege of teziifying befure you during a hearing on Internet privacy
and the Fowrth Amendment; {am pleased 1o continue to participate in the discussion today about
“Camivore” and fis role in protecti ng individual privacy on the Internet from unwarranted

governmental intrusion, and about the critical role the Department plays to ensure that the

Internet is a safe and secure place. .

It is beyond dispute that the Fourth Amendment protects the rights of Amenicans while
they work and play on the Internet just as it does in the physical world. The goalis a long-
honored and noble one: to preserve our privacy while protecting the safety of our citizens. Our
founding fathers recognized that in order for our democratic society to remain ;af; ami our
liberty iutact, law enforcement must have the ability o investigate, apprehend gnd prosecute
people for criminal conduct. At the same time, however, our founding fathers held in disdain the
government’s disregard and abuse of privacy in England. The founders of this nation adopted the

Fourth Amendment to address the tension that can at tmes arise between privacy and pubtlic
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safety. Under the Fourth Amendment, the government must demonstrate probable cause before
obtairung a \'«"afrant for a scarch, arrest, or other significant intrusion on privacy,

Congress and the courts have also recognized that lesser intrusions on privacy should be
permitied under a less exacting threshold. The Electronic Communications Privacy Act
(“ECPA”) establishes a three-tier system by which thé govemment can obtain stored information
from electronic coummunication service providers. In general, the government needs & search
warrant to obtain the content of unretrieved communizations (like e-mail), a court order to oblain
fransactional records, and a subpoena to eblain fuformation identifying the subseriber. See 18
US.Co86 2701-11.

In addition, in order to obtain source and destination information in real tme, the
government must obtain a “trap and trace” or “pen register” court order authorizing the recording
of such information. See 18 U.S.C. 1821 et. Seq.

Because of the privacy values it protects, the wiretap statute, 18U.8.C, §§ 2510-22,
coramonly known as Title I, places a higher burden on the real-time mnterception of oral, wire
and electronic communications than the Pourth Amendment requires. In the absence of a ‘
statutory exception, the government needs a court order to wiretap communications. To obtain
such an order, the government must show that normal investigative techm'qgg__s_ f(g){,gbta_i;zing the
information have or are lkely to fail or are too dangerous, and that any interception will be
conducted 50 as to ensure that the intrusion is minimized.

The safeguards for privacy represented by the Fourth Amendment and statatory

restrictions on government access to information do not prevent effective law enforcement.
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gathering and what is not. At the same time, ﬁ.zose who care (}cepiy about protecting individuat
privacy must zlso acknowledge that law enforcement has a critical role to play in preserving
privacy. When law enforcement investigates, éuccassfuliy apprehends and prosecutes a criminal
who has stolen a citizen’s personal information from a computer systeny, for example; law
enforcement is undeniably working to protect privacy and deter further privacy viclations. The
same is true when law enforcement apprehends a hacker who compromused the financial records
of a bank customer.

As we move into the 21% century, we must ensure that the needs of privacy and public
safery remain in balance and are appropri ately reflected in the new and emerging technologies
that ase changing the face of communications, Although the pnma:y mission of tﬁe Déﬁaﬁﬁiém
of Justice is law enforcement, Attomney General Reno and the entire Department understand and
share the legitimate concemns of all Americans with regard to personal privacy. The Department
has been and will remain committed to protecting the povacy rights efindividuals. We ook
forward to working with Congress and other concerned i ndividuals to address these jimportant
matters in the months ahead.

Law Enforcement Toals in Cyberspace:

N

Although the Fourth Amendment is over two centuries old, the Internet as we know it is
still in its infancy. The huge advances in the past ten years have changed forever the landscape
of society, not just in America, but worldwide. The Internst hss resulted in new and exciting

ways for people to communicate, transfer information, engage in commerce, and expand their

educational opportunities, These are but a few of the wonderful benefits of this rapidly changing -~

technology. As has been the case with every msjor technological advance in our history,

3
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however, we are seeing individuals and groups use this technology to commit criminal zefs. As
Deputy Attomey Gtzherai Eric Holder told the Crime Subcomzuittee of this Committee in
February, our vulnerability to computer crime is astonishingly high and threatens not only our
financial well-being and our privacy, but also this nation’s eritical infrastructure.

Many of the crimes that we confront everyday in the physical world are beginning to
appear in the online world. Crimes like threats, extortion, fraud, identity theft, and child
pornography are migrating to the Internet. The Fourth Amendment and laws addressing privacy
znd public safety serve as a framework for law enforcement to respond to this new forum for
enminal activity, If law enforcement fails properly to respect individual privacy in its
nvestigative techniques, the public’s confidence in government will be eroded, evidence will he
suppressed, and criminals will elude successful prosecution. If law enforcement is too trud in
sesponding to cybercrime, however, we will, in effect, render eyberspace a safe haven for
cnimunals and terrorists to commupicate and camy out crime, without fear of authorized
government swveillance, If we fail to male the Internet safe, people’s confidence in using the
Internet and e-commerce will decline, endangering the very benefits brought by the Information
Age. Proper balance is the key.

To satisfy our obligations to the public to enforce the laws and preserve {hg safety, we use
the same sorts of investigatory techniques and methods online as we do in the physical world,
with the same carcful attention to the strict constitutional, statutory, internal énd court-ordered
boundaries. Camivore is siraply an investi gatory toof that is used online only under narrowly
defined circumnstances, and only when authorized 5}’ law, to meet our responsibilities 1o the

public,
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To illustrate, law enforcement often needs to find out fom whom 2 drug dealer, for
Instance, is buying his illegal products, or to whom the drug dealer is selling. To investigate this,
it 15 helpful to determine who is communicating with the drug dealer. In the “olden days” of
perhaps 10 years ago, the drug dealer would have communicated with his supplier and cuswm&rs
ﬂxchzsweiy through use of telephones and pagers. Law enforcement would obtain an order from
a court authonzmg the installation of a “teap and frace” and a © ‘pen register” device on the dmg
dealer's phone or pager, and either the telephone company or law enforcement would have
installed these devices to comply with the court’s order. Thereafter, the source and destination of
his phone calls would have been recorded. This is information that courts have held 1s not
protected by any reasonable expectation of privacy. Given the personal nature of this
information, however, the law reguires m»ferﬁncnt 1o obtain an order under these circurnstances.
In this way, privacy is protected and law enforcement is able to mvestigate 10 protect the public

Nowﬁ, that same drag dealer may be just as likely to send sn e-mail as cali his
confederates. When law enforcement uses a “trap and trace” or “pen register” in the online
context, however, we have found that, at times, the Intemnet service provider has been unable or
even unwilling to supply this information. Law enforcement cannot abdicate its rcspansibiiify i)
protect public safety simply because technology has changed. Rather, the ppbﬁ‘cijgh:_f_zﬂiy
expects that law enforcement will continue to be effective as criminal activity migrates to the
Internet. We cannot do this without tools like Camivore,

When a criminal uses e-mail to send a kidnaping demand, to buy and sell illegal drugs or
to distribute child pornography, law enforcement needs to know fo whom he is sending messages

and from whom he receives them. To get this information, we obtain a court order, which we
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serve on the appropriate service provider. Because of the nature of Internet communications, the
addressing information (which does not include the content of the message) is often mixed in
with 2 lot of other non-content data that we have no desire or authority to gather. If the service
provider can comply with the order and p‘mviéc a.;; with only the addressing information required
by court order, it will do so and we will not employ C%mivore. If, however, the service provider
is unwilling or unable to comply with the order, we simply cannot give a criminal a free pass. It
is for that narrow set of circumstances that the FBI designed “Camivore.”

Camivore Is, In essence, 2 special filtering tool that can gather the information authorized
by cowrt order, and ouly that sxformation. It permits law enforcement, for example, to gather
only the email addresses of those persons with whom the drug dealer is communicating, without

aliowing any human being, either from law enforcement or the service provider, to view private

mformation cutside of the szope of the court’s arder. In other words, Camivore is a minimization
tool that permits Jaw enforcement strictly to comply with court orders, strongly to protect
privacy, and effectively to enforce ﬂ_se law to protect the public interest. In addition, Camivore
creates an audit trail that demonstrates exactly what it is capluring.

As with any other investigative tools, there are many mechanisms we have in place 1o
prevent agamst possible misuse of Carnivore, and to remedy misuse that has occurred. The
Fourth Amendment, of course, restricts what jaw e_'nfnrcfzmem can do with Camivore, as do the
statutory requirements of Title 1l and the Electronic Communications Privacy Act, and the
conrts.

For federal Title I applications, the Department of Justice imposes its own guidelines on

top of the privacy protections provided by the Constitution, statutes and the cousts. Por exarmple,
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before Camivore may be used to intercept wire or electronic communications, the requesting
investigawr‘y agency niust obtamn approval from the Department of Justice. Specifically, the
Office of Enforcement Operations in the Criminal Division of the Department reviews each
propased Title I application to ensure that the interception satisfies the Fourth Amendment
reduirements, and is in compliance with applicable statutes and regulations. Similarly, typically
the U.S. Attorney or the section chief within the Depérﬁnent wha is handling the investigation
also reviews the Title I intercep! request. Even if the prapoﬁai clears the OEQ, approval must
be given by a Deputy Assistant Atiomey General. Although this requirement of high-level
review is required by Title Il only with regard 0 proposed intercepts of wire and oral
communications, the Department voluntarily imposes the same level ‘of review for proposed
interceptions of electronic commnications (except digital-display pagers). Typically,
investigative agencies such as the Federal Bureau of Investigation have similar internal
requirements, separate and apart from Constitutional, statutory or Department of Justice
requitements.

If the investigative agency and the Department of Justice approve a federal Title I
request, it still must, of cousse, be approved by the proper éoun. The court will evaluate the
application under the Fourth Amendment and using the familiar standards of Title I By statute,
for example, the application to the court must show, through sworn aﬁﬁ;&avit, wh); t}is intercept is
necessary as opposed to other less-intrusive idvestigatory techniques. The application must also
provide additional detail, including whether there have been previous interceptions of
communications of the target, the identity of the target (if known), the nature and locationofthe .

communications facilities, and a description of the type of communications sought and the
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offenses to which the communications relate. By statute and internal Department regulation, the
interception mz’&y last no Jonger than 30 days without an extension by the court.

Courts also often impose their own requirements. For example, many federal courts
require that the investigators provide pe‘ricdic reports setting forth information such as-the.
number of communications intercepted, stcgs'taken to minimize wrrelevant traffic, and whether
the interceptions have been fruitful. The court may, of course temminate the interception at any
time. |

The remedies for violating Title 0T or ECPA by tmpraperly intercepting electronic
corununications can include criminal sanctions, ¢ivil suit, and for law enforcement agents,
adverse employment action. For violations of the Fourth Amendment, of course, the remedy of ]
suppression is also available.

Carnivore itself also contains self-repulating features. For example, because of its
sophisticated passive filtering features, it automates the process of minimization without
intrusive monitoring by investigators, and simply disregards packets of information that do not
satisfy the criteria in the court’s authonization. Indeed, one of the most powerful privacy-
protecting features of Cammivore is its ability to ignore information ﬁat is outside the scope of the
court-ordered authority, For later verification, it also logs the filter seitings. In 3€{§ifi°{¥ as 8
practical matter, Camivore is not deployed except with close cooperation with the appropriate
system provider, Inany even't, the FBI does not use Camivore in every instance in which the
court orders a Title II electronic communication intercept. Indeed, I understand that the Buresu
uses Camivore only in those instances when the service provider is unable to comply with the

court order using its own equipment, or when the provider asks the FBI 1o use Bureau equipment.
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As Iestified in April, we face three major categories of challenges in tryi ng 1w keep the
Internet a safe and secure place for our citizens. These are:
1. Technical challenges that haraper law enforcement’s ability to locate and
prosecufe criminals that operate online;
A Certain substantive and procedural faws that have not kept pace with the changing
technology, creating significant legal challenges to effective investi gation and

prosecution of crime in cyberspace; and

3. Rezource needs that must be addressed to ensure that law enforcement can keep
pace with changing technology and has the ability 1o hire and train people to figh
cybercrime,

Camivore is an investigative tool that assists us in meeting the first challenge, As we
have witnessed, tracking a criminal online i not always an impossible task using our
investigative tools. For example, last vear federal and state law enforcement combined to
successfilly apprehend the creator of the Melissa virus and the individual who created a
fraudulent Bloomberg News Service website in order to artificiatly drive up the stock price of
PairGain, a telecommunications compavy based in California. Although we are gmud qf these
important successes, we still face significant challenges as online criminals become more dnd
more sophisticated,

In nearly every online case, tracking the online criminal requires law enforcement
fo attempt to trace the “electronic trail” from the victin back to the perpetrator. In effect, this

“electronic trail” is the fingerprint of the twenty-first century ~ only much harder to find aad not
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as permanent 28 its more traditional predecessor. In the physical world, a criminal znd his victim

3

are generally in the same location. But eybercriminals do not hiave to physically visit the crime
!
A a PN . 1 & - N
scene. Instead they cloak their iflegal activity by weaving communications through a senies of

ananymous remailers, by creating forged e-mail headers wnh powerful point and click taols
readily downkoadable from hacker websites, by using a “}%e;:iria?‘ account or two, or by “wiping
. clean” the logging records that would be evidence of their aé:ﬁvify.

In some cases, the criminal may not even be in the sémé couniry as the victim. The global
nature of the Internet, while one of the greatest assets of th::;fimemct to law-abiding citizens,
allows criminals to conduct thejr Hlegal activiny from acmss: the globe. In these cases, the need
to respond quickly and track the eximinal i mcreasingly cox%zpiicated and often frustrated by the
fact that the activity fakes place throughout & fferent comnri;es. With more thaa 190 countries
connected to the Internet, it is casy to understand the cmardiﬁation challenges that face law

H

enforcement. Furthermore, in these cases, Ume s of the essence and the Yictim may not even

Ll

realize they have been victimized untif the criminal has long since signed-off, Clearly, the

5

technical chaBmges for law enforcement are real and profouindf

This fact was made ¢lear in the findings and canc!usgens reached in the recently released
report of the Presidegt’s Working Group on Unlawful Cand{ict on the Internet, entitled, “The
Electronic Frontier: The Challenge of Unlawful Conduct Inv:;oiving the Use of the Intemet.” This |
extensive report highlights in detail the significant chaﬂengﬁfs facing law enforcement in
cyberspace. As the report states, the needs and challenges cezgnfmming law enforcement, “are

neither trivial nor theoretical.” The Report outlines a three-pronged approach for responding to

unlawiul activity on the Internet:
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i. Conduct on the Internet should be treated in the same manner as stmilar condyet

Vofﬂine, i 2 technology neutral manner.
2. We must recognize that the needs and challenges of law enforcement posed by the
Intemnet are substantial, iﬁcluding our the need for resources, up-to date -
’ investigative tools and cnhanc?d malti-jurisdictional cooperation.
3. Finally, continued support for private sectar leadership in developing tools and
methods to help Internet users to pfevent and miz‘zimiz:e the risks of unlawful
conduct online,

Twould encourage anyoue with an interest in this important topic to review cavefully the

report of the Working Growp. The report can be found on the Interqet by wisiting the website of

the Department of Justice’s Computer Crime and Inteliectual Property Section, located at

wvow.eybererime. gy, In addition to the report, sww.evbererime gov also contains other useful

information on a wide array of [ntemet related isses, including the topic.of today’s hearing ~
privacy.

Despite the type of difficulties outlined in the Unlawul Conduct Report and discussed
today, the Justice Department and law enforcement across this nation are cumminéd to
continuing to work together and with their counterparts in other countries to .ti_‘c?veiqp»am_i»
implement fnvestigative strategies to successfully track, apprehend, and prosecute in&ividua&s
who conduct criminal activity on the Internet. In so doing, the same privacy standards that apply
in the physical world remain effective online.

M. Chairman, the Department of Justice has taken a proactive leadership role in making

cyberspace safer for all Americans. The comerstone of our cybercrime prosecutor program is the

11
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Criminal Division's Computer Crime and Intellectual Property Section, kmown as CCIPS.

CCIPS was founded in 1991 as the Computer Crime Unit, and became a Section in 1996, CCIpy
has grown from five attorneys in 1996 to twenty today ~ and we need more (o keep pace with the
demand for their expertise, The anomeys in CCIPS work closely on computer ¢rime cases with
Assjstant United States Attorneys known as “Computer and Telecommunications Coordinators,”
or CTC’s, in U.S. Attorney’s Offices around the pation. Each CTC receives special training and
equipment and serves as the district’s expert on computer crime cases. CCIPS and the CTCs
work together in prosecuting cases, spearheading training for {ocal, state and federal law
enforcement, working with international counte rparts o address difficult intemational
challenges, and providing legal and technical insiruction to assist in the protection of this
nation’s critical infrastructures. We are very proud of the work these people do and we will
continue to work diligently to help stop criminals from victimizing people online,

I also note that public education is an important component of t’he_ Attorney General's
straicgy on combating computer crime. As she often notes, the same children who recognize that
it is wrong 1o steal a neighbor’s mail or shoplift do not seem to understand that it is equally
wrong to steal 2 neighbor’s e-mail or copy a proprietary software or music file without paying for
it. To remedy this problem, the Department of Justice, together with the Information chhnology
Association of America (ITAA), has embarked upon a national campalgn o educate and raise
awareness of computer responsibility and to provide resources to empower concerned citizens.
The “Cybercitizen Awareness Program” seeks to engage children, yeung adults, and others on
the basics of critical information protection and security and on the Hmits of acccptaﬁ!e online

behavior, The objectives of the program are fo give children an understanding of cyberspace

12
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benefits and responsibilities, an awareness of consequences resulting from the misuse of the
medinm and an understanding of the personal dangers that exist on the Intemet and techniques to
avoid being harmed.
Conclusion:

. ‘ ‘
Mr. Chairmar, [ want to thank you agein for this opportunity to testify today about our
- efforts to fight erime on the Internet-while preserving the rights conferved by the Fourth
Amendment and statute. Ultimately, the decision as to the appropriste parameters of law
enforcement acti wily lies squarely within the Constitution and the elected representatives of the
people, the Congress. The need to protect the privacy of the American people — not just from the
government but also front cruninals ~ Is a paranount consideration, not just in the cordext of the
Internet, but in general. The Department of Justice stands ready to work with this Subcommittee
and others to achicve the proper balance betwyzn the important need for protecting privacy and
the need to respond to the growing threat of crime in cyberspace. A

M. Chairman, that concludes my prepared statement. I would be pleased to

atternpt to answer any questions that you may have at this time.

13
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Statement for the Record of
Donald M. Kerr
Assistant Director
Federal Bureau of Investigation
Before the
United States House of Representatives
The Committee on the Judiciary
Subcommittee on the Constitution
Washington, D.C.
’ 7/24/2000

Good afternoon, Mr. Chairman, and Members of the Subcommittee. [ am grateful for this
opportunity to discuss the FBI's Internet and data interception capabilities and to help set the
record straight regarding this important jssue. 1 would like to first discuss FRI's legal authority for

conducting interceptions on the Internet, and then describe Carntvore and how we use it.

Two weeks ago, the Wall Street Journal published an article entitled "FBY's system to covertly
search e-mail raises privacy, legal issues.* This story was immediately followed by a number of
similar reports in the press and other media depicting Carnivore as something ominous and raising
cONcerns abpm the possibility of its potential to snoop, without a court order, into the private E-~
mails of American citizens. [ think that it is important that this topic be discussed openly--and in
fact this was the purpose behind the FBI choosing to share information regarding this capability
with the industry experts several weeks ago. It is critically important that, as technology, and
particularly communications technology, continues to evolve rapidly, the public behguaranteed that
their government is observing the statutory and cﬁnsﬁtutionai protections which they demand. 1

believe that it is also very important that these discussions be placed into the context into which

they properly belong and that the true facts concerning this issue are made clear. More to the point,
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that these capabilities are used only with lawful authorization and that they are directed at the most

egregious violations of national security and public safety.

First of all, the FBI performs interceptions of criminal wire and electronic communications,
incziudi‘ng Internet communications, under authorities derived in part from Title HI of the anibps
Crime Control and Safe Streets Act of 1968 {as amended), which is commonly referred to as "Title
HI", and portions of the Blectromic Communications Privacy Act of 1986 {as amended), or
"ECPA". I want to stress that all such interceptions, with the exception of a rarely used
“emergency” authority or consent of a participant in the communication, are performed under a
court order issued by a judge. Under emergency provisions, the Attorney General, the Deputy or
the Associate Attorney Gereral may, if authorized, initiate eiectrénic sﬁwcii fance of wire or
electronic communications without a court order, but anly if an application for such order is made

within 48 hours after the surveillance is initiated.

Fedarai surveillance laws must comply with the Fourth Amendment's dictates congerning
reasonable searches and seizures, but they also include a number of provisions that are intended to
ensure that this investigative technique is used judiciously and with deference to the privacy of
intercepted subjects and certainly with deference to the privacy of those who are not the subject of

the court order.

For example, unfike search warrants for physically searching 2 house, under Title 111 and

Department of Justice policy, applications for interception of oral, wire and electronic
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communications require the authorization of a high-level Department of Justice (DOT) official
before the local United States Attorneys offices can make an application to a federal court,
Further, interception of communications is limited to certain federal criminal offenses.
Applications for electronic surveillance must demonst_rat& probable cause and state wit;
particularity and specificity: the offenses being com'miited, the telecommunications facility or
place from which the subject's communications are to be intercepted, a description of the types of
conversations 1o be intercepted, and the identities of the persons committing the offenses and

anticipated to be intercepted. Thus, criminal electronic surveillance laws focus on gathering hard

evidence-- not intelligence.

Applications must indicate that other normal investigative techniques have been tried and failed to
gather evidence of crime, or will not work, or are too dangerous, and must include information
concerning any prior electronic surveillance regarding the subject or faciiity in question. Court
orders are initially limited to 30 days, with extensions possible, and must terminate sooner if the
objectives are obtained. Judges may, and usually do, require periodic reports to the court,
typically every 7 to 10 days, advising it of the progress of the interception effort. This assures
close and on-going oversight of the electronic surveillance by the United States Attorney's office

handling the case and frequently the court.
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Interceptions are required to be conducted in such a way as to "minimize the interception of
communications nol otherwise subject to interception” under the law, such as unrefated, irrelevant,

and non-criminal communications of the subjects and of others not named in the application.

To ensure privacy protection and evidentiary integrity of the communications that are intercepted,

such intercepted communications are required to be recorded, if possible, on tape or other device,

and recorded in such a way as will protect the recording from editing or other alterations,
Irimediately upon the expiration of the interception perind, these recordings are then required to
be presented to the federal district court judge and sealed under his or her directions. The presance
of the seal shall be a prerequisite for their use or disclosure, or for the introduction of evidence
"""""" derived from the tapes. Applications and orders signed by the judge are also to be seated by the

judge,

Within a reasonable period of time after the termination of the inte.rcap{ order, including

~ extensions, the judge shall ensure that the subject of the interception order, and other parties as are
deemed appropriate, are furnished an inventory, providing notice of the order, the dates during
which the interceptions were carried out, and whether or not the person was intercepted. Upon
motion, the judge may also direct that portions of the contents of the intercepted communication

be made available to for their inspection.

Any person who was a party to an intercepted communication or was a party against whom an

interception was directed may in any trial, hearing, or other proceeding move to suppress the con-
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tents of any intercepted communication or any evidence derived therefrom if there are grounds

demonstrating that the communication was intercepted in violation of Title I, ECPA or the

Fourth Amendment,

Thff illegal, unauthorized conduct of electronic surveillance is a federal criminal offense
punishable by imprisonment for up to five yéars, a fine, or both. In addition, any person whose
communications are unlfawfully intercepted, disclosed, or used, may in a civil action recover from
the person or entity engaged in the violation civil damages, including, if appropriate, punitive

damages, as well as attorney's fees and other costs incurred.

The technical assistance of the service providers in helping a law enforcement agency execute an
electronic surveillance order is always important, and in many cases it is absolutely essential. This
circumstance is increasingly the case with the advent of advanced communications services and
networks such as the Internet. Title III mandates service provider assistance inctdental to law
enforcement's execution of electronic surveillance orders by specifying that 2 court order
authorizing the interception of communications shall upon the request of the applicant, direct that
& “service provider, landlord, custodian, or other person shall furnish the applicant forthwith ali
information, facilities, and technical assistance necessary to accomplish the interception..
unobtrusively and with a minimum of interference with the services that such service provider,

landlord, custodian, or person is according the person whose communications are to be

intercepted.”
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In practice, judges may sign two orders: one order authorizing the law enforcement agency to
conduct the electronic surveillance, and a second, abbreviated, assistance order directed to the
service provider, specifying, for example in the case of E-mail, the E-mail account name of the

subject that is the object of the order and directing the provision of necessary assistance.

»

Service providers and their personnel are subject ié the electronic surveillance laws like public
officials and private persons. That is, unauthorized electronic surveillance is forbidden, and
criminal and civil Hability may be assessed for violations. Not only are unauthorized interceptions
proseribed, but 5o also is the use or disclosure of the contents of communications that have been
iegally intercepted. Tt is for this reason, among others, that service providers typically take great
care in providing assistance to law enforcement in carrying out electronic surveillance pursuant to
court order. In some instances, service providers opt to provide “full" service, essentially carrying
out the interception for law enforcement and providing the final interception product, but, in most
cases, service préviders are inclined only to provide the level of assistantc@ necessary 1o allow the
law enforcement agency to conduct the interception. I want to stress that the FBI daes not conduct
interceptions, install and operate pen registers, or use trap & trace devices without lawful
authorization from a court.

In recent years, it hag become increasingly common for the FBI to seek, and for judges to issue,
orders for Title 1Y Iinterceptions which are much more detailed than older orders which were
directed against “plain old telephone services.” These detailed orders, in order to be successfully

implemented, require complex approaches to ensure that only messages for which there is
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probable cause tointe,rcept,are, in fact, intercepted. The fact that court orders are becoming more

detailed is in response, I think, to two facts.

First, the complexity of modern communications networks, ke the Internet, as well as the
complexity of modern users” communications demand better discrimination than for older analog
communications. For example, Internet users frequently use electronic messaging services, like E-
mail, to communicate with other individuals in 2 manner reminiscent of a telephone call, only with
text instead of voice. Such messages are ofien the targets of court ordered interception. Users also
use services, like the world wide web, which jooks more like print media than a phone call.
Similarly, some Internet services, like streaming video, have more in common with broadcast

media like television, than with telephone calls. These types of communications are less

commonly the targets of an interception order.

The second fact is that for many Internet services, users share c-ummunir\aticns channels,
addresses, etc. These facts make the interception of messages for which law enforcement has
probable cause, to the exclusion of all others, very difficult. Court orders are therefore increasingly
written to include detailed instructions for ensuring that the privacy of communications for which

there is no probable cause to intercept is guaranteed.

In response to a critical need for tools to implement these complex court orders, the FBI developed
a number of capabilities including the software program cafled “Carnivore.” Carnivere is 2 very

specialized network analyzer or “sniffer” which runs on a normal Personal Computer running the
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Microsoft Windows operating system. It works by “sniffing” the proper portions of network

packets and copying and storing only those packets which match a finely defined filter set
programed in conformity with the court order. This Slter sct can be extremely complex, and this
provides the FBI with an ability to collect transmissions which comply with pen register court

orders, trap & trace court orders, Title I interception orders, etc,

It is important to distinguish now what is meant by “sniffing.” The problem of discriminating
between users’ messages on the Internet is g complex one. However, this is exactly what
Carnivore does. It does NOT search through the contents of every message and collect those that
contain certain key words fike “bomb” or “drugs.” It selects messages based on criteria expressly
set out in the court order, for example, massages transmitted to or from a particular acwount or to
or from a particular user. If the device is placed at some point on the network where it cannot
discriminate messages as set out in the court order, it simply lets alf such messages pass by

v

unrecorded.

One might ask, “why use Carnivore at al?” In.many instances, 1SPs, particularly the larger ones,
maintain capabilities which allow them to comply, or partially comply with tawful orders. For
example, many ISPs have the capability to “clone” or intercept, when lawfully ordered to do so, E-
mail to and from specified user accounts. In such cases, these abilities are satisfactory and allow
full compliance wit!; & court order. However, in most cases, ISPs do not have such capabilities or
cannot employ them in a secure manner. Also, most systems devised by service providers or

purchased “off the shelf" lack the ability to properly discriminate between messages in a fashion
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that complies with the court order, Also, many court orders go beyond E-mail, specifying other

prmacéls to be intercepted such as instant messaging. In these cases, a cloned mailbox is not
sufficient to comply with the order of the court.

Now, I think it is important that you understand how Carnivore is used in practice. fir;t, there is
the issue of scale. Carnivore is a small-scale device inﬁended for use only when and where it js
seeded. In fact, each Carnivore device is maintained at the FBY Laboratory in Quantico until it is
actually needed in an active case. It is then deployed to satisfy the needs of a single case or court
order, and afterwards, upon expiration of the order, the device is remaved and raturned to

Quantico.

The second issue is one of network interference. Carnivore is safe to operate on [P networks. It is
connected by a high impedance bridge and does not have any ability to transmit anything onto the
network. In fact, we go to great lengths to ensure that the Carnivore is s:atisfacinriiy isolated from
the network to which it is attached. Also, Carnivore is only attached to the ngtwork after

consultation with, and with the agreement of, technical personne! from the ISP.

This, in fact raises the third issue--that of ISP cooperation. To date, Camivore has, to my
knowledge, never been instafled onto an ISP’s network without assistance ﬁam the ISP's technical
personnel. The Intex:nct is 2 highly complex and heterogeneous environment in which to conduct
such operations, and I can assure you that without the technical knowledge of the ISP’s personnel,

it would be very difficult, and in some instances impossible, for law enforcement agencies 1o
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successfully implement, and comply with the strict language, of an interception order. The FRI

also depends upon the ISP personnel to understand the protocols and architectyre of their

particular networks,

Another primary consideration for using Carnivore is data integrity. As you know, Rule 901 of the
F eéerai Rules of Evidence require the authentication éf evidence as a precondition for its
admissibifity. The use of the Carnivore system by the FBI to intercept and store communications
provides for an undisturbed chain of custody by providing a witness who can testify to the
retrieval of the evidence and the process by which it was recorded, Ferformance is also a key
reason for the use of Carnivore gver commercial sniffers. Unlike commercial sofware sniffers,
Carnivore is designed 1o intercept and record the selected communications comprehensively,

without “dropped packets "

In conclusion, I would ﬁk@ to say that over the lagt five Years or more, we have witnessed g
continuing, steady growth in instances of computer-related crimes, including traditional crimes
and terrorist activities which have been planned or carried out, in part, using the Internet, The
ability of the law enforcement community to effectively investigate and prevent these crimes is, in
part, dependant upon oyr ability to lawfully collect vital evidence of wrongdaing, As the Internet
becomes more complex, so do the challenges placed on us to keep pace. We could not do so
without the continnéd cooperation of our industry partners and innbvations such as the Carnivore

software,

10
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Hook forward to Wnrkmg thh the subcommittee staff to provide more information and welcome

your suggesuons on this Important issue. T wig be happy to answer any questions that you may

have. Thank You,

EORN

il
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CANADY: The subcommitiee will be in order. And it's probably going fo be necessary for the staffto
close the doors, otherwise we'll have noise from the hallways.

In recent years, with the growth of the Intemnet, the FBI has encountered an increasing number of criminal
investigations in which criminal subjects have used the Internet to communicate with each other or their
victims.

Because the FBI believes many Internet service providers lack the ability to discriminate between
communications in order to isolate the specific types of information that may be authorized to be
gathered under a court order, the FBI has designed and developed a program called Carnivore which

enables the FBI to isolate, intercept and collect communications that are the subject of lawful orders,

The first news of Carnivere came in April during testimony before the Subcommittee on the Constitution
by attorney Robert Comn-Revere, who represented an Internet service provider that tried to resist attaching
the Carnivore program to its network.

It has also been reported that one of the nations largest Internet service providers, EarthLink, Inc., has

 refused to install Carnivore on its network because attaching the program in the past caused its remote

ageess servers to crash, eliminating service to customers,
Other ISPs have stated publicly that they would challenge an order to attach to their networks.

While these industry officials have expressed willingness to cooperate with law enforcement to comply
with legitimate court orders, they're concemed about the effects attaching Cagnivore to their networks
will have on the security of their infrastructure and the privacy of their customers.

At a press conference on July 12, Attomey General Reno stated that she does not want Carnivore, guote,
“to be a tool that is in any way a cause of concern for privacy mterests,” close quote. Today's hearing
provides federal law enforcement the opportunity to address the privacy concerns that have heen raised.

More broadly, Carnivore raises the question as to whether existing statutes protecting citizens from
unreasonable searches and seizures under the Fourth Amendment appropriately balance the concern of
law enforcement and privacy. Law enforcement is concemned that the information néeded to keep the
public safe remains available. Individual citizens are concerned that a sufficient degree of privacy and the
integrity of personal information be maintained in an age of modern communications and information
storage where information that may have traditionally been kept in a file cabinet at home is now
electronically stored by a third party in cyberspace. The hearing today will also address this balance of

interests.

As we consider the use of Carnivore, it is important that our deliberations be based on facts and not on
unsupported suspicions and irrational fears, At the same time, we should be sensitive to any potential for
abuse of the Carnivare system. Even a system designed with the best of intentions - to legally carry out
essential law enforcement functions ~ may be a cause for concem if its use is not properly monitored.

Fook forward to hearing from all of our witnesses today and I'd now recognize Mr. Watt,
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WATT: Thank you, Mr. Chairman_‘

1 confess that up until about 10 days to two weeks ago, I had paid very little attention to this whole
Carnivore project. And at about that point I started to get inguiring telephone calls from the media and
press about what I knew about Carnivore. I don't know much more about it today, and that's why [ want
to start by praising the chair of the subcommittee for convening this hearing, because | agree with the
chair that whatever information we have and however we proceed as a commitiee and as a Congress
nieeds to be based on the facts,

So Itry to bring to this hearing a level of open-mindedness to try to understand the facts and try to figure
out with as much of an open mind as I can what disposition, if any, may be required by Congress, what
legislative steps may be warranted.

I suppose I would be less than honest if ] didn't say that I have had for quite a while a generalized concern
about the government's ability to invade the privacy of its citizens. There seems to me to he a growing
level of generalized concern about Big Brotherism that suspect is being fed by the increasing electronic
world.

WATT: When the Fourth Amendment was passed and put into the Constitution, there was at Jeast a
feeling that if the government came to do a search, it at least had to bring a warrant and present il to you
or come and kick-in your door.

And in some of our communities, we have always had probably an exaggersted fear of whether the latter

© was likely to occur than the former, and it's probably from that perspective that § have always had this

S aeg

kind of generalized concem. R

But notwithstanding that, I will make every effort I can to try to be objective and impartial about this
issue. And I think those general comments point up the context in which we're operating and point up the
importance of having such a hearing as this.

From my perspective if's good to see a number of people, who as long as the unwarranted searches and
wiretaps and invasions or potential invasions were being visited on parts of the community that they
weren't necessarily that interested in protecting any way - it's great 1o see some greater exposure and
concern being expressed about what our govemnment does and how it does it, And this gives us an
opportunity to look into that and evaluate it. And I welcome the opportunity and thank the chairman for
convening the hearing for that purpose.

Thank you, Mr. Chairman. I yield back.
CANADY: Thank you, Mr. Watt.
Mr. Hyde?

HYDE: Thank you, Mr. Chairman.
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Very briefly, this is a very important hearing, as attested to by the interest shown with S0 many people
here today, But the tension between the law enforcement forces of our country, symbolized and
personified by the Federal Bureau of Investigation, who need access to information if they are to stay

on top of terrorists, counterfeiters, drug dealers, eriminals of all sorts, the need for that information comes
into tension with the need for the public - for average citizens to have privacy, which is a very valued
commodity. So that tension creates serious problems that it is the job of legisfators to fry to and solve,

And that's what we're going to try and do in this hearin g and succeeding hearings.

So I congratulate, you, Mr. Canady, for calling this hearing, and I welcome the statements of our friends,
the witaesses from the FBY and others, and will follow this with great interest, Nothing could be more -
important’in terms of national security and in protecting constitutional rights. I hope we get a good
solution. '

Thank you, Mr. Chairman,
CANADY: Thank you, Mr. Chairman.
Mr. Conyers?

CONYERS: Thank you very nuch.

Over the past few weeks, the details about this I hope misnamed technology has begun to emerge. We all
know that it was only a matter of time before law enforcement would develop ability to conduct the
equivalent of wiretaps on the Intemet. :

%

CONYERS: The news about Carnivore comes at a time when there is growing concern about how many
Americans sacrifice their privacy by using it. Not only do web sites get all kinds of information about us
when we make purchases online, or even when we just surf the web, but now we leam that the FBI can
read our e-mails in the course of a criminal investigation.

So where I come from in the beginning on this is that, are we minimizing the interception of
non-incriminating communications of a target of & wiretap order or are we maximizing the law
enforcement access to the communication of non-targets? And I think thisis a very important question
that has to be resolved,

It's not at all clear that the law enforcement should uge authority under pen-registers, {0 the pen-register
Statute, to access a variety of data, And it's not clear that law enforcement can install a super-trap to get
the information that they think that they need. :

Now, the Internet, as it takes its place along side the telephone and snail mail as a central means of
communication, illegal activities are mi grating there as well. And within constitutional boundaries, law
enforcement toals - law enforcement needs tools 1o be able to intercept unlawfial contmunications by
those who will use the Internet for iltegal conduct in the hope that they can conspire without leaving

fingerprints or footprints.
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CONYERS: And at the same time, Carnivore ~ I said [ wasn't going to say that word - at the same time,
this system that we're Jooking at today mustn’t bite off more than it can chew when it comes to FBI's
electronic surveillance activities. Constitutional rights don't end where cyberspace begins.

And in many ways, today's hearing is not a new story. The potential for law enforcement to overstep
constitutional boundaries for electronic surveillance on a new stage goes way back to the 19705 when the

Church committee investigated the FBI's use of electronic surveillance against Dr. Martin Luther King Jr.

The committee then recognized that technological developments in this century have rendered that most
private conversations of Americans are valnerable to interception and monitoring by government agents.
So now ig this new century, the Church committee's conclusion is timely ~ is as timely as ever,

So should we now be comfortable with a "trust us, we're the government” approach? I don't think
anybody on the committee has this view.

And I hope the hearing marks the beginnings of a careful examination of how the FBI's technology fits
within the existing laws and the new technology. And I hope that this hearing will put to rest our fears
about this system. Maybe they're unfounded. Maybe it's unclear and we'll need some legislative guidance
for our law enforcement.

Does it give the FBI the ability to conduct indiscriminate searches of an individual's e-mail activity
beyond what a court order would allow? Does it give the FBI the ability to search more than is permitted
under the agency's pen-register and trap-and-trace authority? And why does the FBI need to put this
system's terminials on-site at Internet service providers rather than letting the ISP turn over the
information that the FBI needs, much in the same way the telephone company itself does.

These are the questions P'm looking forward to having some resolution - and I'm happy that we're here
. q 8 g PP}

inquiring into this matter.

Task that the statement of another member, Congresswoman Zoe Lofgren, be included in these opening
remarks.

CANADY: Without objection, it will be included in the record.
CONYERS: Thank you,
CANADY: The geatleman from Arkansas is now recognized for five minutes.

HUTCHINSON: Thank you, Mr. Chairman. And I, likewise, express my appreciation for your leadership
on scheduling this hearing, B

I'want to just make a couple of brief conuments, First of all, I want to extend my appreciation to the FBI
and the Department of Justice for the way they have been open about this new technology.

HUTCHINSON: It's my understanding that you have allowed the media to review it; you have provided
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demonstrations of this. And I think this is exactly the type of approach that we need to have when we're

looking into a new arena of your legitimate needs for surveillance of suspects,

And I think the more the public knows, the more the Congress knows, and the more light that is shed,
then the better judgrpénts that will be rendered. And so, I do believe that the FBI has engaged in this
Carnivore as a minimization tool, to limit the review of third- party documents as well —- or content -- as

well zs that of the suspect’s.

But I think that there are some legitimate questions that need fo be asked. One, is this new technique
properly monitored? We're entering again into an arena that I did not have when I was a United States
attorney back in the '80s. We had Title Iils, we had court approval, we had pen registers, but thigis a
totally new environment. And I think that the FBY has to step gingerly, but we all, obviously, have a

responsibility to engage in legitimate law enforcement activities in terms of surveillance,

But who monitors this? Another way to phrase the question is, who reviews and controls the appetite of

Carnivere? [ think that that is really what the purpose of this hearing is.

And as we go into the new arena of privacy, I think we alf have to recognize how complex this is in its
entirety. And for that reason, I want to finally mention, that there is a privacy commission bill that P've
sponsared with Congressman Jim Moran of Virginia, a bipartisan bill that's moved out of the Government
Reform Committee, should be coming up on the House floor. But this privacy commission legisiation
would set up a comumission for the first time in 25 years to review our privacy laws, Whenever we had our
last privacy commission, we didn't have the Internet, And yet they still called it privacy in the information

age. And so I think it's time that we did review this again,

And one of the specific goals and responsibilities of the comumission would be to review the activities of
law enforcement in terms of privacy and its impact on privacy. So it's not just commercial, but it's also
government, it is also law enforcement, a broad-ranging privacy commission. And this is one thing that
we can look at not in a reactionary fashion, but in a steady, thoughtful fashion and set the tone as we enter

110 the next century,

So, with that, Mr. Chairman, I want to again thank you,

Ilook forward to the testimony of the witnesses,

CANADY: Th:ank‘ you, Mr. Hutchinson.

The gentleman from Alabama is now recognized for five minutes,

BACHUS: I thank the chairman.

1think obviously what we have here is that technology has outrun the law. We have a Intemet explosion,
and I don't think the law has kept pace with it. I don't think the laws on the books fit very well with what

we're talking about here today.

Thave two concerns that I would express to you. One is that we have a balance between legitimate law
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‘The criminals are going to figure out, sooner or later, I would think -- and my question to you, aren't they
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enforcement needs and the right of privacy, that we try to maintain that balance, which is a delicate
balance. «

The second is that we have a balance between our different types of communications. Because if we have
certain types of communications where we have the potential to monitor everything that goes through
them, but we have other types of conununications that we're limited in our surveillance, criminals are
going to be the first ones to figure out what is their safest mode of conymunications. And sooner or later
you'll be ~ if you have restrictions in one type of communications but not a lot of restrictions in another
type of conmunications, the criminals are going to move to the least restricted or the least monitored
form of communication, N

’

And of course we've got to ask ourselves what level of monitoring do we as a country want to have on
private conversations, to achieve what level of surveillance? -

BACHUS: Let me give you an example. Today ~- and this is an example, sort of, quote, “from the old
world,” but today, coming into this country, Federal Express packages are randomly opened, UPS
packages ar¢ randomly opened, but U.S. mail is not. I mean, the mail is not opened. Now, eriminals have
pretty well figured out that the safest way of matling something in the United States is not UPS or Fed Ex
or parcel post, use the U.S. mail. The same going oul. They've adjusted. They found out where the
loopheles are. They found out where the least surveillance is, and they've gone with using the U.S. mail
to send things, because they are not randomly checked.

going to figure out - the illustrations vou have given us is that you can take 2 work like "bomb® and you
can search the Internet for bomb. Well, aren't our criminals - aren't terrorists, for instance, aren't they
very quickly going to realize not to use the word "bomb?" 1 mean, won't they figure out to use the word
"dog" as opposed to "bomb”? As opposed to explosive device, won't they comge up with some kind of
other word? Won't they figure out & way, beyond you using key words, to get around this? And you're
basically left on sweeping the conversations of law- abiding citizens? How do you get around criminals
who are going to adapt to this system? They're going {o be the first to adapt, to learn now to evade this

systent.

And at the same time my other concem is this: I've heard all sorts of assurances that this won't fall in the
wrong hands, that there are safeguards, Well, today there are safeguards on FBI files. FBI files, only
certain people have access to those files. Only certain people can have possession of those files. Only
certain people can look in those files. Yet a fow years ago, we found out that 1,000 of those files were
over at the White House, What assurances do we have that we're nat going to have another sittation here
where we have, like FBI files, that they got out of the restricted area and that people viewed them and
perhaps utilized them for things they weren't intended to be?

You've read reports, I'm sure, that I have about IRS agents who pull people's income tax forms and
they've used them to go up against their wives in court or their ex-wives on child support matters, or
they've gone up against someone who was dating their girlftiend to try to embarrass them. And there've
been all sorts of reports on what IRS agents did with files or what confidential information, which we
were all assured would not fall - would be restricted, where someone used those files within the IRS to
their advantage or to embarrass someone else,

BACHUS: So I would stmply say that, despite all the assurances, we know as # practical matter that
therege examples, just recently, of restricted information being used for purposes which it was not
intended.

hitp:fiweb.Jexis-nexis.com/inini ., Ad5=0be 0584517927605 ac 7265 70knde77

5/24/02 Release - Page 52

RGNS I R

¥



R I e ¥4

So I'd ask you, how would this be any different? How is this any different from IRS information, which
we were told would not be disclosed and has been in any number of cases? How is this any different from
FBI files who found themselves being used for political purposes?

Thank you.

CANADY: Thank you.

¥

We will now move to hearing testimony from our first panel. Our first panel will address the Federal
Bureau of Investigation's Carnivore program and its role in federal law enforcement in the digital age.

On this panel first we would like to welcome Dr. Donald Kerr. Dr. Kerr is an assistant director of the
Federal Bureau of Investigation and director of the FBI's Lab Division, which develops surveillance
and tactical communications technologies.

Next we will hearing from Larry Parkinson, the general counse! for the FBI.

Following Mr. Parkinson will be Kevin V. DiGregory. Mr. DiGregory is deputy associate attorney
general at the Department of Justice. Two members of the Justice Department's Computer Crimes unit -
Mr. DiGregory is joined at the table today by Christopher Painter, the deputy chief of the Computer
Crime and Intellectual Property Section at the Depastment of Justice. Mr, Painter will not be making a
separate staternent, but will be at the table with Mr. DiGregory to answer questions.

I'want to thank each of you for being with us here today and for patiently listening to our opening
statements. { would ask that you do your best to summarize your testimany in five minutes or less,
although I-don't think anyone will insist on strict adherence to the five-minute rule. And without
objection your full written statements will be made a part of the permanent record of today's hearing.

Dr. Kermr.

KERR: (OFF-MIKE) grateful for the opportunity to discuss with you our program for interception, lawful
interception, of information on the Internet and data networks.

a e

As you know, the use of computers and the Intemet has grown rapidly and has been paratieled by the
exploitation of computers, networks and databases to commit crimes and to harm the safety, security and
privacy of others. Criminals use computers to send child pornography 1o each other using anonymous
encrypted communications. Hackers break into financial service company systems and steal customers'
home addresses and credit card numbers. Criminals use the Internet’s inexpensive and easy
communications to commit large-scale fraud on victims all over the world. And ferrorist bombers plan
their strikes using the Internet,

Investigating and deterring such wrongdoing requires tools and technigues designed to work with new
and evolving computer and network technologies. The systems employed must strike a reasonable
balance between competing interests: the privacy interests of telecommunications users, the business
interests of service providers, and the daty of goverument investigators to protect public safety.
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I'would like to discuss how the FBI is meeting this challenge in the area of electronic mail interception.
In the interests of your time, I've submitted a longer statement, and what Pl do is try to summarize the
high points, particularly addressing some of the guestions the subcommittee's raised in opening remarks.

First, moving to how we protect the privacy interests of telecommunications users requires me to talk
little about the Carnivore system, what is it, how does it work. Put very simply, it's very much Jike what
some in the networking industry would call packet sniffer; that is, something able to pick out those
packets using the addressing information of the Internet and only those packels to which we've been
given access. It works by being placed at a service provider's location in order to get a part of the traffic

In every case we require a court order. That court order is specific to the numbers we can target, if you
will, the addresses we can larget, and as to whether it's the equivalent of a pen-register, trap-and trace, or,
in fact, full content recovery akin to a Title Il intercept.

KERR: To be very clear on the point, we don't do broad searches or surveillance with this systest. That's
uot authorized by a court order and, in my view, could not he,

The way it works, in detail, is that once the court order is issugd, the system basically has a filter mask,
and that filter mask is prepared with an understanding of the court order so that, for example, the Internet
protocol addresses that are the legitimate target of the investigation are called out in the court order and
set forth in this filter mask.

Second, we're able to also sort on the “to" and “from" line of the e-mail. And maybe the best way to think
about that is think about the piece of standard mail. What it's basically allowing vs to do is record the
address to which the envelope is being sent and the retumn address on the outsidz of the envelope, We're
not permitted to read the subject line, and, in fact, do not capture that and record it because we're not
authorized to open the envelope with either a pen- register or a trap-and-trace order,

If we have an order that allows us to recover content, we're able to open the envelope. And in this case,
what we would then do is capture all of the packets that relate to that e-mail in order to record them on a
stable medium -- magnetic tape or some other stable medium - for later reassembly at another Jocation,

It's installed by a supervisory special agent who has training and experience in, in fact, résponding to
court orders of this sort, assisted by one of our electronic technicians, and, in every case, by one or more
technical people from the Internet service provider,

®

And I think it's important for you to note that that team of people that records it, or puts the system in
place, is not made up of the case agent leading the investigation. This is a technical team of three or more
people. It probably also includes an electronios technician from whichever of our field offices is
responsible,

We don't look at the text on site until it's recorded and returned, either to a field office or to us at
headquarters.

And the installation, to put & picture in your mind, looks very much like a desktop personal computer. It's
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often bolted into a rack like other equipment at the Internet service provider location, but an important
difference is that it has no keyboard, no mouse, and, in fact, it's locked up, as far as the enclosure is
concemed, where the magnetic media are written, because this, in fact, is the first step in the evidentiary
chain, And so it's important that it be locked, access only provided to an agent who comes on site to
collect the lawfully obtained information and treats it just like we treat physical evidence in terms of
chain of custody from therson.

An important further point is that we produce a record for audit of the filter-setting and the configuration
on each installation. In the first few times that it was used, that was done by the people doing the
installation. We've now grown concemed, because of discussions that have been ongoing, thit we record
thating way so that it's authenticated, and so we now, in fact, override it with a hash, so that if someone
tried to rewrite that audit trail, that could be detected,

And that record of filter settings and configuration, in fact, becomes part of the svidentiary record
available to the court and the defense as required.

KERR: There are also sanctions for misuse, and no one should forget that. There are both criminal aned
civil sanctions that cover both Title T and Electronic Communications Privacy Act installations, If's a
federal felony, calling for a prison term of up to five years, a fine, plus possible recovery of civil
damages.

And so Idon't think our technical teams installing these devices are going to risk their jobs, their integrity
and their future by attempting to operate this equipment improperly at the ISP.

Moving on to the method by which we respect the business interests of the service providers: every
installation has, in fact, been done in collaboration with the service provider's technical staff, To do it
efficiently, we, in fact, only want to intercept the very smallest slice of the relevant traffic. And, in fact,
where the ISP itself is technically capable of performing the intercept, that is, they have the equipment
and the personnel, as many of the large ones do, so they can respond to the court order, we are, in fact,
very happy for them to do that and simply provide us the information which is the subject of the court
order and we never do install our equipment. We also, in those cases, bear some part of the cost of doing
that. )

ISPs come in all sizes. ] think there are various numbers of them estimated in the United States at the
present time, but it's upward of 10,000. They're not all large, listed companies. Some of them are more
mom-and-pop operations. They don't have large amounts of equipment and a great deal 6f technical
sophistication. And where the ISP cannot perform in a timely way under the court order, we are then
willing to bear the technical and cost burden by installing our system. :

Our system is passive on the network. It only receives information through the filter as authorized by the
court order and it emanates no signals and no communications over the network. So we don't believe that
it in any way would interfere with the proper functioning of the service provider's equipment delivering
e-mail to customers,

And, lastly, the equipment is removed immediately upon the expiration of the court order. It does not X
remain at the Intemnet service provider, nor is there anyone who can get in and make a decision on their
ow 1o leave it in place,
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Lastly, does it support us in carrying out investigations in our most important cases? We think it's a
well-focused capability. It uses some of the very attributes of the Intemnet in particular the Internet
protocol addressing capability, the "to" and "from"” fines of the e-mail in order to restrict our collection to
Just those who are the targets of the court order. In a sense, it's automatic minimization up front, G

Not to say there's not minimization afer the fact, because when the messages are reassembled back at the
field office or at headquarters, if we have, in fact, incorrectly or inadvertently captured information we
shouldn®, it's, in fact, deleted at that time.,  °

And if's really no different than the minimization that occurs first real-time on & Title Il wiretap and then
subsequent on the recording of that wiretap to be sure there's nothing there that shouldn't be.

It pfoduces evidence with an appropriate first step in the chain of custody. We're trying to maximize the

opportunity to properly gather evidence, authenticate it and be able to testify that we've neither added to
nor subtracted nor altered that which we've captured.

It's a flexible tool, because it's a combination of software and hardware, And so we can, in fact, adjust it
to fit subsequent court orders, and we can move from one case to another with it.

KERR: We maximize the use of commervial software to reduce risk and cost, and as I mentioned before,
we've used authentication.

Finally, one of the things we're going to do, as a consequence of our discussion over the last 18 months,
with people in industry, staff and members of Congress, five of the Department of Justice components, a
number of U.S. attomneys, some 15 federal and state law enforcement agencies, we think it's important to
lay to rest this question, Does this thing, in fact, do that which we say it does and only those things which
we say it does?

And so we are working right now to undertake an independent verification and validation of the software
that we use. We're going to do it with academic members of the team as well as industry members. And
by the way, we're pot going to contract for those people; they'll be selected by the organization that
carries this out for us.

But what we're going to do, is very akin to what, for example, NASA does with snﬁ\x'afe\dévéiopcd for
their launch operations; ask some independent party to verify that the software that we have and deploy
will, in fact, do those things that we say it will and not provide capabilities that we shonld not have,

Qur year-to-date use of this tool, that is this present year - the first three guariers of the fiscal year, we've
deployed it some 16 times. It's been used six criminal cases and 10 national security cases. Some number
of those were simply pen-registers, some involved full cantent. None of those cases have been
adjudicated, so we can't speak to details today, but I think it's probably of intersst that it's not g very large
number. It is reported in the annual wiretap report in that catepory called “other," so if you're wondering
where the number will found, either now or in the future, that's were it will be,

In summary, I think we've tried to develop a tool, not in advance of policy and precedent, but, in fact,
with a great deal of care in understanding the legal authorities under which we are authorized to use this
and 1o target it precisely and well at those that the court orders, :
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Thank you very much, Mr. Chairman,
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- mana

CANADY: Thank you very much.

Mr. Parkinson?

PARRINSON: Thank you, Mr. Chairman. I do not have a prepared statement. TH be very brief.

d

I'want to echo, first of all, what Dr, Kerr said, and this is - despite ifs unfortunate name, this is 2 too! that
is very surgical. And I think Representative Hutchison had it right, that this really is a minimization tool.
And I'll leave the technical aspects to Dr. Kerr.

What I'm here, primarily, to emphasize ~ and I'm delighted to be here and answer any questions that the
committee may have ~- is to emphasize that there - the FBI and the Department of Justice have a true
commitment to the rule of law. And I want to respond just briefly to the notion that we have deployed this
system without controls or without proper authorization. That is simply not the case.

PARKINSCON: We are also not saying, Simply trust us, we're the government, 1 think we have -- we're not
naive. We have - we've had enough situations in the course of our history to know that that's not enough.
We have significant oversight, both within the bureau, within the Department of Justice, and most

importantly, within the judicial branch that overseas deployment of this device and any other surveillance

device.

Y

In addition o that, we obviously have vigorous and appropriate congressional oversight.

So that's why I'm here. I'm happy to answer questions. And I just want to emphasize to you and to the
American people that this is a tool that is deployed rarely and it is never deployed without a court order,
And we do not deploy it in a way that exceeds the court order.

It is very discriminating, and I hope that this gives us the opportunity to explore that and give some
comfort to the comumittee as well as to the American people. i

Thank you very much, Mr. Chairman.
CANADY: Thank you, Mr. Parkinson.

Mr. DiGregory?

Mr. Chairman and members of the subcommittee, thank you again for allowing me this opportunity to
testify about the law enforcement tool, Carnivere, and the Fourth Amendment.

£/24/02 Release -~ Page §7

LR R i A

A R e s - A ot s T NI S e R G R L et 2 T8 A A N Y AR A e e ey




T AnfIR

f,;. . E
hetpfweb lexis-nexis.comnunt, ,_5=0bcf30S845 17927606 e 265740477

-

We have seen, as Dr. Kerr has_ noted, magniﬁ.cem growth of the Intemnet over the last 10 years, and it has
created vast benefits for our citizens, our businssses and for governments, and it seems to hold boundless
promise if we can harness it

The Intemet has spurred a new and thriving economy. Many businesses have prospered by providing
their products and services through the Internet. (thers have assisted in the building, maintaining and
improving the Internet itself. The Internet has given people jobs, supported families and comrmunities,
and created new opportunities for commerce for America and for the world. The Internet has touched
both our working lives and our family lives.

As we have seen throughout history, however, there are those who would use powerfil tools of progress
to inflict harm upon others. The Internet has not escaped, unfortunately, this historical truth, Even i the
Internet's relatively short existence, we have seen a wide range of criminal use of this technology. It has
been used to commit traditional crimes against an ever-widening number of victims,

There are also those criminals intent on attacking and disrupting computers, computer networks and the
Internet itself,

In short, although the Intemet provides unparalieled opportunities for Americans to freely express ideas,
it also provides a very effective means for ill-motivated persons 1o breach the privacy and security of
others.

Many of the crimes that we confront every day in the physical world are beginning to appear in the online
waorld. Crimes like threats, extortion, fraud, identity theft and child pomography are migrating to the
Internet,

<

The Fourth Amendment and laws addressing privacy and public safety serve as a framework for law
enforcement to respond to this new forum for criminal activity. If law enforcement fails property to
respect individual privacy in its investigative techniques, the public's confidence in government will be
eroded, evidence will be suppressed, and criminals will elude successful prosecution.

iffaw enforcement is too timid in responding to eyber-crime, however, we will in effect render
cyberspace a safe haven for criminals and terrorisis ta communicate and carry ouwt erime without fear of
authorized govemment surveillance.

e

If we fail to make the Internet safe, people's confidence in using the Intemet and e-commerce will decline,
endangering the very benefits brought about by the information age.

Proper balance, Mr, Chairman, is the key.

Now, despite the fervor over Carnivore, the truth of the matter is that Carnivere is, in reality, a tool that
helps us achieve this balance. .

To safisfy our obligations to the public to enforce the laws and preserve public safety, we use the same
sorts of investigative techniques and methods online as we do in the physical world, with the same careful
atiention to the strict constitutional and legal limits that are imposed upon us,
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Carnivore is siniply an investigative tool that helps us to investigate online in the same way as in the
physical world and enables us to obtain only the information we are authorized to abtain through 2 court
order.

To illustrate: Law enforcement ofien needs to find out from whosm & drug dealer, for instance, is buying
his illegal products or to whom the drug dealer is selling his goods. It is therefore important to determine
with whom the drug dealer is communicating,

In the olden days of perhaps 10 years ago, the drug dealer would have communicated with his supplier
and customers exclusively through the use of telephones and pagers.

DIGREGORY: Law enforcement would obtain an order from a court authorizin g the installation of a trap
and trace and a pen-register device on the drug dealer's phone or pager.

Now that same drug dealer or kidnapper or a child pomographer may be just as likely to send an e-mai] as
to call his confederates in today's world.

When law enforcement uses a trap and trace or a pen-register in the online context, however, we have
found that at times, the Intemet service provider has been unable or even unwilling to supply this
information. It is for that narrow set of circumstances that the FBI designed Carnivore, Law enforcement
cannot abdicate its responsibility to protect public safety simply because technology has changed. Rather,

the public rightfully expects that law enforcement will continue to be effective as criminal activity
migrates to the Internet. We cannot do this without tools like Carnivore.

Y

Carnivore is, in essence, & special filtering tool that can gather the information authorized by a court
order and only that information. Jt permits law enforcement, for example, to gather, pursuant to an order,
only the e-mail addresses of those persans with whom the drug dealer is communicating without allowing
any human being, either from law enforcement or the service provider, to view private information
cutside the scope of the court order.

In other words, as I understand it, Carnivore is a minimization tool that permits law enforcement to
comply with court orders, to protect privacy and to enforce the law to protect the public interest,

In addition, as Dr. Kerr has noted, Carnivore creates an audit trail that demonstrates exactly what it is
capturing.

And as with many other investigative tools, there are many mechanisms we have in place to prevent
possible misuse of Carnivere, The Fourth Amendment and the courts, of course, restrict what law
enforcement can do online with or without Carnivore, as do the statutory requirements of Title [f and
the Electronic Communication Privacy Act.

In the case of federal Title [ applications, the Department of Justice imposes its own guidelines on top of
the privacy protections provided by the Constitution, statutes and the courts. For example, before
Carnivore may be used to intercept wire or electronic communications, with a mited exception of
digital display pagers, the requesting investigative agency must obtain appraval for the Title I}
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application from the Department of Justice.

Specifically, in the Department of Justice, the Office of Enforcement Operations in the Crisinal Division
reviews each proposed Title I wiretap application for content to ensure that that iriterception of content
satisfies the Fourth Amendment requirements and s in compliance with applicable statutes and
regulations. If the proposal clears the Office of Enforcement Operation, approval must generally be given
by & deputy assistant attomey general in the Criminal Division. Typically, investigative agencies such as
the FBI have similar but separate internal requirements. If the investigative agency and the Department of
Justice approve a Title I request, it still must, of course, be approved by the proper court using familiar
but exacting standards. - -

r

By statute and internal regulation, the interception may Jast no longer than 30 days without an extension
by the court, and courts also often impose their own additional requirements. In addition, remedies for
violating Title IIf or the Electronic Communication Privacy Act by improperly intercepting electronic
communications include criminal and civil sanctions. For violations of the Fourth Amendment, of course,
the remedy of suppression is also available, .

Despite this panoply of protections, we recognize that concerns remain about this tool. And as Dr. Kerr
has noted, the attorney general has asked for an independent review of the Carnivore source code to
ensure that its capabilities are what we understand thern to be. A report generated from the review will be
publicly disseminated to interested groups within industry, academia and elsewhere and should alleviate

any concerns regarding unjustified intrusions on privacy from the use of this tool. - -

Mr. Chairman, my testimony today necessarily highlights a few of the more significant aspects of the
balance between privacy and security that the department believes must be struck.

DIGREGORY: The Department of Justice has provided the committee with my {ull written statement,
and it is my sincere hope and expectation that through this and other fora those of us who are concemed
about privacy and public safety will recognize that responsible law enforcement can enhance both goals,

M. Painter and | are available to try to answer any of your questions along with the rest of the panel.
Thank you, Mr. Chairman,
CANADY': Thank you very much,

Let me say to éach of you who have testified that I think your remarks have helped clear up at least some
of the questions that have been raised about the system called Carnivore, and | think your testimony has
been very helpful to us.

I'm going to have a few questions and other members will have questions. I do want, at the outset, to
acknowledge that we probably not get to all the questions that we want to ask, so we would ask you to
provide us written responses o any additional questions that any members of the committee may have,
but also give you an opportunity to provide any additional comments that you wish to make in light of
subsequent testimon y that comes in the hearing today.
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Let me - having said that, let me £0 over some ground that I think you've aiready covered concerning the
use of Carnivore under the pen- register or trap-and-trace authority.

When you're using the pen-register or trap-and-trace authority, would you ever obtain any letters or
information other than those that make up an e-mail address, such as J chnSmith@home.com? In other
words, have you ever or would you ever make a request, under the pen- register or frap-and-trace
authority, that included the capture of words or sentences other than the e-mail address?

KERR: The answer from our side in terms of how we set it up is that if it's a pen-register ordér we on y
get the two address and we capture nothing else, ’

PAINTER: And ] might say also that the - even the subject line we cansider to be content, and that
would require a full Title I It's just the addressing information and that solely, just as in the telephone
context, the numbers dialed, the numbers received, ~

CANADY: OK. So it's your understanding that your legal authority is limited to the e-mail address, and,
of.course, it has been your practice -~ it is your practice and has been your practice only to obtain the
e-mail address when you're using the trap-and-trace or the pen-register authority.

PAINTER: In the electronic communications context, yes, that's correct.

CANADY: Let me ask you this; In your view, does federal law enforcement have the authority under the
Pen Register Act to capture so-called URL addresses, which are the addresses of the web sites g persen
has visited?

PAINTER: If the URL address - the URL addresses are not really what's contemplated under the
pen-register, trap-and-trace statute. What we're talking about there is - [ mean, it could -- jt's possible it
could be captured if it, for instance, was a Hotmail service, A Hotmail service, as Dr. Kerr can talk about
more specifically in a technical way, is a web-based e-mail service, and so you would capture that part of
it that identifies is it a Hotmail service and then specifically limits it to a specific authenticating code.
And [ think Dr. Kerr can talk a little bit about that,

CANADY: If you would.

KERR: Yes, I think that's a very good point. There are services, such as Hotmail, wher We have to
capture the web page and then ook for the authenticators and other ndications that it's an e~ mail service.
Having done that, we limit the collection to simply the e-mail that's provided through that service. We
don't capture the users other use of the Internet, we are not interested in what they do when they surf the
web, and we restrict what we do only to that e-mail traffic over the web page,

CANADY: OK.

Now, in your comments, Dr. Kerr, you indicated that Carnivore has been used only a few times. I think
16 was the number for this year, is that correct?

KERR: That's correct; 16 times this year. I think sbout a total of 25 in the life of the program over the last

2 .
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two years,

CANADY: Well, over that same time period, how many Title I intercepts on e-mail would you have
done not using Carnigare?

KERR: We've used Carnivore and earlier versions of the same technology, and in some other cases,
we've used a commercial product to try 10 capture e-mails. And one reason that we moved from the
commercial product to Carnivore, was, in {act, to get some of the selectivity and audit properties that 1
briefed you on earlier, because the commercial product had been developed for quite another purpose.

Z

Products like this are used by the service providersto monitor the quality of their service. In that case,
they have no legal restrictions on what they can observe. In our case, we're quite limited and need the
more discriminating technique.

CANADY: My time has expired, but by unanimous consent, I'll have three additional minutes,

Let me follow up on that, if - Jet me change, given the Himited amount of time, to a different subject.

How many - have you contemplated allowing the use of Carnivore by other, not only federal law--

enforcement agencies, but state or local law enforcement agencies?

KERR: At this point in time we have used it on at least one occasion in support of another federal law
enforcement agency. We have not yet brought it to the point where we would be talking about it in terms
of providing it to state agencies.

*

As you're aware, the authorities under which they operate are diﬁerenl: than at the federal level, And 53,
we're not necessarily assured at this point in time that it would be a suitable too] for us 1o tum over,

That said, anytime we turn over Title I or other intercept equipment fo state and local authorities, we do
so with the signature of the altorney general. She has, in fact, the decision on that; we don't.

CANADY: In my opening statement, I made reference to a media report that Earthlink was required to
attach Carnivorg t its network, in one instance, And doing so, caused part of its network to crash and its
customers {o lose service.,

Now, from your cnnnnenié;, Dr. Ker, I understand that that just shouldn't happen. I'd fike to hear your
comments about those reports and what actually took place there and whether this system can pose a
threat to the functioning of an ISP, and whether you've had other complaints similar to that made by
Earthlink, E

KERR: In the specific case, what I will do is try to give you something for the record that's more
complete than { can do right now. But initially when we went to Earthlink and they were ultimately
compelled to move ahead to do this, they attempted to do it themselves with software that they essentially
tried to put together in real time.
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KERR: It didn't work and it didn't provide information consistent with the court order, R
B

It's not clear to us that anything we subsequently did had any averse affect on their network, And, in fact,
in at least one other case, we've had quite good cooperation from them.

It's the only case where we've, in fact, had to go back and pet the Judge to emphasize that he meant the
order. In all other cases, we've had excellent cooperation, particularly at the technical level and normally
at the level of the general counsel of the company involved.

¥

PAINTER: I would add also that in any of these cases, you have to work with the service provider to
actually instalf this. The FBI couldn't £0 in and just do it themselves, So even when the court orders i,
and-that bappens in each case, you have to work with the technical people to install it

CANADY Thank you very much.
Mr. Watt's recognized for five minutes,
WATT: Thank you, Mr. Chairman.

Let me start at a pretty basic level, Dr. Kerr, and pick up on sorsething that you said in response to one of
Mr. Canady's questions, having to do with your sharing of this tool with other law enforcement agencies.

And as I recall, your response was that the authorities of the states are different than the avthority under
which you are operating,

Unless I'm missing something, everybody's operating under the Fourth Amendment to the United States
Constitution, so uniess you are saying that the Wiretapping Protection Act gives the federal government
some additional authority then the states are able to exercise under the Fourth Amendment to the
Constitution -- well, maybe I shouldn't speculate about what you are saying.

Tell me what it is you are saying when you say that you are operating under a different authority than the
states, oo

KERR: I would certainly take your point that the states are operating under the same Constitution that we
are. But we, in addition, of course, have the Title XVIII statute that guide the federal use of electronic
intercept.

WATT: But that's in -- I would take it that that is in furtherance of whatever authority you have as a basic
proposition under the Constitution of the United States. It doesn’t give you any additional authority, does
u?

KERR: No, it certainly doesn't. But the point is that some states, in fact, do not have a statutory basis for
state and local law enforcement to do elcctronic surveillance or thgy have statutory limitations, alf stil}
within the Constitution but, in fact, more restricted or nonexistent in some cases,
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; WATT: Al right. Let me ask another pretty basic question: How long has Carnivore or some
L predecessor form of Carnivere beey in use by your department?

KERR: Roughly two years. The program began, in terms of a development program about three vears
ago, but in terms of actual court orders and deployment, over the last two years.

WATT: Square for me, if you would, the notion that you have now engaged in 25 uses of this, 16 of them
this year - or are engaging in them, I guess, on an ongoing basis, because none of them have came 1o trial
yet, and the statement that you made that you are now undertaking or preparing to undertake ver; fication
that this system does what you say it does and that only,

PATT: It seems to me that such verification would have taken place at some earlier stage, not 25 cases
into public concern or legal concern,

KERR: The essence of the development program, of course, is that you do learn as you develop and
deploy. We, gs I pointed out, had mitially tried to use a commercial product and found that it did not have
all of the properties we thought should be in place for long-term use in a law enforcement context. And so
we...

WATT: What products -- what properties did it not have that you were looking for?

KERR: It didn't have the same discrimination capabilities. It didn't have the same ability to provide an
audit report and report on confi guration that we require.

>

WATT: Now, who is it that -~ now that you have the audit capability -~ who is that has the oversight in
your department to audit what - to really review the information that you obtain from the andit?

KERR: I think that'il actually happen quite outside of the FBY in that the results of the intercept will, in
fact, be provided to the court, They will, of necessity, become available to the defense. And consequently,
they will be more aggressively questioned, in fact, in that circumstance than they would be in any internal
administrative review,

CANADY': The gentleman's time has expired. The gentleman will have three additional minutes.

WATT: Let me tum to a different area if | can, You've compared this {0 - the Intemet capabilities this -
analogous to 2 phone tap or the authority that you have to tap phones.

Does your authority to tap phones get you into the internal phone mechanisms of the phone company or
is your authority limited to tapping individual phones of individual suspzcts?

KERR: That's an area that's, in fact, in a state of change today.
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WATT: Who's changing it?

KERR: You did, sir...
{LAUGHTER)

. in that the..,

WATT: 1 think I've ~ you being Congress, I take it?

’
1

KERR: Yes, sir,

WATT: I think | voted against this bill, as T recall, and still have some concemns about it, to be honest with
you,

But go ahead, I'm locked with evervbody else for that purpose.
KERR‘ SO!Ty. . - e et aaaaaanne P b s
Some of my colleagues know this better than 1, but the point is, the Communications...

WATT: Maybe I should be directing this to Mr. Parkinson. He's the general counsel. He should know
these things, I guess.

N

Or Mr. DiGregory. I didn't mean to beat up on the technician here. I'm just...

DIGREGORY: In its most basis sense, as I understand it, the telephone tap is conducted at the phone
company but is restricted to the individual line which you wish to tap. Whether you wish to obtain
numbers dialed, numbers coming in, or whether you wish to obtain content.

WATT: OK. Now how do you -~ how does that compare with the capability that Carnivére has for
Internet communications?

DIGREGORY: Now, we'll go back to the science side.
KERR: Not to try to confuse you by switching back and forth, but the telephone...
(CROSSTALK)

WATT: I'm pretty confused without you switching back and forth, but go shead.
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KERR: The telephone tap refers to the ability to intercept switch circuits, which was the basis historically
of the telephone system. The Intemet provides a different kind of technology that we're trying to
intercept. It's a so-called packet-switched network, And it doesn't work by my, in effect, leasing a cireuit
in order to make a phone call from my house to yours, and that's, if you will, for the time of the
conversation, our private circuit,

WATT: Let me stop you right there, because my light's gofng to go off -~ has already gone on.

If you needed additional legal authority to get mobile home phone taps, why would not additional legal
authority be necessary to - for you to be doing what you're doing under this system? And maybe again,..

{CROSSTALK)

KERR: I' give you my view and then...
{CROSSTALK)

CANADY: The gentleman has an additional minute.
KERR: ... Il stand corrected by my colleague.

We do, in fact, have legal authority to do what we're doing today. And I think it's because of the correct
belief, from my perspective, that the addressing information on the Intemet is, in fact, 3 usefu] and
appropriate analog to the telephone number in the switeh cireuit world.

But perhaps, Mr, Di gregory or Mr. Parkinson would like to add to that,

PARKINSON: I think that's correct and it's appropriate also to point out that there are gradations of
authority, and there's a higher level of auth onity within the department and a higher leve] of authority in
the courts, depending on what sort of intrusion you're talking about, If you're talking about simply
numbers, then we have the pen-register trap-and-trace authority; if you need to go beyond that then we
have to move it up a notch or several notches to a Title ITf authority. T

WATT: Thank vou, Mr. Chairman.
CANADY: Chairman Hyde?
HYDE: Thank you, Mr. Chairman.

You can understand the skittishness of some people whose concern is privacy. And when you see some of
the things that have happened here in Washington, it gives one reason fo wonder and to worry.
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I'speak of the Defense Department releasing an employment application with information that wag
supposed to be private and it ends up in The New Yorker magazine. And that person ~ I think he gota

letter, mildly entical of what he did, which doesn't £o in his file and no prosecution.

A less compelling case, case, is over the so-called Filegate where the law wasn't breached at all, but
one's sense of privady was — took 8 beating, I should think. And so, there are people who are skeptical
about how this culture of privacy — how porous it is. That doesn't eall for an answer, that's just, kind of, a
comment.

HYDE: Can you tell us how - I'fl ask this maybe of Mr. DiGregory - how terrorist cells and organized
crime and others use technology and how does Carnivore address the growing use of technology by
criminals?

DIGREGORY: Well, I think that tervorist cells and organized crime can use the Internet to communicate,
can use e-mail to communicate. And simply the same way that a pen register addressed their use of the
telephone to perpetrate their eriminal activity, Carnivore addresses - or can address their use of the
Internet with respect t6 those activities and obtain, pursuant 1o a pen-register order, those numbers that
are being called by the organized crime figure or the drug trafficker.

HYDE: Could you tel me what reasons you have for not letting the Intemet service providers gather the
requested information? I take it they have made themselves available to do that for the most part. Maybe
some of them haven't. But what are the reasons wh ¥ you don't let thern do #?

DIGREGORY: I don't think it's a question -- and anybody up here is invited to correct me if I'm wrong -
1 don't think it's 2 question of not letting them do it, 1 think Carnivore's use is lmited to those situations
where the Intemet service provider is unable to provide the minimized court-ordered information that the
FBI requires, pursuant to the order. -

KERR: And let me amplify on that a little bit.

The FB, my understanding s, will always allow the Internet service provider to do it if they can, in fact,
do it in a timely fashion.

The one time this was actually challenged -- now tatking about who the ISP was - and that one instance
the ISP tried to work with their own tool, it was not effective, it was not capturing all of the addresses. It
was only capturing incoming and not ouigoing addresses. It wasn't giving the whole information. And in
that case, the FBI was forced to use the Carnivore tool.

That is not their first line. The first line is to let the Internet service provider do it if they can. And, in fact,
the FBI I believe would like the Intemnet service providers to do it if they can, i

HYDE: Fine. Thank you very much. I have no more questions,

I'm through, Mr. Chairman,

CANADY: The gentleman from Michigan's recognized,
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CONYERS: Thark you very much.

I think one of the basic questions here is to determine whether or not you're minimizing your activities or
i whether you're maximizing them. And of course, it's already been asserted that you're minimizing them.
LR And my job is to find out, maybe before the hearing ends but certainly after the hearing, whether that is

h correct.

And it seems to me that this system that we're oversighting today, unlike other trap-and-trace devices, or
the others'that we use, is available for - is subject to the maximization of information, getting more
information than is required or is authorized by a court order. And so that's the ares that, to me, is very,
very unclear as of now. :

-

I'm not sure how we're going to sort this out, but I think we have witnesses here that are going to come
forward later on that are going to complain about the fact that there was other information that was
available through this system that might not have been available if we weren't going through the Internet.

CONYERS: Isn't that possible, that you can get more information, you can Jook at other things that would
not have otherwise been available?

KERR: One of the points, Mr. Conyers, that I was taking some time with was 1o try 1o make it clear that
the osly information we can capture is, in fact, that specified in the court order, And to go outside of the
court order, in fact, is a federal felony with substantial sanctions for those who would do so.

We, in fact, think of this as a tool that's designed explicitly to meet the requirement of the court order. We
don’t have the authority, nor are our people allowed the opportunity, to step outside of those bounds.

CONYERS: Well, right, that's the law. But, I mean, that's the problem. I mean, if I could be assured that
everybody wouldn't do the wrong thing because there was a statute making it criminal, that would reduce
2y a lot of our efforts. And even law enforcement people, ] hasten to add.

M. DiGregory?

DIGREGORY: Mr. Conyers, as [ understand the way the system operates - and certainly, that's correct,
that's what the law is. But there are checks and balances with respect to Carnivore which would make it
extremely difficult for someone to counter those checks and balances and violate the court order.

It's not just a situation where, as I understand it, a rogue FBI agent, for example, could broaden the
coverage of the Carnivore intercept and violate the court order. In order to do that, he would need to
engage the aid of technical people, perhaps even technical people at the Internet service provider, and he
would also have to find some way to cover up or change the audit trail that is Ieft by the system so that it
doesn't expose his going beyond the court order,

And, again, I'l stand corrected by those who are more expert in the way this system functions, but that's
how I understand it. And although, yes, that's the law, there are checks and balances which would make it
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extremely difficult for someone to violate the court order.

KERR: And it's also a law we take very seriously. If a law enforcement person violates the wiretap law,
they'll be prosecuted. The ¢ omputer Crimes Section has a responsibility for doing that and would
prosecute particularly law enforcement individuals who violate the wiretap law.,

DIGREGORY: And we've done that. Not in the context of these kinds of intercepts, but in the context of
telephone interceptions.

CONYERS: So our assurances are that, first of all, there's a law against it which you would assiduously
prosecute your own people were they to violate it, and that there are other technological measures that
make it very difficult to do anyway. There's a box that actually can search to preclude getting more
information than you want. Is that the way L understand that it operates, Dr, Kerr?

KERR: Actually, the way if works is that it's set up in conformance with the arder to collect and record
that which is part of the order. And in doing that setup and amanging the configuration, the knowledge of
that setup and configuration is, in fact, recorded right along with the evidence, Once that evidence is
collected, it's, in fact, delivered to the federal court where it's sealed by the Jjudge who issued the order
and with an appropriate chain of custody to get it there.

CANADY: The gentleman's time has expired. Without objection, the gentleman will have three
additional minutes,

CONYERS: Thank you. I'm not sure if I need them, Mr. Chairman, but let me Just say that — [ don't
know, maybe the committee is put in a more difficult position than I appreciate.

Y

CONYERS: I don't know if we have any way of verifying that the technological part of the response {o
my question that you've given me, and | know that, you know, unfortunately in the past, we've had many
agencies, including law enforcement, that have gone beyond the scope of their responsibility, There's
hardly anything new about that,

So I'm trying to figure out how we're going 1o get to the bottom of this. We made need a -- we may need
technology experts to match yours to verify that what you're telling us makes everybody believe that it's
OK, it's the govemment. And that's what ¥'m not sure. T e

-

GRAHAM: Will the gentleman yield?
CONYERS: Of course.

GRAHAM: { think the gentleman raises a valid point, but I think that that hag already been addressed, to
2 certain extent, by the department’s announced plan to have this system reviewed by an independent
body of experts who would issue a report that everyone could examine, And I suppose, ultimately,
fepresentatives of the independent body of experts could come here 1o the Congress and answer questions
that we might have of them, based on their independent review.
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CANADY: Would the gentleman yield from questioning?

CONYERS: Well, yes.

CANADY: Thank you, I'm just concerned about that, Let's assume that an independent body of experts
reviewed this system and said it was fine and would do only what it was suppose fo do, et cetera, that
could change at any time after that. And how would you maintain the trustworthiness that the system was
still limited after they had investigated, unless you were going to have an independent group looking over
the FBI's shoulder forever? Because obviously you can't trust the police agency forever not to g0 beyond
what they're supposed fo do. _ '

CONYERS: Well, I raise this, Chairman Canady, merely to point out that we're, sort of, in the process of
taking words for it. And, of course, we're happy to take the government's words, but, you know, this -- as
Irecall it, Carpivore didn’t — wasn't sent to us, we, sort of, found ocut sbout it in the scope of things, and
it began to take on a life of its own that led to this hearing.

So I'm anxious to hear from the non-gavermment witnesses to see how their understanding of what has
been happening and - with this system comports with what we're being told. But I thank the witnesses,
anyway; that's what your job is about, that's what you're supposed to do,

Thank you, Mr. Chairman,
CANADY: Thank you, Mr. Conyers.

The gentleman from Arkansas, Mr. Hutchinson, is now recognized for five minutes,

Y

HUTCHINSON: Thank you, Mr. Chairman.

On that particular point, you al] are willing 1o submit the source codes to an independent review and
audit. I think the dispute is that the ISP community would like to have open access to the source codes for
purposes of reviewing it and determining it's authenticity and that it accomplishes what you desire.

What problems would you see, if any, in allowing open access to the source code that make up
Carnivore, Dr. Kerr? e

KERR: There're two points that we would raise. We wouldn't have any problem releasing it to a group set
up to do verification and validation. We would have a problem with full open disclosure, because that, in
fact, would allow anyone whe chose 1o develop techniques to spoof what we do an easy opportunity to
figure out how to do that,

Beyond that, some of the code we have used is, in fact, commercial offthe-shelf software, and its
proprietary to the companies that have developed it, and we're not at liberty to divulge their source code
- under the license that we've paid for,

HUTCHINSON: S0 you would be open, though, and it would not compromise legitimate law

e 78

§/24/62 Release . p
‘Bof 76 QUMD 11T DF

e 2armes

N LS 0 e Ak o e g an A o W see e s e nee T AN P A emn, S S B e o



Fof 76

annual review of electronic surveillance beyond simply counting the occasions when it's in use? That

PR S RPN S B S el o N S O w S St L

LEXIS®-NEXIS® ' {% Bitpi/fwebexis-nexis.comfin.ufl 3 dS=0bef3058451 792765t 7205 b1 77

il

enforcement activities, if there was a ongoing review system of the source codes for Caraivore or any
subsequent adjustments to it.

KERR: I think the only concern we'd have at some point is, you know, when is enough enough? Do you
review it each time you set it up for 3 new case? I don't think that's workable. Do you do it as part of an

may be more workable,

But clearly, when the number of reviewers are larger than our group that develops the system, we
probably have reached some form of imbalance af that point,

#

HUTCHINSON: Thank you,

Now, let me -~ if you have a content court order fo use the Carnivore system, then, of course, you have to
show probable cause, you've £ot to get your court order. But at that point, is innocent third-party
information reviewed by Carnivore?

RERR: If we have, in fact, gotten proper information on the target addresses and the "to~from" - because
that's important, 100, since more than one person might be using a particular computer - in principle, we
should only get the authorized communication.

That said, if we were to find that we had, in error or because of misinformation, recorded something to
which we were authorized no acoess, we would have 1o minimize that just as we would on a normal
telephone wiretap,

HUTCHINSON: It's been explained to me as 2 pipe in which Carnivare looks at all the data going
through the type to seize that which is the subject of the court order.

KERR: Right. In fact, one of the...
HUTCHINSON: Is that pretty much..,
KERR; Yes, one of our...
HUTCHINSON: The guestion...

KERR: ... problems is that the pipes are too big for us to do that and we rely on the service providers to
give us just part of the traffic coming through their big pipe. ’

HUTCHINSON: And Pve leamed on computers that sometimes delete does not mean delete, that
formation continues to be stored. And so uty question is: Is the information that is not captured pursuant
to the court order, is it ever retrievable in any form by any means?

KERR: No, it's not, because it's all in random aceess memory and volatile memory. So, for example, if the
Ty Ty P
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power goes off, we will lose everything in that memory. None of it gets to the... .

g HUTCHINSON: What if the power doesn't go off?

KERR: Well, none of it gets to a stable recording medium like magnetic media in a hard drive or a ZIP
drive, a floppy disk. Only that which we're authorized and which the filter is set up for gets to that
permanent media,

e R

HUTCHINSON: Now, you indicated that year to date Carnivore's been used 16 times, I believe 20 times
in all total, How many of these -- of course, these are the ones that's used the Carnivore, is that correct?
But you also, in addition to that, use court-ordered wiretaps or pen registers to retrieve Internet
information by using ISP capabilities.

KERR: In some of the cases, we've, in fact, been able to ask the ISP and they have provided us the
information,

HUTCHINSON: I'm trying to get a contrast. The 16 that you mentioned, were these not by using ISP
capabilities? This is when the FBI went in and used the Carnivore system; is that correct?

KERR: That's correct.

HUTCHINSON: All right. So I'm trying to get an idea how many others are out there that were used by
ISP capabilities.

KERR: I don't have the number with me. We could centainly provide thai to }-'éu\

HUTCRINSON: Does anyone know that? [ mean, I'm trying to figure out if we're looking at 100 others
versus 16

PAINTER: My understanding for the Title I intercepts is that it is not a large number. Trap-and-trace, it
might be a little larger. We can try to obtain those...

(CROSSTALK)
PAINTER: ... Dr. Kerr's indicated - provide it fo the committee.
CANADY: The gentleman’s time's expired. The gentleman will have three additional minutes.

HUTCHINSON: Thank you.

I mean, it just strikes me that ~~ I mean, considering the number of Title [II wiretaps of telephone
communications, I mean, that's much greater than the 16 or what you've used by ISP, And I guess what
I'm leading to is that it looks like, if the bad guys are moving as the whole population is moving to data
communications through the Internet, looks like we're missing a whole lot here, that we're really only on
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the surface of what we might need to be doing,

KERR: That's certainly true. The tool we've been discussing to this point today, Carnivore has, in fact,
only been used in the framework of e-mail intercept.

KERR: As you're properly pointing out, there's a ot of other traffic on the network. We continue to work
to try to see how we could develop appropriate and lawful tools to go after that traffic as well.

It would tend again to try to use the properties of the network itself; the need for me fo be able to move A
data from my computer to your computer and capture it because of the addressing information that would
be there, not by trying to view the content on the fly.

GRAHAM: Would the gentleman yield?
HUTCHINSON: Yes, I'd be happy to yield,

GRAHAM: I don't understand what other kind of traffic you're talking about if it's not e-mail. What realm
are we talking about if we're not talking about e-majl?

KERR: Well, one could use other protocols, for example, to move large files, to move imagery, to move
larger quantities of data. And it wouldn't move #s e-mail in the sense that we've been talking about it
today with &, you know, “from me, to you, subject,” whatever. It might just move as a block of data. it
could, in fact, be information that comparnies are moving from one location to another.

»

HUTCHINSON: Have you ever had an occasion to try to retrieve any of that information pursuant to
court order? :

KERR: We have not had any occasion that P aware of where we've tried to intercept that kind of
information. In general, large files like that, we wonld expect to come to rest someplace and we would
probably be picking it up as another part of an investigation.

HUTCHINSON: Finally, there's - looking ahead a little bit, there was a question asked of whether the
pen-register arders that are applied to the Intemet reveal far more than the numbers that are dialed in
traditional telephone wiretaps. And I know that you're restricting it to "to, from" information. You've
specifically deleted capturing the subject information because that would be content- oriented.

But this is still a concem. I guess that even the “to” with the address, sometimes a descriptive tem - do
you see - have you, in fact, from your history of the 16 instances that Carnivore's been used this year,
have there been instances in which you captured more information that you believed you needed pursuant
to a pen-register- type capture; that you believed might go into the content area and therefore you had to
minimize it?

CANADY: The gentleman - the gentleman..,
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HUTCHINSON: I'll just finish this and then 1l be done, E
CANADY: Yes. The gentleman's time is expired. The gentleman wilf have one additional mimute.
KERR: I'H reserve thé opportunity to answer carefully after review, but there are none to my knowledge, S
HUTCHINSON: So in other words, you're saying the system's working. You're not caphuring content
information beyond that which is infended under the court order. "
KERR: 'I‘}’zat‘s gorrect. ¢
HUTCHINSON: Thank you, gentlemen. I yield back.
CANADY: Thank you, Mr. Hutchinson,
The gentleman from New York, Mr. Nadler, is recognized for five minutes,
NADLER: Thank you, Mr, Chairman. 1
Forgive me if L ask any guestion that may be repetitive since, because of a plane delay, [ arrived late to
the hearing.
As T understand it, Carnivore can be used either for content or for, in effect, a }rap-axld-trace, jusi to
know who an e-mail -- who a person is cormunicating with; is that true?
KERR: Yes, that's correct,
NADLER: So it can be used for either purpose?
KERR: Yes.
NADLER: Or both,
And whether it's used for either purpose depends on the nature of the court order
KERR: That's also correct,
NADLER: And it can be set either way,
5/24/02 Release - Phge 74
ounn 12017 o




T 10f76

KERR: It's, in fact, set specifically to meet the terms of the court order,

NADLER: Now, when you have in effect the trap-and-trace you want to know who someone is talking to;
this is for past tense or for ongoing?

KERR: Basically we would capture, under the trap-and-trace and pen-register order, the to and from
information. It would be recorded...

NADLER: No, no, is it past tense? You get a court order, we want to know who this guy talked to in the
last two months or we want to know who he's talking to in the next two months?

KERR: It's prospective.

NADLER: It's prospective? Now, what is the difference, in terms of what you have to show -- presumably
‘you have to show probable cause that a crime may be committed. Why would you sometimes ask to know
only who he's tatking to and sometimes what's being said if it's, if they're both prospective?

KERR: I'll let my colleague lead with that one please.

DIGREGORY: It depends upon the nature of the information that you have available to you af the time.
You may not have encugh information at the time that you seek the pen-register or the trap- and-frace
order to establish the probable cause necessary to seek the order -- the Title IIf order for the content,

NADLER: But you have enough to - vou need z lesser standard of probable cause to get a
trap-and-trace?

DIGREGORY: It's not a probable cause standard at all, it's simply a centification to the court by the
prosecutor or the law -~ and the law enforcement agency that the information that will be obtained
through the use of the pen-register and the trap-and-trace -- or the trap-and-trace is relevant to an ongoing
criminal investigation.

NADLER: With no probable cause?
DIGREGORY: With no probable cause.

NADLER: So imu can get it on anybody with no probable cause?

DIGREGORY: That's correct, And I want to point out to you that this - that the Supreme Court held, in
Maryland vs. Smith, I believe, in 1979, that there was no reasonable expectation of privacy in numbers
dialed by 2 telephone, because, essentially, when someone turas over information to a third patty like the
telephone company they should not have either a subjective or an objective reasonable expectation of
privacy in that information. .

NADLER: And does that mean that when I send a letter there's no reasonable expectation of privacy as to

whom I'm sending the letter? In the snail mail. Could you get an order to the post office to tell you,
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without any probable cause, who is sending me mail or whom I'm sending mail to? 3

DIGREGORY: We do mail covers all the time, which essentialy do that,

NADLER: Wx’th@ut-pfohable cause?
DIGREGORY: That's right.
NADLER: That's very interesting.
Let me ask you a different question.

DIGREGORY: May I just add one more thing, Mr. Nadler? The authority under which we operate is
codified at 18 United States Code, I believe it's 3125 {ph) with respect to the pen - or 31-23 (ph).

NADLER: Thirty-one-twenty...
DIGREGORY! Twenty-one - 31-21 at sect, which includes 23, 25, ! believe.

NADLER: OK. Now, let me ask you a different question. You instalied -- you started using this
Carnivere system about two years ago, and no one ever bothered telling Congress about it; we just found

pe

out about it because Farthiink complained about it,

KERR: Well, no one ever bothered telling Congress in the sense of all of Congress. There certainly have
been members and staff briefed on it over the last year. It's been widely...

NADLER: Iudiciary Commitiee stafi?
KERR: Excuse me?
NADLER: Judiciary Committee staff?

KERR: Yes. It's been rather widely discussed with industry, Internet service providers, other companies
that provide software and hardware to the network. It's been fairly substantially briefed within the
Depariment of Justice, including at the training center in Columbia, South Carolina, where the 1.8,
attomeys and AUSAs go for training. All of the major investigative programs have been briefed.

NADLER: What institutional safeguards have you set up to make sure that assurances that you've given
us that information given by - gathered by Carnivore on subjects not under investigation is not used?

KERK Every time that it has been used it's gone through the internal review of the FBI that all such uges
require. My colleague, Larry Parkinsos, can speak to more detail on that, *
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Second, it goes to the Office of Enforcement Operations in the Department of Justice where it's, in fact,
reviewed prior to ever going to a court to ¢l a court order. So there's a very substantial level of review
intemnal to the FBI, internal to the depaniment, as well as the subsequent review of the court before an
order is issued, :

NADLER: Subsequent review to the count? I'm sorry.

I'think I asked, once you have Carnivore on-line, what institutional safeguards do we have that
information gathered by Carnivore, presumably after the court issues an order to install it, is not
misused?

CANADY: The gentleman's time has expired. The gentleman will have three additional minutes,

NADLER: Thank you.

KERR: The answer to that is, that, particularly in a full- content intercept, that the information we
intercept and record is provided under seal back to the court, which can itself determine that we've - oo
properly followed the order.

NADLER: It's provided back under seal (o the court?
KERR: Correct,

NADLER: Is there a procesding in the court?
KERR: I don't know.

NADLER: I mean, if there's not a proceeding in the court, it'f] simply be piace:;:l in storage, no one will
look at it. -

PAINTER: That's not completely true, because if's placed under seal with the court in the Title Il content
intercept. And then at some time in the future, the court ean, under Title I, make that available to, for
instance, the person whosé conversations were intercepted and/or his defense counsel.

NADLER: Now the person — if a person has been the subject of such an order and his content has been
intercepted or simply - or simply that whoever he was e-mailing to has been made known to the FBI, and
it's determined that this person should not be subject to any charges, did nothing wrong, is he ever made
aware that his privacy was so violated?

PAINTER: Under Title IH - under the provisions of Title II at - if a Title Il order is denied by the judge
or if it expires, afler a certain period of time -- [ believe it's 90 days - there has to be notice to the people
whose conversations were intercepted. I think that's been done very broadly, as I understand it.
5/24/62 Release ~Page 77
-3 of 16 RIGIO 12-17 PR

s e

B




of 76

NADLER: 8o people's whose conversations were intercepted or whose -- or on whose e-mail there was 3
trace, are eventually told?

PAINTER: Under the provisions of Title I, when you're dealing with content, yes, that's correct.

NADLER: And what about when you're not dealing with content, when you're dealing with a
trap-and-trace? ,

PAINTER: Well, again a trap-and-trace ~ and I should emphasize something that Mr. DiGregory said
earlier, the trap-and-trace, the reason probable cause is not required, is this is a very preliminary
investigative step, It is really, literally, the addressing information and nothing more. And it's...

(CROSSTALK)

NADLER: 1 understand that, but if you've -~ without probably cause to believe that I've committed a
crime or done anything wrong, but simply as part of an investigation, you have followed who I'm talking
to by e-mail or for that matter, not by e-mail, you put a trap-and-trace on my phone for the Jast six

imp;/fwcb.1exis-nexis.mmnn.mﬁ;‘"ﬁ‘;‘}ssebcfsosws1792755&572575:,
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months, sow you've determined that there's nothing further to investigate, do you ever tell me that my
privacy was violated in that way? Do | ever know about #? e e e

DIGREGORY: I don't believe that there is any requirement for disclosure in the law. And I would only ~
T'understand that you're using the term "that my privacy was violated” and only relying upon the case
law, which indicates that there's no reasonable expectation of privacy in such information, 1 just wanted

to make that point yet again.

NADLER: Well, that may be from the Supreme Court's point of view, that there’s no reasonable
expectations of privacy, but I think as a practical matter, most people would be somewhat upset i they
thought that someone was following exactly who they were talking to on the telephone or who they were
mailing e-mails to,

But be that as it may, from a legal standard that may not be, but the fact is there was ~ in a practical
sense, there was an invasion of privacy, government gathered information that maybe I didn’t want people
to know, I think I should know about that. And maybe I should be able 1o say to the government, On what
basis did you do this? Did you have any reason to do it? And maybe they did and may’ ¢ they didn't, But
right now, there's no provision for that,

PAINTER: Well, that they -- first of all, the prosecutor has to certify to the court that it is relevant to an
investigation. And then second, it's that class of information alone, and it's imited to a period; it can't be
done ad infinitum. A trap-and-trace order...

NADLER: What period is it limited to?
PAINTER: ... is 60 days.

NADLER: Can it he renewed?
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PAINTER: It can be renewed, but it has to go back to court,

NADLER: How often can it be renewed?

PAINTER: I'm not sure there is a limitation.

NADLEI%: What's the longest anyone has ever been subject to this?
PAB\Z’Z‘ER: We'd have to Iook into that to be sure,

NADLER: Has anyone ever been subject for more than, let's say, & year?
PAINTER: Again, 1 don't have that information available at this point.
NADLER: Five years? Could you rule that out?

DIGREGORY: I mean, I don't - if you want us to iry to find out the longest time that anybody has ever
been subjected, we can try to do that. | don't know if we have those records, but we can try to do that.

NADLER: Thank you, Mr. Clizirman.

CANADY: Thank you.

The gentleman from Alabama is recognized fca-r five minutes.
BACRUS: Thank you.

The potential for abuse here is tremendous. Would you all agree?
PARKINSON: Congressman, I guess I don't agree with that,

BACHUS: All right. And you don't have to give an explanation.

PARKINSON: Well, I think at a certain point in time we have to rely on the good faith of public servants
who are - who have a number of checks and balances in case they get try to get away with something.

BACHUS: I think you're exactly right. I think what you're sayin & Is, trust us, You have to rely on us.
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And what that reminds me of is the§e IRS agents who used information to check up on their €X-Spouses
and their boyfriends and their girlfriends and potential adversaries for affections and, you know, all that
we've heard for really years and years and years -- J. Edgar Hoover, what he did.

But let's talk about those checks and balances, because I think you're exactly right. I think you have to
rely on - you certainly have to rely on that, because -~ you can't go to AT&T today and say, "We're going
to analyze all the phone calls that come through your system,” can you?

KERR: That's correct. We can't do that.
BACHUS: But you can do that with thig — with Carnivore, with...
KERR: No, we, in fact, specifically don't do thar, We only...

BACHUS: I know, but you do have to analyze — or you do have the ability to analyze everything coming
through that information stream, don't you? v

KERR: No. We, in fact, restrict what we.. e e

BACHUS: Now, you restrict it. But you have the ability to monitor...

KERR: No, we don't. We don't have & system with the capability to do the real-time processing of that
much information, .

BACHUS: You don't have time - byt you can move it around and just capture whatever you want on that
system. { mean, you don't have the abilily to go to a telephone...

KERR: We don't have the right nor the ability to just go fishing.

BACHUS: Well, you have the ability 1o monitor anything within that information strean.
KERR: No, v\;e, in fact, have the lawful opportunity to...

(CROSSTALK.)

BACHUS: No, I said you have the ability...

KERR: ... some very specific information...

BACHUS: No, no, no. OK. You might not have the -- you say you don't have the legal ability. But you

&

have the technology to monitor that information stream, anything in it.

£ aswe
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KERR: We are not sitting looking at the information stream and moving our filter around. It's, in fact, put
in place with a court order. It's not intended...

BACHUS: But you have the technology to go in and monitor every one of those e-mails on the system, if
you wanted to. Not all of them at once, but you could just — you could monitor here, you could monitor
there...

KERR: Certainly, if you had access fo the system, in principle, you could do that,
BACHUS: Which you do ~ and you can't with telephone calls. - -

KERR: Well, in fact, depending on where you are in the telephone system and what kind of switch you're
in, you might be able to do a great deal.

BACHUS: So, vou...

KERR: But again, it's the same thing. Remember, the biy telephone switches are simply computers as
well, and so if you got into one, you presumably could see a fot of traffic.

BACHUS: OK.
KERR: The fact is that there are a lot of bars to our doing that, stariing with the law,
BACHUS: Safeguards. They're safeguards.

KERR: What?

e

BACHUS: They're safeguards. They're safeguards.

KERR: It's the law, It's illegal to do that.

BACHUS: The law. OK. I mean, it's the law. That's one of the checks and balances and safeguards.
KERR: Correct.

BACHUS: Now, one of those was, you said, the Justice Department. You have to £0 to the Justice
Department for - and notify them and get their approval,

And you said that it takes a higher level of authorities there to get approval for your activities; is that
correct? -
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KERR: What Mr. Parkinson was saying is that for the trap-and- trace and pen-register, which only allows
addressing information, it's a different level of review, but to get content where probable cause needs to
be demonstrated...

BACHUS: You have to go higher up.

KERR: It, in fact, takes high-level approval in the Justice Department before we are ever able to go to the
court, :

BACHUS: Well, let me ask you this: Why did Janet Reno not know aboit this, although it's going on for
three years, and she is, in fact, the altomey general?

KERR: Well, I would remind you that the Department of Justice is some 127,000 people...
BACHUS: OK.

KERR: ... and multiple investigations,

BACHUS: No, 1 think -- I think that's & valid point. There are 127,000 people over there, and we might
have..,

<

DIGREGORY: I believe that Attomney General Reno said that she'd known about the capacity to do this.
She was interested in taking a closer fook at the systems application and implementation...

(CROSSTALK)

DIGREGORY: ... to ensure that we're balancing privacy and law enforcement needs, and I think that's
what's going to happen with respect to this independent...

BACHUS: So she didn't about the...
DIGREGORY: ... verification and validation.

BACHUS: How about Echelon? It's our understanding that the National Security Council testified before
Congress and said that they toutinely shared information they gathered with Echelon to law enforcement
agencies. Do they share information with the FBI?

KERR: What you're referring to, of course, is whether the National Security Agency...

BACHUS: I mean, through their Echelon prograns, do they...
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KERR: Through their various intercept programs may, from time te time, appropriately share information
with law enforcement. But there're, in fact, some very tmportant hurdles there, including the Classified
Information Protection Act and others, so that, in fact, the primary purpose of system may have been
intelligence collection. Incidental to that primary purpose, it may have collected important information
about a crime, either committed or being planned, and there are mechanisms to take advantage of that.

CANADY: The gentleman’s time is expired. Without objection, the gentleman will have three additional
minutes, a

2

BACHUS: Echelon, as I understand it, they monitor - they can monitor all telephone calls, all e-mails, al}
faxgs; is that your understanding? e

‘PARKII\TSGN: 1 think we should defer to the National Security Ageney to talk precisely about Echelon, 1
don't think we're prepared to talk about it today.

BACHUS: I guess I would just ask the FBIL. They do share — you say they - when he sajd they routinely
shared information with law enforcement agencies, do they share information with the FBI?

PARKINSON: We have, as you probabl y know, a very significant national security responsibility in
addition to law enforcement. So it not uncommon at all for the National Security Agency to selectively
share pieces of information that it may acquire, But it does so, as Dr. Kerr pointed out, with significant
hurdles and legal constraints,

BACHUS: I think you've raised a good point. I'd like to use that as my final question, and that's — you say
the National Security Council, I think we all presume they're dealing with national security. But then they
gain information on another subject. I mean, if it's national security, obvicusly they could share it with
you. But let's say it's another subject. Or let's just say that we're talking about Carnivore -- what's the
name of it?

DIGREGORY: Carnivore,

BACHUS: Carnivore, OK. Now the examples you gave us were about espionage or terrorism. But do

you use this, say, in antitrust investigation? Would you use it in income tax evasion cases? Canitbe used

i, say, OSHA investigations, or EPA violations? ATe there any restrictions there?

KERR: It would, of course, have to be 2 federal felony to come under Electronic Communications
Privacy Act.

BACHUS: And all those are ...

KERR: And it would have to be, in fact, one of the predicate offenses under Title I o come under those
authorities.

So, no, it's not every offense. € early Intemnet fraud would be an appropriate target. Child pornography on
the Internet would be an appropriate target. These are major programs within the FBI that we would...
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(CROSSTALK)

BACHUS: Can you - other than e-mail, can you get into files? Can you - do you have the ability to get
into someone’s files?

KERR: We have, in at least one case, been able to intercept, using a different protoco] - file transfer
protocol, but with relatively small files. We can only get at what we have the addresses for within the
protocol that's being employed.

¢

BACHUS: But once you have that and the passwords, you could actually get into maybe a mainframe or
someone's database?

KERR: No. We're only authorized what the court order says. It's not a matter of going and doing
exploration or surveiiance with the tool.

WATT: Will the gentleman yield for a second?

Does that extend to e-mails that have already been transmitted? If vou had the address, would you -~
would you have the authority and/or the capacity to go in and either Jook at the content of a prior e-mail
or look at the nurber or instances in which there has been communication to deliver that e-mail?

CANADY: The gentleman's time has exp;ircd. The gentleman will bave one additional minute.
BACHUS: Thank you.

Let me - after he answers it, may I have my minute then?

KERR: Shall 1 try to answer Mr. Watt's question?

BACHUS: Answer his, yes.

KERR: OK. The Carnivore system basically deals with message traffic on the fly. If the messages have
already been sent and received, another way we, for example, might get it would be if, for example, a
search warrant were offered and we seized a computer and we found the messages on the hard drive of
that computer. Or, as one of the members of the subcommittee pointed out, deletion dossn't necessarily
mean deletion. We can, in fact, sometimes recover messages even though they have been thought to have
been deleted. And we have a unit that does that. But they work under 2 more normal search warrant
environment, )

I}ZGRE(%{)RY: And under certain circumstances, stored communications that are held - stored e-mail
communications held by ISPs can be obtained by search warrant as well.
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BACHUS: All right, Here's my final minute. You mentioned...
CANADY: The gentleman will have one additional minute,

BACHUS: You mentioned judicial oversight. And, Dr. Kerr, you mentioned that you've got the defense
attorney and he's looking over our shoulders; you have the judge, he's looking over our shoulders. And
obviously if the defense attomey has the ability to do that, that is a pretty potent weapon in Himiting what
you do,

»

But are you saying, when you say that, that all these cases are ongoing 'crimi:gai cases in court where there
is, in fact, a defense attorney? Or could it be ~ what about a case of an investigation where there's no
attomey or not active court case?

KERR: I think Mr. DiGregory pointed...
BACHUS: Or can it be used in those cases?

KERR: ... out the provisions of Title Iil that would lead to judicial notice of those who had been
intercepted. They certainly, at that 60- or 90-day point, having been informed that their communications
had been intercepted, would take a great interest, with or without their attomey, so [ think that the system
is oriented very well to protect their privacy and rights.

BACHUS: Are you unable to take information you gain from these invesﬂfgations and pass them on to
other law enforcement agencies about unrelated investigations? Or is that information off Limits?

CANADY: The gentleman's - I'm sarry, the gentleman’s time has expired. The gentleman's had more
time than anyone else. We're going 1o go to - we have a limited amount of time. The members of the
panel can answer a written question about other things the gentleman might want to ask, but Mr. Barr's
entitled to have his time,

So Mr. Barr is recognized,
BARR: Thank you, Mr, Chairman.

This is actually quite fascinating. The Clinton administration is fascinating. It never ceases to amaze me.
For over ~ for almost a year now at the other end of this very hallway, in the Govemment Reform
Commitice, we've been having a series of hearings, the conclusion of which, from the Chinton
administration standpoint is, we don't even know how fo keep track of our own e-mails. And now we
have a very sophisticated system for tracking other people’s e-mails.

BARR: The fact of the matter is, I think they know exactly what has happened to their e-mails and they
know exactly what's happened. 1 just think that we have two different directions for the Clinton
administration: When they want to protect themselves, they have one standard; when they want to get
information out of other people, they have quite a different standard.
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And the fact of the matter is, with all do respect, simply because there is a privacy act or simply because
there are sanctions in Title XVIH for misuse of the Title 111 provisions does not guarantee that nobody in
this or any other administration will sbuse it. So I think we reatly need a little bit more than simply saying
that there are provisions in the code.

The problem that | have with Carnivore, several problems, but the fact of the matter is Carnivore is not
a passive system: It doesn't sit there like & hasket and these e-mails just sort of drop into it. It is very much
an active system. And it has to have some mechanism for scanning the information in that ISP stream in
order to pull out what the court order allows you to pull out.

The problem ~ let me ask about two thin gs, though, that are particularly problematic, As you all have
testified earlier, with regard to Title - Chapter 206 of Title XVIII, which are all of the provisions that

-we've been talking about that govern trap-and-trace and pen register, vou're doing something very

different here, and that bothers me.

With traditional trap-and-trace and pen registers with phone numbers, as you all have testified, you get an
order - granted the threshold is substantially lower than a Title Il and we understand that - you get that
from a court - a court has to grant it, there's no discretion for the court -- and the telephone company, as
it were, has to comply with it. They can't say -~ they can't just, you know, give you the high-hat and say,

"We're not going to do," they have to comply with #t. And you tell them what you want and they give you

what you want. And if they don't then you can bring sanctions against them, because they are required
under the statute to do that. You're doing something very, very different here,

What you're doing here is, you're going to that ISP provider, which stands in the shoes of the traditional
phone company when you're looking at a traditional hard number trap-and-trace or pen register, and
you're saying, We're not satisfied with what the statute says that you have to install this and give us the
information, We don't trust you, I don't know why you, you know, what your rationale is, but you're
saying, What we're going to do is, we're going to go outside of the law here, basically, and we're going to
force you to allow us to put our software into your system. You will not be able to monitor it. It's
completely unsupervised and we're then going to take it from there. Thank you very much guys; you just
give us aceess and we'll do our thing. That's very different from the way trap-and-trace and pen registers
work under the traditional Chapier 206 scheme,

Also -- I think also, there is new legal ground that you all are trying to break here and establish the
precedent that I don't think is existing anywhere in federal law or case law — now, I know you're trying to
make it in the Earthlink case -- where you're saying vou have the authority to go in and, sort of, harvest
large quantities of information and you'll filter out what you want,

I think those are two very, very large steps that we're taking here. I don't think this has been well thought
out, And that's two areas that [ have concern about. Why s it not sufficient — because we have both
testimony, as well as a number of articles that indicate that Internet service providers have indicated, and
Lhaven't seen anybody refute it, that they can do the very same thing that Carnivare does, but do it in a
much - in a way that is much more protective of the privacy of the Internet service provider users,

And, certainly, if you would go to Earthlink, for example, and say, "This is the information we want," the
Same as you would do with the phone company for a trap-and-trace or a pen register, they're obligated ~
they would be obligated to give that information to you, and if somehow you had evidence that they were
not doing it or that they were not capable of doing it, and I don't think that's the case, then you could seek
sanctions against them.
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Why is it, in both of these areas, you're trying to break new legal ground?

BARR: What is it that's insufficient that you don't like about the existing statute that you're willing to
operate within the bounds of #t?

PAINTER: Let me answer with respect to that last point whether or not there's been cases whiere the -
Internet service provider could not provide the information, and Dr. Kerr can talk about this as well,

There have, in fact, been cases — in one case, without mentioning who the provider is, in fact the Intemet
service provider was not able to provide all of the information. In that case, in fact, if wasn't just a matter
of them saying, Well, we have to comply with a court order. They went back to the court, there was a
proceeding before the count, all of these issues, including the issues about 100 much material being
grabbed by this program ~- or that was at least the argument that was raised — were raised with the court
and the court ordered this device be put in place,

BARR: And that was not the Earthlink case?

PAINTER: Again, since that was an ongoing criminal case, I don't want to mention who the Internet
service provider.,.

BARR: Well, let's not play niceties here. I'm asking, was that the Earthlink case, because that's been
teported in the newspaper, it's not some great dark secret. And 1 think you are describing the Earthlink
case, .

PAINTER: I think the problem is this is an under-seal proceeding, there is a court order in that
proceeding, I don't want ~ because it's an under-seal proceeding we could tatk about the public facts that
were argued at the hearing, but I don't want to mention the name of the provider,

BARR: I thought you said at the beginning it wasn't the Farthlink cage,

PAINTER: I did not say that. I said I don't want to... Lo
(CROSSTALK)

BARR: 1 think it is.

PAINTER: But in fact...

(LAUGHTER)

PAINT, ER: But in fact, in that case, there was not complete information given because on} y the outgoing
= or the incoming messages were trapped but not the outgoing messages, and there was some evidence to

45=0bef305a451792 7655267265 Rotada7s
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that effect that was presented to the court in the form of affidavits...
{CROSSTALK)

BARR: But that's ver:;e different from the testimony that we've had from Earthlink.

PAINTER: And what I was going to say is it's certainly the policy, as I understand, at the FBI and the
preference that if, in fact, the Internet service provider can provide that information and do it'in a timely
fashiop, that's what they'd prefer. It raises this sort of example.

CANADY: The gentleman’s time has expired. Without objection, the gentleman will have three
additional minutes, :

BARR: Thank you.

Are you saying, then, that in every ane of the 25 cases in which Caruivore has been used, the only reason
that it has been used is the Intemet service provider has told you they cannot provide the information that
you negd?

PAINTER: That is my understanding, and I defer to Dr. Kerr to also address that.

KERR: I think that that's generally the point. In fact, our favorite outcome is that, if the Internet service
provider can, in fact, provide the information to us covered by the court order, that that's what we would
like 1o do. And there's some very large Intemnet providers not too far from here,who have the entire
capability to do that.

At the same time, in some of the over 10,000 ISPs around the country you'll find some that have very
limited technical capability, their capital structure is very small, they're not ina position to buy
equipment and set up a capability for us that may only be used once in the entire business history of that
company. In those cases where they can't preform, we're prepared to take the technical and cost risk awa ¥
by bringing in our Carnivore system and employing it.

BARR: Here we go again. I guess what you're telling us is Carnivore's, sort of, the privacy advocate's
best friend, that it, you know, hey, we ~ I mean, do you have ISPs breaking down your door and saying,
"Please install Carnivore™? I don't think so, ‘

Is there any specific statute or case law, other than perhaps the Earthlink case, which is currently pending
as I understand i, that provides authority for the government to go to a provider of electronic
information, a telecommunications firm, and say, "Give us everything you have and we'll filter out what
we have"?

That's very different from the traditional rationale underlying both Title I and Chapter 206, which is the
govermment can't go in and just harvest everything on its own and then filter it out; you tell somebody
exactly what you want and that's all that you get. \

DIGREGORY: In the case to which — in the case referred to by Mr. Painter, we successfully relied upon

5/24/82 Relense - Mage 88

L L LT

IR RN TN Sy S e



& nfIs

g

the pen-register statute. And know of - and T stand corrected if someone has a correction to make ~ and |
know of no other case where an ISP has challen ged our reliance on that statute,

BARR: No, but is -- what I'm saying is, is there any statute or case law other than this one case, that as |
understand it is still in litigation?

DIGREGORY: And I'm saying we've relied on the pen-register statute successfully in this area...
{(CROSSTALK)
BARR: So you -- the Department of Justice,..

(CROSSTALK)

DIGREGORY: ... and there have been no other challenges other than the one mentioned by Mr. Painter.

BARR: The Department of Justice position is that Chapter 206 provides statutory, therefore, also
constitutional authority, I guess you would argue, that you had ~- that the govermment has the authority --
the right to go in and harvest a large category of information, far beyond simply the target, and then ilself
take out the targeted information.

CANADY: The gentleman's time has expired. The gentleman will have one additional minute.

»

PAINTER: I think when you use the term harvest, you're using a term that really doesn't apply here,
That's not what it's doing. It is only harvesting, it is only capturing the information specifically that you
allow and the court order has mandated.

BARR: But in order - I mean, this is sort of — that's what love about the Clinton administration, then
you get into this circular argument, it's almost metaphysical. You have to have some way of going in
there and finding what you're looking for, otherwise it's a non-sequitur,

KERR: Let me, as the -- part of the non-political agency here, try to answer your question directly. What
do we actually do in the Carnivore system? ‘

What we do is, we first ask the ISP to bring us the smallest part of the message traffic that would contain
the target messages, We then bring it to an interface, where, in fact, a clone of that reduced set is made.
The regular message traffic goes on, unimpeded, to the legitimate recipients of it, We then filter the
cloned stream of information and the packets that do not pass our filter, because we're not allowed to
record them, in fact, vanish at that point. The only thing that passes our filter are the packets with the
agpmpﬁate addressing information to meet the court order. And I think we've demonstrated that s number
of times. '

In fact, we appreciated your visit, some months ago, when you saw it, As to...
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{CROSSTALK)

BARR: When I saw what?

KERR: When you were at Quantico, some of the demonstrations we gave you, were, in fact, of these
capabilities,

BARR: That was years ago. That was on CALEA. That was like, four or five years ago, that had nothing
to do with Carnivore. ;

KERR: Well...

{CROSSTALK)

BARR: Well, T hope it didn't, because it wasn't described to me as Carnivore,
KERR: Hadn't been named yet, perhaps.

But the point is that we're not scanning the full message traffic passing throu ghan ISP In fact, to do it
effectively we want to use the smallest subsst of that. A very sophisticated, larger ISP will, in fact, give us
the ultimate subset, which is the target messages, and we would have to instal] nothing,

In some cases, we have to provide technical assistance by putting our system in the ISP in order to do that
final filtering.

CANADY: The gentleman's additional time has expired,

T'want to thank all the members of this panel for your testimony. I think we've had good presentations in
your testimony. And the questioning period has been, I think, very helpful.

e

We will have additional questions, as I indicated in the outset, and we will do our best to send those to
you very soon. And I would ask that you do your best to respond to us within g very short period of time
afler you receive the letter of which we will send with the questions. Again, we thank you for your
testimony and your assistance to the committes in this oversight responsibility.

And now we'll move to our second panel. And { would ask that, as people are exiting the room and

coming into the room, 1o iry to be as quiet as you can, because I'm going to proceed with the introduction
of the members of the second panel as they are coming forward 1o take their seats.

The witnesses on this second and final panel of today's hearing will discuss privacy concemns and
concerns for network security raised by the use of Carnivore,
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Our first witness on this panel will be Barry Steinhardt. M. Steinhardt is the associate director ofthe
American Civil Liberties Union,

CANADY: Next we will hear from Alan Davidson, who is the staff counsel for the Center for Democracy
and Technology., -

Following Mr. Davidson, will be Tom Perrine, Mr. Perrine is a principal investigator for the Pacific .
Institute for Computer Security, He is also the manager of security technologies for the San Diego Super
Csmputeg Center, .

Robert Com-Revere will then testify. Mr. Com-Revere is an attorney at Hogan and Hartson, specializing
in First Amendment, Internet and communications law. Mr. Com-Revere is also the co- author of a
three-volume treatise entitled, Modem Communications Law. We have heard from Mr. Com-Revere on
this subject previously.

Fallowing Mr. Com-Revere will be Matt Blaze, a research scientist at AT&T Labs. M. Blaze specializes
in the architectural aspects of security and trust in large~scale computing and communication systems.

Stewart Baker, an attorney at Steptoe and Johnson, will then testify. Mr, Baker represents major
telecommunications equipment manufacturers and carriers in connection with the Communications
Assistance for Law Enforcement Act and law enforcement intercept requirements, Mr. Baker was the
general counsel of the National Security Agency from 1992 to 1994,

Finally, we will hear from Peter William Sachs. Mr. Sachs owns ICONN, LLC, a small Internet service
provider based in New Haven, Connecticut. «

Iwant to thank each of you for being with us here this afternoon. | would ask that each of you do your

very best to summarize your testimony in no more than five minutes. Without objection, your written
statements will be made a part of the permanent record of today’s hearing.

So we will now tumn to our first witness of this panel, Mr. Steinhard.
STEINHARDT: Thank you, Mr, Chairman.

'want to thank the committee for the opportunity to speak here today. I'd also want to thank you for so
expeditiously calling this hearing,

As I think the prior testimony made clear, we are dealing with an extremely important issue, and one that
bears a great deal of scrutiny, more scrutiny than even this hearing will aliow for.

Let me begin to put Carnivore info some context. To my knowledge, Carnivore is unprecedented in the
history of doraestic communications surveillance. Never before has law enforcement installed a device
which accesses all the communications ofa service provider's customers, rather than only the
communications of the target of a particular order, Never before has a law enforcement agency claimed
that it shonid be granted access to all communications passing through a service provider's network based

I O SN v v
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on an unsupervised promise that it will not stray beyond the confines of its authority.

Carnivere is roughly equivalent - 8s a number of the members have suggested, it's roughly equivalent to
a wiretap, capable of accessing the conversations of all the phone company’s customers or o nse the
analogy that was offered before, when it su ggested that the to and from which the Carnivore box uses as
the key to Iook for which messages to record, the analogy of a letter, this is the equivalent of going to g
post office and stationing an FBI agent there, looking at the addressing information of every letter thay
goes through and then picking out those which it wishes to record either the addressing information or to
open up and actually look at the content.

Now I mist say, { want to comment on one thing in this section - one thing that you were told about
carlier this morning, and that's this audit trail that for the first time we've heard about — thig audit trail
which apparently we are told records at least what the filter settings are and some of the traffic
information,

I think there are probably a number of thin gs that are worth noting about this audit trail, First, this
apparently was created only recently, and I would suspect created only after the public disclosure and
discussion of Carnivore. But, secondly, I think it's worth noting about the audit trail, is that it's only of
use in a very limited number of cases, that it really provides very little in the way of assurance.

I's, for example, not available in cases where there is a trap- and-trace or pen-register order. Who is going
to look at this? They're not required to tum over even the audit trail to a judge.

It is, as a number of the members suggested earlier, not particularly helpful if the conversations or the
addressing information that has been recorded - picked up, is of an innocent third party, not the subject
of the order, not someone who's being prosecuted.

1N

STEINHARDT: They don't have a defense attormney, they don't have an opportunity in which to contest
that, I think that what the discussion about the audit trail suggests is that you need to look very, very
carefully at all these details, :

It's hard to imagine how the operation of Carnivore can be squared either with the Fourth Amendment or
ECPA, which was adopted to implement the Fourth Amendment in the context of electronic surveillance,

The very premise of the Fourth Amendument is that searches should be narrow and targeted so as to avoid
the intrusion into the privacy of persons who are not engage in a crime or for whom law enforcement does
not have reasonable cause to believe that they are engaged in a crime.

In recognition of this, ECPA requires the government to specific the person who's the target of the
investigation, crimes under intvestigation, the panticular systems from which the communication is to be
accessed. They place on the provider of the communications medium the responsibility to separate out
the communications of persons authorized {0 be intercepted from other communications,

Law enforcement is required to minimize the inception ~- the interception of non-incriminating
communications of a target of a wiretap order, Carnivore is not a minimization tool, as been suggested.
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Now, I think it's fair to say ~ and I urge you not to take the leap today to think that this is a settled
question. I think it's fair to say that the Congress never contemplated or authorized a wiretapping scheme
that allowed law enforcement to access everyone's communications, that had the potential fo access an
urdimited number of communications, only a small fraction of which involve criminal activity, and that
targeted entire communications network rather than a particular person’s communications,

The questions Mr. Barr asked are exact] y the right questions, What is the statutory authorization for
Carnivore? What in the statute, what in ECPA, what in the Constitution gives law enforcement, gives the
FBI the authority to insist that a service provider install Carnivore? I think that's an extremely important
question which is not answered by one case, which we know very liftle about other than the back and
forth in the public and to some extent before this committee - that we know very little about and that
never went higher than one feders] magistrate. :

Now, the FBI has two responses to the concerns that have been raised by Carnivere, First, they assure us
that they can be trusted to strictly adhere to the Constitution and statutes, Second, they argue that they're
being hamstrung by new technologies and that Carnivore is necessary {o conduct successful
investigations. Let me first address the "trust us” argument, *

The FBI has a very checkered past when it comes to fidelity both to the Fourth Amendment and First

?ﬂ‘aﬂ?‘:ﬁ \

Amendment rights of Americans. As a number of you pointed out, we all know about the wiretapping of o

Martin Luther King and other leaders of the civil rights movement and the more recent cases where there
has been illegal surveillance of political figures,

But even if you assume, for the sake of argument, that FBI officials, FBI agents are not going fo engage
in 2 bald criminal violation of law, I think you need to look at the recent history of the FBI, which tells us
that - the recent history tells us that the FBI cannot bs expected to keep its promises on communication
surveillance history, Recent history tells us that we can fully expect the FBI to push the envelope of the
wall -- as they have done in this case by pushing the envelope of the trap-and-trace laws, for example, 1o
claim that Carnivere is a permissible fesult and to eventuslly break out of the envelope of the law,

Let me give you - let me give you some examples.

! think best example - and T detail this in the appendix to my testimony, I go through & good deal of this
history, but let me give you one example. When Congress passed the Communications Assistance to Law
Enforcement Act that was referred to here earlior today, CALEA, in effect a bargain was Struck: In refum
for requirements that new networks he constructed to preserve the then-existing capabilities for law
enforcement, law enforcement, the FBI in particular, agreed not to use the new law to force service
providers to provide it with new surveillance capabilities or with greater capacity than then existed.

Simply put, the FBI has not kept its end of the bargain. The CALRA implementation process has been
characterized by an FBI power grab. As I detailed in my - in the appendix to my testtmony, the FBI hag
consistently sought greater capacity and new surveillance features than existed in 1994, In some cases it
has sought capabilities that were specifically promised to the Congress that they would not seek.

Now, I will only given one example of this. Others are in my testimony. But I think this example is worth
fastening on for the moment.
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When CALEA was considered, the FBI explicitly told the Congress it would not use the new Jaw to seck
to tum cellular telephiones into location tracking devices,

STEINHARDT: Director Freeh testified that, quote, "There is no intent, whatsoever, with reference to this
term” —~ parenthetically this term meant cal set up information ~ “to inquire anything that could properly
be called tracking information "

Well, whether or not that was Director Freeh's intention in 1994, it quickly became the FBI's policy in
c 1995, And the FBI has fought tooth and nail — first with the celtular telephone industry, then with -
before th¢ Federal Communications Commi ssion, and now in the U.8. Court of Appeals for the District of
. Colombia, fought tooth and nail for the proposition that CALEA, in fact, does require the cellular
operaters to provide it with location tracking information.

Now, on the question of the supposed new circutmstances that require Carnivore, first, you're going to
hear testimony from the Intemet service providers here today and you've already heard a pood deal from
them in the press, that they are willing and able to provide law enforcement with a narrow targeted sef of
communications to which law enforcement is entitled,

They can perform the segregation of communications that is the equivalent of providing access to
dedicated line; there is no need to resort to Carnivore. And Turge you not to simply trust on faith the
suggestions of the witnesses that you -~ that you heard earlier toda ¥, that there have been cases that other
service providers cannot provide them with that information,

Once again, we're in the position of, "Trust us, we know how this black box works," or in this case, "We
know that the service providers cannot give us this information without resorting to this black box * The
only case that we know anything about in detail, and not man y details, because these matters are all under
seal, because these cases ail come up exX parte -- these request for orders come up ex parte, is Rarthlink.

And it was quite clear this mloming -- this aftemoon, rather, that the witnesses from the govemment were
not prepared to ask you to do much more than trust us, there are cases,

CANADY: Mr. Steinbardt, you're now at 10 minutes. So if you can conclude, because - let me just
explain to all the members of this panel. This subcommittee has another hearing. That's not minimizing

the importance of this in any way, but we do have a hearing on a proposal that Mr. Frank has introduced,
which we are moving to after this, SRR

So to the extent that you can really stay close to that five minutes, it would be beneficial, given the size of
the panel,

FRANK: Mr. Chairman?
CANADY: Yes?

FRANK: Is it the intention of the chair to adjourn this hearing and go to the next one at 47

5/24/82 Release - Page §4
of 76

N VIO A ANV s e



LEXIS®-NEXIS®

1 of 76

PR T A R TR SR AN A I R P U )

CANADY: It is the intention of the chair to hear the witnesses and fo have one round of questions, and
then go to the next hearing.

FRANK: Thank you,
STEINHARDT: Well, I'll stop there, and allow the rest of the panel to speak, then,

CANADY: Thank you, Mr, Steinhardt. B

»

Mr. Davidson?

DAVIDSON: Hi, I'm Alan Davidson, with the Center for Democracy and Technology. Pd like to thank
the commiittee for holding this hearing, and commend you for your continued thoughtfu! exploration of
the Fourth Amendment and cyberspace, & very important issue today.

CDT is a civil liberties group, and we're concerned about Caraivere for at least two reasons: first,
because Carnivore itself as it's implemented is very problematic; and, second, because Carnivere raises
broader issues about the need for greater privacy protections in our increasingly outdated statutory and
constitutional framework that governs our surveillance and privacy laws.

Just to start with the first, the questions about Caruivore. ] think th_e threshold question for Carnivore is
that it has -- Carnivore has access to much more iniormation than it is legally entitled to collect, How do
we know that we can trust Carnivore? How do we know what kind of leash has been put on Carnivore?

I'd like 1o, with the committee's indulgence, try to give the committee a sense of a little bit of what we're
talking about with packets, here. Fve got a couple of slides that I'd like to put up quickly.

Let me just give a couple of disclaimers. These are captures of actual real packets, And for those who
didn't bring their opera glasses, these are actually -- should be in your packets. They're the - and for folks
1 the audience ~ they're the last three pages of my testimony,

These are examples of real packets that have been captured from CDT's network with a very crude tool. ©
That's a tool that may not look anything like what Carnivore looks like, but I thought it'd be helpful for
the committee to at feast get a sense of what some of the things that we're tatking sbout look like and how
hard it is to do some of the things that Carnivore says it's doing, and how hard it is, maybe, to trust
Carnivore,

DAVIDSON: And to start with, this first packet is a sample e- mail message - actually a real e-mail
message that I sent to Paul Taylor, subcommittee counsel, on Friday and was captured off of our web site
~ off of our network,

What's interesting -- this is what a packet sniffer does to a packet. It, kind of, breaks it up into different
pieces that can be understood. And there are, sort of, really — sort of two chunks to this information. The
first chunk is the stuff at the top, which g lot of people call the header information, which contains a lot of
the addressing information and description of the packet. The second half of it is what | call the data part,
or the payload of the packet. And that includes the data, the text, the content, if you will, of what we're
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talking about,

And so in the context of this Mmessage, there's actually a very simple answer if we're talking about a pen
register and we want to know the tog and froms, the origins and destinations, the numbers, if we're going
to extrapolate pen registers onto the Internet, there actually is, sort of, a very simple answer at the top here
about where this packet is coming from and where it's going to. It's that first address, which is the yellow
address, 207226, which actually happens to translate into the computer at CDT that I was using. And then
there's a destination address which is in red there, which is that 216 address that happens to be CDT's

mail server,

And that; if you just took it on its face, would be the very simple header information -- the numbers of the
address that it's coming from, the address that it's going to.

What we're hearing about Carnivore is actually Carnivore's trying to do something a Hetle bit more
subtle, trying to get more information. The problem is, this is kind of difficult on the Intemet because
origin and destination is very context-dependent. It depends on where You are on the network, and what
level of the protoco] step -- what you're trying to do within the -~ where you're Jookin g within the packet,

And so in this case, it's an e-majl message. And you can see that the content of the e-mail message
includes the lne, "to Paul Taylor, mail that has the come from Alan Davidson,* That's the to and from
information that the FBI js seeking fo get. And so what Carnivere really needs to do is dig in to the
content of this packet, anal yze it, and ferret out this to and from information which is what the FBI 8ays
they want to get.

And 1 raise that just because, to think that this is a simple thing; to think that this is Just information that's
sitting on the top here and we can just pull off, is not to get the concept here, T thint if's a very subtle
thing, it's a very difficult thing, and it requires g lot of analysis,

*

Let’s just skip real quick 1o that - well, there's a second example which is an example of Chairman
Canady’s web site - a similar situation. There's a to and from IP address at the top, but to actually geta
Iook at what site I am visiting, what is the destination of this traffie, you have to look into the content of
the packet. I this case, www house.zov is the server, the host, and Canady p. 74 is the - is the actual

page that I was looking at at the fime.

Now it's reassuring that the FBI says that they are not - that Carn ivore right now does not actually seek
out URLS, the web sites that people are visiting, but if one's 20ing to extrapolate this notion of numbers
dialed into something that Jets you get the origin and destination of Internet communications, it seems
reasonable that this is the next thing they're going to look for.

And that becomes even more problematic, If you can £0 to the third slide, very quickly, [ know I'm
running out of time, this is a copy of a web packet. This is a web search that we do that looked at
BarnesandNoble.com's web sita, 1 did a search for a book -- this happened to be a book on prostate
cancer, for no other reason than my personal interest -- someone in my family - and | Just wanted to show
you what the URL looks like for this,

visitihg, they
, op@BamesandNoble cony. They also get
the page that I'm Iooking at, which is a book search, that is for prostate and cancer. You can imaging, this

could be - you know, I could be locking for all sorts of things. I could be laoking for sites about religious
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topies, or political topics, or social topics, and all of this gets listed in this pen register for the Internet,

And so, I think ~ I realize I've gone over my time already here, but I think the point that I'd like 1o try to
make is that, you know, some of these things, these rules that we've come up with, like pen registers, we
came up with in the old context, the telephone context, for example. And the idea that digits dialed were
something -- wag something that wasn't as sensitive was what drove, I think, Congress to create this
extremely low standard for access.

DAVIDSON: And I think Congressman Nadler's really on to something when he questions what the
standards are, There's a very big difference between a reasonable - I mean a relevant standard and a
probable cause standard in the pen~register context. ' :

And I think there's a Breater example -- so, when we talk sbout Carnivore, we've got a lot of concems
about how it's being used. I would just summarize to say we are concerned about the fact that it needs to
be opened up for the world to see. There needs to be an open source methodology used here so that we
know exactly which pieces of the packet Carnivore is looking at and how it's doing its searches.

Second of all, we think that there ought to be a bit more control in the hands of the ISP. The ISPs are the
peaple who are in the best position to do this balancing test,

-

And, finally, T think all of this points to the need for Congress to revisit some of these basic protections.
The question of whether or not the pen register should be applied to the Internet is just the tip of the
iceberg. The home has exploded; there's all sorts of information that used to be kept in the desk drawer
that's now being kept out on the network, The law does not protect that information well. We need to
revisit this,

The White House has taken a good first step, We're Tookin g forward to working with everybody. That
step doesn't quite go far enough, but we really want to work with folks to try and improve the privacy
protections here, :

Thank you very much for your indulgence,
CANADY" Thank you, Mr. Davidson.
Mr. Perrine?

PERRINE: Mr. Chairman and members of the subcommittee, thank you for mviting me to testify on the
subject of Carnivore and the Fourth Amendment. I believe that the current debate over the FBI's new
digital wiretap tool commonly known as Carnivore is really sbout the risks in attempting to simply
translate the policies, law and practices of telephone wiretaps to the digital realm of the Internet,

Today's testimony has shown over and over again that there are -~ that these differing interpretations of
old law, as applied to the Internet, may be leading to problems,

The debate should not be about this specific program, The real issue is how the government is atlempting
fo extend its lawful access to the Internet. In the process of applying old faws to the new media, the
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privacy of citizens may be eroded in ways not intended or permitted under current wiretap laws,

In my career in computer security, P've always been an advocate of personal privacy, varestricted access
to strong encryption and less government oversight and intervention in the lives of law-abiding citizens.
Due to my work at the Super Computer Center, I also understand the need of law enforcement to be able
to intercept traffic. We spend an awful lot of time detecting, analyzing and tracing computer intrusions,

But this is about balance, The needs of law enforcement and privacy are not mutually exclusive. There
can be a balance between them.

Earlier this vear, while I was visiting the FBI to discuss critical infrastructure vulnerabilities, { was
invited to see Carnivore, although we didn't know it by that name. In technical terms, Carnivoreis a
high-speed packet sniffer with very aggressive filtering capabilities, It does examine all of the data
packels passing through a network and filters out the data that does not meet its filtering criteria. This is
very similar to tools that are already available in private hands, Every network administrator uses a packet

sniffer in diagnosing problems. Carnivore has new functions in the way that it can aggressively filter and
perhaps in the speed of the networks that it can monitor.

Carnivore does not appear to be a maonitoring infrastructure - and somsone did use the word Echelon -
capable of real-time monitoring of farge numbers of phone calls. It does appear, on its face, to be a too]
specifically designed to meat the rigid requirements of a Title III wiretap order or pen-register order.

Recent news storfes have compared Carnivore to & trunk-side wiretap, which is monitoring system that
allows monitoring all communications running through a phone office, just to find the calls related to a
suspect. Congress rejected the use of trunk-side wiretaps more than 30 years ago because they mix
comunumications of the innocent with those of suspects. This is an interesting comparison, but may be
flawed. Carnivere does at a fundamental level intercept and examine all Internet traffic, but it only does
that in order 1o select or reject data based on its filtering rules. .

occurred? Does the examination and the privacy violation occur if s program compares the intercepted
data with its filter and then rejects the data, or does the examination not truly ocour until the data
by a human being or if this is stored for later processing?

This also comes into play - this irying to use an analogy of the old telephonic system into the Internet -
we've tatked a lot today about pen registers, which the purpose is to require - to acquire the phone
munbers used, And we've also heard testimony that that is functionally equivalent to the 1o and from
e-mail addresses, Are they the same? Actually, I think not.

But Carnivore is just a tool and its capabilities must be considered in the context of how it could be used.
Carnivore, with no filters, appears to be capable of gathering all of the information passing through the
network that it monitors, There's nothing to stop a person from Carnivere technically -~ using Carnivore
to monitor all the network traffic passing through an Internet service provider if they had the capacity,

it's installed or the true capahilities of Carnivore without examining the source code of the system during
installation and the filters during the monitoring process.

The ACLU and others have called for publication of the course code of the Carnivere system and their
arguments are compelling.
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PERRINE: However, a one-time publication or review of the source code, even by an independent

verification validation organization

assurances that the Carnivere program actually installed on an ISP was built from the sources that was

reviewed.

Carnivore is also under constant development, so the source code snapshot that was reviewed would be
ut of date within a few weeks. So unless you're planning on having an ongoing independent verification

validation process, you'll never know that what was installed was actually what was reviewed, And there

is no source code review that would indicate the filters that were installed in Carnivore at a given ISP on

a given case.

So, in conclusion, Carnivore does appear to be both a tnunk-side wiretap and an attempt to bring limited

wiretap capabilities to the Internet.
considered, Old laws often breskdo

And applying these old laws, may unintentionally erode constitutional protections in unintended ways.

Law enforcement may need appropriate legal access to Internet comununications under limited

circumstances, but this access must
safeguards are maintained,

Thank you.

CANADY: Thank you.

Mr. Com-Revers?

CORN-REVERE: Chairmar Canady and members of the committee, thank you for inviting me back to

testify on this important topic.
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» would provide only a snapshot of Carnivere's capabilities, with no

It does have long-term implications for privacy that must be carefully
wi when applied to the Internet, and I think we've seen that today.

be properly controlied and monitored to ensure that constitutional . . __ .

Rather than try to paraphrase my written submission in five minutes or so, Il dispense with that and just s

try to address some of the points ab

witnesses, Il just try and touch on two or three points related to what, in my experience, was Carnivore

in its natural habitat,

One of the first points that was made is that Carnivere is used in only very limited ways; that i's used
only when an Interet service provider either cannot or will not comply with a court order.

In fact, Mr, Painter testified that in the one challenge that he's aware of, that incoming e-mail addresses,
but not outgoing e-mail addresses were received, that then required the government to move forward with
the installation of Carnivore. That's not quite what happened in that case.

In the case in which I was involved

and trap-and-trace order. It's simply taken as a given, the ISPs are obligated, under the terms of the
Electronic Communication Privacy Act, to comply with lawful orders of the -- lawhul court orders to
provide information, but at the same time, they're required to protect the privacy of their subseribers.

out Carnivore that were discussed in the testimony of the government

, the ISP did try to comply with a lawful court order, the pen-register

£/24/02 Release~ P!




http:/iweb. lexis-niexis.comn.unt

In this case, the solution that the ISP put in place did get all of the outgoing - excuse me -- alf of the
incoming ¢-mail addresses, and it did supply a smaller number of outgoing e-mail addresses to the
government. They were dissatisfied with that, saying there must have been more cutgoing e-mail
addresses.

In fact, we tried to explain, that they're any number of reasons why there may be fewer oulgoing e-mails,
then there were incoming e- mails. For example, the target of the investigation might have useda
web-based e-mail source, rather than using his own resident program. But nonetheless, the U.S. marshals
were dissgtisfied with that solution and informed the ISP that they were coming to install Carnivore
within two days. That's what prompted the court action that led to the magistrate's order.

I'believe, Mr. Painter then testified that, since that time the ISP has provided excellent cooperation,

In fact, the ISP has done in subsequent cases what it did in that ease, It provided and offered to provide
ways to comply with orders that it received in ways short of installing Carnivere, and since that time
Carnivore has not been reinstalled on its system.

Secondly, in response to a question from the chainman, one of the government witnesses suggested that it
was the ISP and its implementation and not the Carnivere program itself that caused a crash and
disrupted the ISP's system,

In fact, our experience was that Carnivore was incompatible with this systers, requiring the ISP to make
adjustments which led to a number of problems, that ultimately led to Carnivere being taken out, and
then the next day the order for its instaliation expiring.

+

Let me say just one other thing about that order. In fact, there was 2 magisirate’s order, stifl under seal,
that did require the installation of Carnivore.

CORN-REVERE: We tried to work out in the terms of that order what safeguards we could to make sure
that no more information could be collected than necessary. But, in fact, what the magistrate said in that
order was that he would welcome the decision on the legality of Carnivore under the existing legal

scheme to be decided by a reviewing court. We haven't had that kind of legal review yet, and I don't know .

of a case in which that may occur.

Next, the government witness talked about the number of safeguards that exist to make sure that
Carnivore does not lead to excessive violations of subscriber privacy. For example, Dr. Kerr testified
that the filter will ensure that Carnivore acquires only the information that is authorized by a court order
and suggested that it would be necessary to obtain the assistance of a technician or even perhaps the
assistance of the ISP to alter the programming of Carnivere so that a rogue agent might gain information
to which he or she is not entitled.

F'm not a technician, so I can't really address that point, but I can say that in the case that I was involved
in, I was told that Carnivere would be accessible remotely by govemment agents and that the
configuration of Carnivore could be changed with the flip of a switch, Maybe that's correct, maybe it's
incorrect, I don't know. It does suggest, perhaps, that the proposals that have been discussed earlier for
independent review of Carnivore really are in order.
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Next, we're told that we will be protected from invasions of privacy because there is an audif trail that
makes sure that the filter is correctly set to correspond to what is authorized by the court order and that
that will be available with the evidence in a prosecution. But in fact that's a safeguard that exists only if
there is a prosecution, and the safeguards that exist under the law primarily exist for Title I interception
orders, not for trap-and- trace orders.

There is no requirement fo notify the target of a surveillance in a trap-and-trace situation that that
surveillance took place. So if — there's no way o ensure accountability in that circumstances,

¥

As I had mentioned in my April 6 testimony, surveillance was undertaken briefly with Carnivore
pursuant to a trap-and-trace authorization, which, as many people have noted here today, is available only
with a showing of relevance -- certification of relevance by & law enforcement authority; there is no
requirement of probable cause necessary.

I'believe Congressman Bachus asked whether or not Carnivore has been used for violations of any other
laws, such s antitrust laws or consurser protection Jaws or anything else. The response was given that
Carnivore can only be used in the event that there are specified federal felonies as set out in Title [{L

As a matter of fact, that's true only for Title HI intercept orders, You're not required -- or you're not
limited in the use of Carnivore, in the event that it's being implemented in response to & trap-and-trace
order, 10 the felonies that gre specified in Title 111, All that has to be shown isa certification that the
prosecutor or the law enforcement agent involved believes that the uss of Carnivore would be relevant

and the information gained would be relevant to an ongoing criminal investigation.

The rest of what I have to say is really just paraphrasing what Pve written down and that's already
submitted. And I'Hl just leave it at that and be happy to answer your questions later,

CANADY: Thank you, Mr. Com-Revere.
Mr. Blaze?
BLAZE: Thank you, Mr. Chairman. oy

I should point out that my comments here don' necessarily represent the viewpoint of my employer. I'm
here, 50 to speak, on my lunch hour to provide the scientific and technical perspeciive.

My interest in the problem of intercepting traffic on the Intemet for anal ysis dates back to my doctoral
work, where I built a system to collect traffic that [ would analyze as part of my dissertation work. What |
discovered then, and what's certainly become even more the case as we've gone 1o higher speed and more
complex kinds of networks with more protocols running on top of them, is that the problem of collecting
data from Internet packets, from the packet level, is a very subtle and difficult one. ‘

BLAZE: So my comments today address the question not of how do we ensure against the possibility of
malice or misdeeds on the part of law enforcement, but starting from the premise that everybody is acting
with good will and honest - and perfectly honestly, even still it's difficult to be sure that the tools being
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used to collect information from packets, in the way Carnivore does, are behaving faithfully and reliably,

In particular, there is a strong possibility that omissions of collected data or garbling of collected data
could cause misleading results that could put information collected out of context, or collect data
inadvertently that should be attributed to another source or destination than it may initially appear.

There is no systematic way, unfortunatel ¥ — we in the computer security community leamed this over and
over again, these are bard- won lessons — there's no systematic way to deal with large complex systems of
software, particularly when the function of the software is security-critical. Certainly, Carnivore isa
securify-critical function.

g

One of the particular difficulties of managing complex secure systems is that very often they fail silently.
They fail in a way that leads the observer to believe that they're working properly, but, in fact, subtle bugs
mean that there are vulnerabilities or mistakes there anyway.

So we have the problem of being concerned with the reliability of data collected by a complex piece of
analysis software, and the problem of ensuring that something connected deep within the infrastructure of
an Intermet service provider isn't itself vulnerable to external tampering or could itself be - have contro}
taken over by a malicious third party who is able to get access (o it by exploiting some bug.

There're two ways that we stumble along in trying to assure ourselves that complex systems that we want
to rely on are. in fact. trustworthy. One is by focused review by experts by audits, and | cerainly want to
strongly advocate that the kind of focused review by independent experts that was discussed in the first
panel be done. But there are limits to what a limited set of experts can ever discover, We discover again
and again that even afler a security audit, new information comes out about the environment in which the
software may be used or something may have been missed by the panel of experts that could only be
known by widespread publication of the source code and defails of the architeciure of the system.

The security community, pretty much unanimously, supports the idea that source code should be
published for any system that performs a vital security critical function. And I think the Carnivore
system is a very good example of this,

Now, one of the objections raised to doing this in the case of Carnivore is that it might provide aid and
comfort to the targets of investigations, who might find ways to circumvent the system. ] think, in the
case of Carnivore, the existence -- the mere existence and the architectural details of the Carnivore
system don't really provide much help to the - to someone who wants to evade it. Tt's very mich like
knowing the details of how a tape recorder works doesn't help you know that there's actually a
microphone that's been installed in your apariment, o

Instead the important information that a criminal would be interested in are the details of whether or not
Carnivore has been installed in a particular place,

BLAZE: And, of course, no one advocates publishing the details -~ the operational details of specific
Carnivore installations.

So, in summary, I recormend that we -- that neither ~ that while neither focused review by independent
experts nor publication of source code are panaceas and ensure against any possible problem or abuse,

£ dS=0beEI05a451192766Fe 72657648477 -

5/24/03 Release - P:_ge 102




* So if relying on the ISP doesn't wark; if this really is a privacy problem, what should we be doing?

ER el

https/iweb. lexis-nexis.comfn.unfils

these are essential steps -~ widely recognized essential steps that certainly should be done in this case.
And | hope that will happen.

Thank you.
CANADY: Thank you, Mr, Blaze.

Mr, Baker?

BAKER: I've been on both sides of some of these debates. And I have to say I see both sides of this one, |
think in some ways, both sides of this debate are stuck in a ~ in the telephone werld. A lot of the
witnesses, some of the questions, suggest that maybe we could solve this problem by having ISPs take
responsibility for doing these intercepts themselves.

And actually I think the FBI has got this about right. If the ISP wants to do it, then they should do it. But
if you take an ISP -~ a small ISP, and tell them, "You have to do it," they're going to treat this like an
expensive unfunded mandate. And there's no reason why they're going to do it more enthusiastically or
more privacy- protectively than the FBL In fact, there's going to be less oversight.

This is not the phone company that could just hire somebod ¥ 1o do the wiretaps every day and add it to
the rate base. They're not going to be doing what people saw the phone companigs do by way of
protection if they're small ISPs and they don't want to have this role. And ['l] tell you there's plenty of
ISPs that really don't want this role in spite of the noisier ones who do, ‘

But I think the FBI and the Justice Department are also tiving in the past. To say you don't have an
expeciation of privacy in information that is in the hands of 2 third party in the Internet age is just crazy. 1
mean, our entire lives are in the hands of third parties.

To treat the to and from lines in e-mails as though they were just the same as the phone numbers that you
dial is also bizarre. We know that the phone company collects those phone numbers because they send us
3 bill with those phone numbers every month. No one expects the ISP to be collecting our to and from
lines, especially not the from line. They don't use the from ling to deliver the message, you know. That's
Just content, and they should get a Title Il order to collect it.

I guess I would say a cauﬁle of things. First, as Mr. Nadler suggested, we ought to be sending notice to
people when they've been subjected to this kind of intrusion. We have a system right now that protects
the privacy of the crooks, but not the innocent people who are investigated.

You know, if Mr. Davidson were under investigation -- he sent that e-mail to Mr. Taylor. The next step
that the police would take would be to put a cover an all of Mr. Taylor's e-mails in and out. It's perfectly
relevant to their investigation. They want to know whether he's also corresponding with other crooks that
they're investigating, So they're going to have 60 days or 120 days of Mr. Taylor's in and out e-mail, just
gu;omatig:aiiy. And he'll never know it, because he's not going to get indicted and get to see that
information.
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There ought to be notice. Only you guys can make that happen.

There ought to be oversight, The audit provisions, again, are very protective of crooks, but not of
innocent people. The criminal defense attorneys are going to get fo see this and they're going to be abls to
follow that audit trail, but Mr. Taylor, if his e-mail has been intercepted, isn't going to get a chance to see
that audit. There needs to be somebody who will do that audit on behalf of ordinary citizens; we shouldn't
be relying on criminal defense attornies to do that for us.

Last point, if you want to do something about this, you probably ought to do it pretty quickly. That's
because Carnivore's not the only way in which this is going to happen. The Communication Assistance
of Law Enforcement Act had a provision that said, well, everybody has to provide trap-and

*“lrace~-capability, The FBI has said that means packet data carried by carriers has o have a trap-and- trace

BRSPS F)

capability. The FCC has said, We're telling everybody, you've got fo have something installed -- all you
carriers have to have the capability of doing this trap-and-trace by September of 2001.

BAKER: We aren't going to tell you how to do it, but we're going to tell you you have to have it done by
then.

There's only one - well, there's two ways to do it: either let the FBI install Carnivore or you go out buy
Carnivore on your own, I'm not sure those are really the only solutions that we want to have carriers
have, but unless the FCC backs off of its deadline and its current mandate, that's what's going to happen
and i1l be too late to install a lot of controls.

Thank you,

CANADY: Thank you, Mr. Baker.

And last, but not least, Mr. Sachs, and I apologize for not having more table for vou there,
SACHS: That's OK. I'm going to be very brief in the interest of time.

My name is Peter Sachs, and I'm the president of ICONN. We're 2 small Intemet ’seﬁ'ice';jmvider based in
New Haven, Connecticut. And { believe I'm one of the small ISP that Mr. Baker may be referring to,

We do have the capabi!it}} -~ in fact, any ISP has the capability of supplying the FBI with exactly what it
wants in a more aceurate, more efficient and more private manner, because we have absolutely no need to
look at anybody's information, except for the actual target,

FRANK: Mr. Chairman, could the witness speak up a little more, please?

SACHS: Any ISP can do this, in as little as two lines of programming code. It doesn't require any
machine. It doesn't require any specialized programming skills, beyond the programming skills of a
normal system engineer at an Intemet service provider.
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To confirm this statement, I asked my system engineer to set up a system to monitor all of my
communications. And in less than hour he was able to see everything that was sent to me or from me on
his machine in clear legible text. So there's no need for any specialized machine or any, sort of|
specialized knowledge to be able to do this.

Carnivere also creates an extreme security risk for an ISP. To allow a third party 1o attach a computer,
especially a secretive computer that's accessible from a remote Jocation, to an Intemet service provider is
unheard of. It just provides any hacker out there with yet one other doorway into which they can enter
your network, and essentially destroy your network along with all of the data of all of your customers.

K

Carnivore also presents a performance hit for an ISP, The moment you intercept all information flowing

© over an ISP's network, which is what Carnivere does, it causes a bottleneck. Bottlenecks cause

stowdowns. As all of you know, the Internet is already slow as it is; slowing it down even further, doesn't

‘help matters much,

Lastly, it may have a chilling effect on the infonmation that my subscribers or any ISP subscriber sends
over the Internet. If you're not going to send something because your afraid of its content or perhaps just
its destination, it raises very valid First Amendment concerns,

If the ISP gathers the data for the FBY under a court order, the FBI can't possibly see anything it's not
supposed to see, because they're only getting what we give to them. If the FBI does the work, they at least
have the ability to see anything they want, and they do, in fact, have the ability to see anything they want.
The former method protects privacy and the latter method invites abuse.

Since the ISP can provide the ISP with exactly what it wants, without imposing upon the privacy rights of
all the subscribers, why Carnivore? Why use the most intrusive means if the loast intrusive means are
readily available?

Thank you.

CANADY: Well, I want to thank all the members of this panel for your very helpful testimony.

1 just have one question, related to Mr, Sachs’ testimony. Mr. Sachs has testified Iﬁat.doing tiag

o

interceptions or executing a trap- and-trace or pen-register order is a simple matter for any ISP; can be
done in an hour, just a little programming and there i is. Now, that's not consistent with what the FBI has
told us their understanding is.

And let me ask - I guess maybe Mr. Blaze and Mr. Perrine would be two who might be in the best
position to give me your take on whether it's closer to what Mr. Sachs says or exactly as Mr. Sachs says
or what the FBI has had to say on that. ‘

Is it as simple as -~ and I'm not trying o be ~ single out Mr. Sachs here, but that's a fundamental question
for us to look at. Is it as simple from ~ in your understanding as Mr, Sachs has presented it, or doss he
have a programmer that has special expertise that other ISPs might not have?

PERRINE: Well, I can address that from the standpoint of tracing computer intrusions and attempted
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intrusions, I would say probably 30 to 50 percent of the ISPs that we contact don't keep much in the way
of logs. We tend to deal with a lot of the smaller ISPs, we tend to see the same ISPs - the problematic
I[5Ps over and over again,

I think that it's fair to say that many ISPs could solve this problem if they were motivated to, but it's not a
profit center. They aren't making money cleaning up or preventing computer intrusions at other facilities
and they certainly aren't going to make any money providing information to the government,

PERRINE: They're not financially motivated to do it. Some of them have the technical capabilities, and I
would have to say that there are some of them that do not.

CANADY: Mr. Blaze?

BLAZE: Sir, I'd just like to -~ from a technical perspective, the answer is like most subtle, technical
questions, It depends.

The problem with a system like Carnivore, from the point of view of complexity, is that it has to be
general purpose; it has to work under a wide variety of operational conditions; and jt has to work to
colicet a wide range of kinds of information, depending on what the court order is asking for.

Some ISPs may already have in their network, for example, logs of information. They may have, for
example, port replication capabilities on switches that allow them, much more conveniently than an
external 100, 10 collect the kind of data that Carnivere or a Carnivere-like system could only collect
with some trouble and with some difficulty assuring yourself that it's operating correcily.

>

In other cases, there may not be the exact capability required, so, it depends.

PERRINE: If I could just add - if the equivalent of Carnivore were available in open source, that would
make the -- that would lower the barriers to entry for the smaller and less technically capable ISPs to
provide this information. :

And I think that this is something that is quite feasible. It's not a six-day project, it's not a six-year project,
it's probably on the order of I think maybe three to nine months at the outside for the open source
community to reproduce large parts of the Carnivore system. And that would make it eisier Yor smaller
ISPs to provide this information themselves.

DAVIDSON: Could  just jump...
CANADY: Ms. Davidson, sure.

DAVIDSON; Perhaps part of the problem in coming up with an answer is that we don't know exactly
what Carnivore is doing. There seems to be a certain subtlety of analysis that the FBI is seeking. And
perhaps the FBI's interpretation of what numbers dialed on a telephone is, in terms of extrapolating it to
the Infernet, might be different from what many of us would think it would be,
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So we really — it's hard to answer the question about whether ISPs can do what Carnivore does until we,
sort of, know what Carnivore doss.

CANADY: Well, I understand that, But i also understand the FBI's problem with making the source code
publicly available if there are proprietary interests there. [ mean, there are other people's rights that have
to be taken into account if they've used proprietary information in developin g that. So that’s — I dont
know how you resolve that. It may be that you just develop another product that could be used in the way
that Mr. Perrine described it

Iwant to conclude my time by thanking all of you for your contributions, They have been very
interesting. And I would — I will also ask that you be open to receiving questions from the committee and
responding in writing, if the committee sends you questions. That might help us as we complete the
development of the record for the hearing. But we thank you very much.

And I recognize the gentleman from North Carolina, Mr, Watt.
WATT: Thank you, Mr. Chairman.
And in the interests of time, 'l try to be very brief; too. I've got two technical questions also.

Mr, Perrine mentioned the possibility of doing something similar to Carnivere on an open source basis,
Am I mistaken that that would create a different set of problems? Wouldn't that, in effect, make the
technology available to everybody? And you're not suggesting I walk in to Radio Shack and buy me a
Carnivore system so [ could tap into everybody's Internet?

PERRINE: Well, actually, I almost am. It turns out that Carnivere appears to be functionally similar to
network sniffers that are actually shipped with commercial operating systems and free operating systems
today. The special purpose -- or the special magic for Carnivore appears to be that it is capable of
filtering out information in ways that other people haven't had an incentive 10 write a program to do i,
and also that it can monitor higher speed networks. And I believe that that's probably where a large part
of the proprietary code is is in the very high speed monitoring,

PERRINE: And I believe that that's probably where a large part of the proprietary code is, is in the very
high-speed monitoring. o '

But, as other people have mentioned, the idea is to neck all of the large pipes down to small pipes and
then monitor those. And if the ISP can do that, then they don't need the ultra-high-speed monitoring
capabilities,

And I think Matt has...

BLAZE: Yes. I addressed some of this in my written testimony. But the important point is that there's
nothing sinister about the basic functionality of network sniffers. They're an essential tool, used by
anyone who has to administer a network, such as an ISP or g local area network administrator. These tools
are common place; they're widely available.
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They may not have the - they don't have the requirements for keeping the kinds of legal audit trails that g
system like Carnivore would have. So the additional capabilities that something like Carnivore has
don't provide additional interception capabilities, but rather provide these legal assurances and chaing of
evidence and audit trails that open source would benefit greatly from and that wouldn't provide any great
aid to bad guys.

WATT: Mr. Baker, it looks like you...

BAKER: I have to say I think the FBI is right on this. If ymi publish exactly how you're filtering this,
then people will try to write their e-mail addreszes and spoof their e-mail addresses in ways to avoid that
particular method. : ,

it’s really not the best idea to publish this. I think the likelihood that the public’s -- the open source
community is going to embrace Carnivere as 2 project is about zero, There are going to be very few
benefits from doing that and a Jot of costs,

WATT: Mr. Corn-Revere raised an issue that | want to not have him address because he's already

acknowledged that he doesn't have the technical capacity to address it, but Mr. Blaze and Mr. Perrine and
Mr. Davidson, maybe Mr. Sachs, Mr. Com-Revere raised the prospect that Carnivore could be accessible
remotely.

I think { understand wiat that means, that you could - the FBI could sit in an office somewhere else and
change the program and manipulate it from some remote location. That's what you intended, Mr.
Com-Revere?

CORN-REVERE: That's correct,

WATT: OK. Tell us whether that is technically feasible, since Mr. Com-Revere docsn'y know the answer
to that, give me - my technical experts can tefl us...

PERRINE: Actually, I believe that is the case,

€ Toa st

WATT: It can be remotely...

PERRINE: I believe that is the case. { had a very limited time to see it, but | believe that is true.
WATT: Mr, Blaze?

BLAZE: I should point out that the ability and necessity to be remotely controllable and configurable is
precisely what we, in the computer security community, are made very nervous by. That capability
potentially, if not implemented very, very carefully, could atlow an extemal attacker -- third party --to
gain control of the system and potentially do quite a bit of damage.

WATT: Mr. Davidson, Mr. Sachs, if you'll address that same question quickly, il leave everybody else
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SACHS: Sure. The remote accessibility is almost as bad as the invasion of privacy. Given the record of
hacking of government web sites, which happens almost on a weekly basis, the fact that this secure
Carnivore machine is going to be out there accessible remotely means any hacker can get into a System,

If they could get into the White House and hack that site, they can get into an ISP through Carnivore.

DAVIDSON: Changing the configurations remotely to the extent that if's possible, I mean, | think
removes part of the check that we would hopefully think exists where an ISP at least is in some ways an
intermediary of how the device is deployed. And so that raises another concern.

WATT: Thank you, Mr. Chairman,

CANADY: The gentleman’s time has expired.

The gentleman from Alabama is recognized for five minutes.
BACHUS: Thank you.

Is there any rationale that any of you can think of why electronic mail or information traveling over the
Internet should have less protection than, say, a person’s telephone calls or their faxes or gither their
private mail? ;

*

SACHS: No. To the contrary, I think that in fact it should have at least as great a protection as we
currently give to voice communications for example in Title 1. There's a crying need, really, for the
Congress to update the Electronic Communications Privacy Act to bring it into line with the expectation
of privacy that I think that Mr. Nadler suggested and that most of us have,

These are, in many respects, our most important communications, involves our most sensitive data and
our most private thoughts. And we do need 1o bring those into line.

The administration - if T can for just a second - the administration, ] think partly in response to the
Carnivore controversy, made some suggestions the other day. Mr. Podesta made some proposals. In my
testimony, I've gone through those proposals in some detail. When you get a moment, T urge you to take a
ook at that.

But I want to stress this one point: Those proposals are not a solution to the Carnivore problem.
Tweaking the surveillance laws, the wiretapping laws, doesn't get to the heart of the Carnivore problem,
which is that it is a device that does allow the FBI to filter through, potentially to capture, huge volumes
of communications, most of which are completely unrelated to the target of the investigation.

That's the real problem with Carnivore that the committee needs to address; Congress needs to address, I
think by telling the FBI clearly, if it's not already clear in the statutes, that it doesn't have the authority to
force a service provider to install a device like Carnivore.
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BACHUS: Mr. Davidson?

DAVIDSON: In the interest of time, I'd Just like to say, ditto. And add one point, which is that e-mail is
really just the tip of the iceberg here.

I think that was part of the point T was trying to make is that the home has explored; things that we uged
to keep in our possession are now making their way out onto a network. And this is 8 trend that's only
going fo increase: finance records, health records, stock portfolios, information about your kids, all being
stored somewhere else. Once it leaves your possession, the kind of protection is has under the law is
greatly diminished. I think that's really the challenge bere for this Congress, to think ahout how we deal
with that. '

BACHUS: I think Justice Brandeis predicted about 40 years ago that one day the government would be
able to come into your home and basically determine everything you did and said, And T think maybe that
day's arrived,

Anyone else wish to comment on that?

I read & question to the first panel which was that ¥ou can't go to the AT&T and say, We're going to
analyze all the phone calls that go through your system. { mean, that's true, right? Can't do that. But isn't
that what they're doing with ISP providers?

STEINHARDT: | think that's exactly what they're doing with an ISP provider. And it's not so much a
technical issue, it's a legal issue. I think the FBI and law enforcement accepts it could not go to a
telephone provider and install a Carnivore-like device, the kind that Mr. Perrine referved to. He said that
was settled 30 years ago, and he's quite correct,

I think that the - I think the legal basis for doing that to an Internet service provider is at Jeast equally
suspect, but it may take an act of Congress to clarify that point.

BACHUS: I'think clearly the marketplace and technology has outrun the law, and in doing 50 has overrun
our legal protections that have been in the law for years. .

Let me ask you this: In your experiences, what procedures are typically followed to notify customers
when information from Intemet service providers and other companies about them is subpoenaed or
requested by the government? Is there any notice?

BAKER: That's a very mixed bag. And it depends entirely on the policy of the ISP. Some ISPs have a
policy of sending notice, others do not. There's no requirement one way or the other.

It seems to me that notice is a good idea. The government probably should be sending it, rather than
relying on ISPs to say yes or no to notice, '

BACHUS: It's my understanding that what they're saying is they don't have to give notice if there's a
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reasonable expectation that if they gave notice the communications would Stop. And I think in every case
where they gave notice, it would be 2 reasonable expectation that the communications would stop, so,

DAVIDSON: You know, in some circumstances, we have dela yed notice, and I think that that serves 3
very important purpose here, 100. And I think there'l] be circumstances where that's appropriate. At least
then you know that this had happened, you have a chance 10 object to it, even if it's afier the fact.

CANADY: The gentleman's time has expired.

The gentleman from Michigan, Mr. Conyers, is recognized,

CONYERS: Well, I begin by thanking this second panel, because this has served as a very important
corrective for what we were just told %or & couple hours earlier. And 'm sorry to hear that we ought to
move very rapidly on this matter because the clock is running down on the 106th Congress. There's not
much likelihood of that. But I'm hoping that this will prepare us for a much deeper investigation that
we're going to have to indulge in.

Let me thank specifically, though, the American Civil Liberties Union, because they, in addition to this
complex subject, work on a number of others that appear before the Judiciary Committee. And so I'm glad
to see them working here as well, T T T e i B

Is there a feeling that we should probably try to require that notice be given to those who are the objects
of a trap-and-trace measure, or is that getting a lintle bit too fine -- cutting too fine a line in the
requirements on the Department of Justice?

Mr, Com-Revere? .

CORN-REVERE: Well, let me Just address that question in the context of the previous ong, and that is, in
the case of an ongoing investigation, like with the trap-and-trace arder, the ISP is expressly prohibited
from providing notice. Otherwise if the target of the investigation knows that he or she is bemg
investigated, then the communications will cease, So thiere's no notice before the fact.

Ithink it would be advisable at least to change the law so that anyone's who's been the larget of a
swrveillance be notified ater the fact, as currently is the case with respect to a Title Il intercept order.

DAVIDSON: I would just add that | actually think that there are two more important things for
trap-and-trace and pen registers, one of which is raising the standard which is extremely low right now for
access to this information. The second is defining what trap-and- trace and pen register mean for the
Internet.

As you see -- I mean, there's been this wild extrapolation of numbers dialed into somehow this, sort of,
much more meaningful origin and destination of Internet communications. And I think that needs to be
dealt with.

CDRN~R}§VERE: If1 - if I could just add to that point, because Mr. DiGregory did cite the Supreme
Court decisions finding that pen registers don't violate the Fourth Amendment if there's no warrant,
because there's no reasonable expectation of privacy on that information.
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If you actually go to those Supreme Court opinions — and there are really two of them that address it,
Smith vs. Marvland and United States vs. New York Telephone Company, if's important to read what the
Court had in mind when it said that no privacy right was being invaded.

For example, in New York Telephone Company, the court said that s law enforcement official could not
even determine from the use of a pen register whether a communication existed. These devices do not
hear sound. They disclose only the telephone numbers that have been dialed, a means of establishin
communication. Neither the report of any communication between the caller and the recipient of the call,
their identities, nor whether the call was even completed, is disclosed by pen registers,

Now obviously, that's very different from the kind of information that's acquired with respect (b e-mail.
Anyone who gets my e-mail address knows the identity of this party. It has my name in it And that's true
of many other people with e-mail, Certainly, if you're able to get URLs -- uniform resource locators - for
browsing on the Internet, that's the same as getting somebody's library record or the record of videotapes
they have checked out.

CORN-REVERE: So, the kinds of information available on the Intemet is completely different from what
existed in the context of a pen register when the Supreme Court addressed those issues some 25 years
ago,

STEINHARDT: If ] could Just add to that, first, Mr. Conyers, thank you for your price for the ACLU, I'll
except that on behalf of the organization,

There's one other thing that I think the Congress needs to attend fo, and that's the standard now for jaw
enforcement to get access to stored records, which is extremely very low,

But as Mr. Nadler point out, people who expectations of privacy dor't diminish by the fact that an
Intemnet service provider may have, for an instant or perhaps a little langer, been holding those stored
records. And we need to begin to treat those as the kinds of records which the FBY and other law
enforcement agencies need probable cause in order to obtain.

CONYERS: Weil, gentlemen, I see this attempt to bring into balance the tensions between the
Department of Justice and the Constitution - citizens' rights to be an enormous one. I ged a complex, I see
& changing, because, as new technology comes on - are there any of you here that can give me any words
of assurance that it may not be as bi g as it seems to be this aflernoon? We probably need some...

{CROSSTALK)
CANADY: The gentleman's tirse has expired.

And the gentleman from Arkansas will be recognized.

HUTCHINSON: Thank you, Mr, Chairman,

2 ALIR
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And I was absent during some of this testimony, but I want to assure everyone that I've read your R
testimony and have a great interest in your viewpoint on it. And I think everybody here probably was
present during the previous panel's testimony, and I'd just like to ask a general question to Mr. Davidson,

perhaps Mr. Steinhardt.

Did both of you hear the testimony of the previous panel? I'd just like to ask a reaction as {0 -- I mean,
from what I gathered from the first panel’s testimony is that, first of all, everything through to the
Carnivore program is proceeded by a court order. :

The ~ secondly, a concern is whether there should be some independent review of the source codes, And

-

I think thét's something | had 2 discussion with them on - you know, they're submitting it to — willing to

And then, you know -- but I was askin g questions that ~- you know, they're retrieving information for the
Carnpivere program, not for purposes of expanding what they achieved - or received, but to Himit it and
to minimize it, And so, if you could Just comment on whether you disagree on any of those conclusions?

Mr, Davidson?

DAVIDSON: Let me start by saying, [ think some of those things actually sound good. And I'mean, |
think the idea of trying to minimize information that's collected in a context of an Internet, you know,
surveillance is a good thing,

HUTCHINSON: And how would you suggest doing that?

DAVIDSON: 1 think this notion of opening up the code, I think is a very good one. If there needs to be g
preliminary step of getting an independent panel in here, that's not the same and jt wauldn't be as good as
opening it up to the public.

I think that - personally, I think that any system that relies on — if I can be 50 easily violated by
somebody knowing how it works, then I don't think it can be that useful a system. If the bad Buys can
figure out, you know, how o evade it that easily, then, you know, how good can it be? And I think that -
I'm not convinced yet that opening it up is & bad idea. But maybe that's what we can get an independent
group in here for.

1 think, but, you know, from a greater point of view, there's, sort of; this - the issue it raiges is, there is
this desire on the pan, I think of law enforcement to be able to extrapolate every current capability, Hke
pen registers or trap-and-trace orders, into the Internet world. The fact is, that when you do that, some of
them don't translate very well.

Pen registers is probably the example we've talked about the most here. When ¥ou -- we don't know what
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they mean in the Intemnet world when we try to extrapolate them, we get 2 lot more information...

{CROSSTALK)
HUTCHINSON: You suggest a higher standard for a pen register for Internet access?

DAVIDSON: Absolutely a higher standard and a clearer definition of what it means. But ] think there’s

E got to be an understanding that some things they're going to be able'to do ~ [ mean, there are new
' capabilitigs that the FBI is getting all the time, because of the sea of information that's out there,

The Intemet's a very good thing on some level for law enforcement. I think there's geing to haveto be a
recognition that maybe some of the things they can do now they'll have to do differently in the future. It's
not necessarily a horrible thing. There's going to be lots of new tools for law enforcement as well,

HUTCHINSON: Mr. Steinkardt?

STEINHARDT: Well, in my mind, the testimony from the govemment panel raised more questions than
it answered. I mean, for example, the testimony, it seemed to me to suggest that the only thing that
Carnivere is, at least at the moment, and I think the implication was to be primarily used was the
interception of e-mail,

STEINHARDT: But we know from - | know from those persons who have seen some of those
demonstrations, for example, members of the press who have seen some of these demonstrations of
Carnivore, that it is capable of analyzing and potentially interceptin g far more than just e-mail. There are
a whole range of Intemnet protocols which Carpivore is capable of filtering for. There was some allusion
to those here today.

HUTCHINSON: Could I interrupt you here for a second?
STEINHARDT: Yes.

HUTCHINSON: [ mean the govermumnent has that capability of doing unauthorized wiretdps. They have
the capability of gathering more information than they're entitled to under a court order, It's the court
order that restrains the use of gathering techniques. And so there's always consequences to that.

But I mean obviously any of these can be abused, and they could gather more information but they're
limited by a court order.

STEINHARDT: No, no, perhaps I wasn't clear Congressman Hutchinson.

CANADY: I'm sorry, the gentleman ~ if he could finish in 15 seconds, because we're - we need to
conchide. The gentleman’s time has expired.
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STEINHARDT: Well, the government witness, for example, suggested that they had one case - had
gotten files through the file transfer protocol. The committee didn't have an opportunity to get into that
question, but I think there are serious guestion about whether or not existing law permits them to get that
for example with a trap-and- trace order,

HUTCHINSON: Thank vou.

CANADY: The gentleman’s time has expired.

The gentleman from New York, Mr. Nadler, is recognized fn'r five minutes,
NADLER: Thank you Mz, Chainnaﬁ:

Thave a series of questions. ] hope the answers will be brief because of the time limitation,

Someonc said before that the Carnivore system is kind of sniffer system, that there are many others out
there., 8o, you could have a lot of private sniffers. How do you - how would we -- if there a danger that
private sniffers can get all sorts of information viclating people’s privacy and how would we know that it
has happened? '

BLAZE: Someone who wanted to use a commonly available sniffer program to violate some one’s
privacy, would still have the problem of getting access to the network over which that traffic flows. That's
the hard part, getting the software to do the interception.

NADLER: That's what the FBI is askin g us to let - 1o mandate the ISPs to do m this case?
BLAZE: Right,
NADLER: OK. Thank you.

Secondly, we talked about the question of remote accessibility of the FBI — of the Carnivore system.
And someone mentioned that you could change the configurations remotely. Do I understand carrectly
that what is saying is that the FRI, or for that matter & hacker, could, by changing the cotfigurations,
ccmiqd, in effect, change evidence and implicate somebody in some crime if they had a motivation to do
that?

BLAZE: Well, the answer to that depends on the security of the remote access system. If its implemented
in & secure manner, then the chances of that are very small. If it's implemented in an ingecurs manner,
then the chances of that become quite great... :

NADLER: Let's assume, let's assume that the police were under some — we know that this has happened
in the past - the police were under some great pressure to solve some heinous crime and they figure
they've got their guy and let's just give a litle more evidence. Could they use the Carnivere system fo, in
effect, manufacture gvidence?
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BLAZE: That would depend on how the audis are implemented and that's one of the reasons that open
review would be a very useful thing. -

NADLER: So, the answer is yes, unless you put in safeguards to prevent it?
BLAZE: Yes, that's correct.
NADLER: OK, so we'd have to make very clear that.

M, Steinhardt, you have suggested that ~ in vour written testimony you say that ECPA the — whatever
that was - I forget the acronym -- should be amended to require the trap-and-trace/pen- register orders
shall only be issued on the basis of an independent finding by judicial officers if there is reasonable cause
to believe that the target of the order has or is about {0 commit a crime. By ressonable CRUse, You mean
the same thing as probable tause, o1 you mean something different?

STEINHARDT: Well, it a stightly lesser standard that probable cause,

NADLER: OK, now you are suggesting that trap-and-trace and pen- registers for the Internet should have

this higher standard than this simply certification that it's relevant to an mvestigation,

STEINHARDT: Yes, we're suggesting two things. One now is simply a certification; the judge has no
discretion to turn down the request. And secondly, that there ought to be a high standard. Probably cause
is fine with us, but there ought 1o be a high standard before the court issues that order, because, as you
pointed out, this is an area where peaple do have a reasonable expectation of privacy and ought 1o have g
reasonable expectation. .

NADLER: And you're suggesting that for the Internet. You're not suggesting that for telephones?
STEINHARDT: We believe - fo, we are suggesting that for the telephone context as well,

NADLER: Because you believe that even in the telephone conversation -~ telephone context, rather, the
expectation of privacy is more substantial than the Supreme Court seemed to think it was 25 years ago?

 STEINHARDT: Yes, 1 think clearly it is, yes.

NADLER:-Why do you say clearly it is?

' T2ef16

STEINHARDT: Well, { think most people would be very surprised to leamn that they don't have g
reasonable expectation of privacy in the numbers they dial, and the persons who cail them, I think that's
common sense. I think the Supreme Court decision defies COmMMon sense,

NADLER: Mr. Baker wants to say something on this.

~A5=0be£30584517927685ae 72610477
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BAKER: Yes. If Tcould add 1o that, in the — when the Supreme Court wrote 25 years ago, it might have
been true that you couldn't tell whether the call was completed, what was said and the Iike. But in the
course of CALEA, the FBI has forced on the industry an enormous amount of transactional data
gathering about calls other thap content, which now can be obtained through trap-and-trace orders: how
long you talked, whether you were on call waiting or cal} conferencing.

NADLER: Whether it was completed at all,

&

BAKER: Who conferenced in and when they got off. All that information would be partof a
trap-and-trace order today. '

$
i

NADLER: On telephones today, which was not the case and may in fact ~ so the Supreme Court, if it
were the same judges, using the same reasoning, might come to a different decision today because the
facts are different.

STEINHARDT: I think many of us would think that they would, even in a telephone context, certainly in
the Internet context. And Con gress independently can certainly raise the standards for these things.
Congress set the standard for this mdependently of the court,

NADLER: Well, let me just say, since my time is expiring, I appreciate this panel in panel in particular
and I think that the Congress has 1o act because the history shows that police agencies cannot be afforded

untrammeled discretion, and we cannot always assume their goodwill or even their lack of mistakes in
protecting people's privagy.

CANADY: ;I‘}le gentleman’s time has expired.
The gentleman from Georgia is recognized for five minutes.
BARR: Thank you, Mr. Chairman.

Mr. Sachs, is it correct to say that an Intemet service provider - if project Carnivere is forced on them,
they have no control whatsoever over that program ~ that device?

SACHS: That's my understanding, cormrect.
BARR: And no supervisory capability whatsoever?

SACHS: That's my understanding, correct,

BARR: Mr. Com-Revere, did it surprise you, as [ think it did -- I know it did me and I think it did Mr.
Sachs also - to have the government say that - 1 think they said this, although they, of course, always
waflle just a little bit - that, in virtually every instance, the only reason for those 25 instances over the
last two years in which they used project Carnivere was simply because the ISP provider refused to or
could not satisfy them that they could provide the information they wanted in the way they wanted it?
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CORN-REVERE: I have no idea what the government's experience was in those other 24 instances, but in i
the one example in which I was involved that certainly was not the case. The ISP did attempt to comply
with the court order without the installation of Carnivere and ultimately was given no choice.,

BARR: That's my impression, too,

If'we could put back up on the board, Mr. Davidson, any one of your examples, and I'll come back to you
in just a second, . ‘

i
<

But, Mr. Steinhardt, you're very familiar, and maybe some other members of the panel are also, with
regard 1o a recent proposal by the government and by some of their colleagues up here in the House and
the Senate to amend Fourth Amendment law, through amendments o g methamphetamine bill and the
bankruptey bill, to essentially carve out from the neegssity for providing an inventory of seized items

intangible information. Now, so far, knock on wood, we've been successful in stopping that from moving
forward.

Is this the sort of data that the government would consider intangible so that they would, if they came in
and seized it somehow, would not be required to tell you they've taken it?

STEINHARDT: Well, the capacity of the government to make creative arguments about what the law
provides them in the way of investigatory tools never ceases to amaze me, 8o, yes, | think this is exactly
the kind of information which they will make a claim is tangible and would be subject to those kinds of
disclosures.

BARR: T would suspect so,

Mr. Davidson, with regard to your examples here, if you could just very briefly - and this may be very
elementary but I'm not familiar with al} the details here -~ which one is this? Example three. He went
down fo line 12 there that's in - that's highlighted in, I guess, purple.

Are you saying that, in order for the govemment {0 get in and get that information, if that information is
the target of what they're authorized 1o receive or on any e-mail they have to get in there to see if it isorit
is not, that that means that they would also have to necessarily in every instance look at items one
through 117 T we

DAVIDSON: Well, again, I think it's difficult to know exactly how their system works, It could be quite
sophisticated. And there's a lot of - well, the answer is, I think again, it depends.

DAVIDSON: They may be able to extrapolate from certain pieces of lines one through 11 what lines they
need 10 look at in order to find this information. Again, this one is in the context of 3 communication with
2 web site,

But, yes, I think my general point was that they need to look at 3 fair amount of this packet in order 1o do
the analysis to figure out what it is that they're entitled to. :
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BARR: Otherwise, there's no purpose to having Carnivore?
DAVIDSON: Exactly.

BARR: I mean, if Carnivore Just sat there, fat, dumb and happy, and just waited for stuffto fall into its
lap, it would never get anything. I mean, it has to go in there and look at this stuff somehow, doesn't 112

DAVIDSON: Right. And ¥ think that there is a big question about whether or not that is a search in and of
itself. There's a separate, sort of, kind of technical question, which is just to show how difficult this is and
why we need to have some kind of real oversight, because there is alf thig investigation going on.

BARR: But would everybody agree that at this time, at Jeast at this point, we need to probe further? We
know so little about this and the ramifications and potential for abuse are so great, that ~- and { forget who
it was, that, sort of, times a wasting and we need to get in here and look at this to see exactly what 1t is, so
that we can determine to what extent we need to refashion these, you know, very outdated laws.

DAVIDSON: I think that we would ask that Carnivere, you know, not be deployed without further, ¥ou
know, public oversight and information about what's going on there, At the very least, some sort of
independent review panel as a start, :

BARR: To at least maintain the status quo without -~ the pre- Carnivore status quo,
DAVIDSON: It's problematic enough.
BARR: Thank you.

CANADY: The gentleman's time is expired,

I'want to thank all the members of this panel, again. And all the members of the subcommittee for your
participation today. The testimony of the witnesses has been very helpful to us,

The subcommittee will stand in briefrecess. This hearing has concluded.
END

NOTES:

Unknown - Indicates speaker unknown.

Inaudible - Could not make out what was being said,

off mike - Indicates could not make out what was being said.

LANGUAGE: ENGLISH
PERSON: CHARLES T CANADY (94%); HENRY J HYDE (72%); SPENCER THOMAS

BACHUS (57%); LINDSEY GRAHAM (35%); BARNEY FRANK (54%); JOHN CONYERS
IR (54%); MAXINE WATERS (54%); DAVID GREEN (53%); JERROLD NADLER (53%);
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WALL STREET JOURNAL

FBI Is Pressured
To Disclose Codes

PAGE N

For Carnivore

BY Tens By
Nl Reparies wf T WALL STret botwsiag,
WASHINGTON-The Fedora! Bureay of
vestigation iy under increasing firessure
to disclose the seeret blueprints for its Car-
Rivore surveilance sysiem so independent
lechnicat experts can verify that the soft-
WAt monitors only the Interpet commiuni-
cations of erimina) suspécts. |
Despite mounting balls fo permit such
reviews, RBI offietals mainiain that gis-
closing the software's souree oode would
allow hackers 1o fing Ways 1o defest the
system. The officials atss argue that such
a disclosure could violate copyright protec.
tions because Carnivore fheludes portions
of software code from a prédust leensed to
the gavernmient by an unidentified Yendar,
Congress is expected o press senior
FBI officials on the subject at 3 hearing
today before  Hoyge J udidiary Committee
pang! lod by Porida Republican Rep,
Charles T, Canady. Lawmakers have indi.
caled that they would -seek” assurapces ]
from the bureaq that e-mails from inno. .
-cent eitizens aren't gobbled up whenever 3
federal judge agrees thatthe FBI can plug
. Carnivore into an Internét service Provig-
T er’s metivatk e :
& . One stheguled, withesy for the hearing,
i Matthew Blaze, “an “ATET Corp. re- N
‘ fearcher, says the FBIs failure to {ully
disclose how Carnivore Works has contriy. ;
‘uted to an “atmosphere” of mistrust ang .
-Confuston.™ R AR v
 In an essay published on the Internet
ast week, Mr, Blaze wrote that releasing
“the system’s source code “i8 a eritical first
Step in assuring the public that Carnivore
can at least be pontigitred to do what #is
$Supposed {0 do,” Mr. Blage Questioned Car-
nivore's effectiveness, suggesting that
-Bven-modest. electronic forgéry or data.
; scrambling tez;f;niqnes“ca{ﬂd{mil it, ang
¢ described conditions ridet Which 1t could
| mistakenty capiure e Baiis-and other com- e e
‘.mm;icatians~iat,ez;dg:ﬂ;far:im;oeem users,
T While the F8] A resisting eslls for
broad disclosure {of . the

fears by descriding in remarkable deatfil
‘how the system works, On Friday, dozens
of reporders crowded g eonference.room at
EBI -headauatters to watch & demonsira.
SHom, Lt el " s -
- The bureat has 8156 pr posed 2 egmpro.
misg, téﬂg&ti?e!y,ng;ééi;zg‘w':én exc?lfnmina
“ton of Cagni Vare by Aniyversity résearch. : .
E’é;‘s_.whd‘}ycm bromise 1ot to.disclose its!
iH R WA
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: USA TODAY

Today's debate: FBI and Internet privacy .

FBI eavesdrops on e-mail,
crashes privacy barriers

Our view:
COCY says it targets criminals,
I:IA%SIOI}' says it can't be trusted,

The FBI has a knack for concocting colorful
cade names for crime-busting toys. The fat-
st is “Camivore™ ~ an eavesdropping device

that devours private e-maif and SPits out in--

teresting parts for scruting. Not just crimi-
nals’ e-mail, Anyone's e-mail,

The FBI already has attached Carnivore to
the e-mail hardware at some Internet ser-
vice providess, Though it won't say where,
the FBI savs.the tool has been used fewer
than 25 fimes. Once it's in place, Carnivore
LS 2y an vorestrained internet wiretap,
snooping through every Internet Communi-
cation that comes within its reach,

The House Judiciary Committee wil hold a
hearing today, at which it wilf ask the FBito
explain its actions. But in the 15 weeks since
Carnivore was revealed in obscure Longres-
sional testimorny, the bureay has evaded an-
swers about both its capabilities and pro-
posed uses, The bureas won't answer even
the most basic questions about wham the
teghmbgv_ targets‘and how it protects the

tential for abuse is unprecedented:

> Who. Camivore & intended to tifle
tiwough potential criminals’ Internet teaffic
a{ter police abtain 2 court ordeg But the tool
gives the FBI the ability to track not just the
individual named in the court order, but also
everyone who uses the same server at the

- Intemet sesvice provider A America Online; -

for example, that would be thousands of
People. What's to keep the FB from snoap-
ing more hroadiy? Only its own assurances,

* What. Coverage so far has focused on
the surveillance of e-mafl, but 2 program
that can snoop through e-mail can just a2
easily eavesdrop on Web surfing, since the
information travels in similar forms over the
m gigraﬂ&;\:mt information will the FRI
: 00wt the sites e visit and even
ithe ads they dlick on? peop

; *Mmﬁiefsladmitstlm&nﬁxmis_

more invasive than a conventional phone

14ap. Yet it faces no more restraints than those
that protect telephane conversations, which
are ves imadequate, Since Carrdvare
1S 3 greater threat to privacy, shouldn't there
be more restrictions on when s used?

» Why. The Congressional testimony that
revealed the existence of Carnivore also dis-
closed two other systerns used by the FBi for
similar purposes: “Omaivore™ and “Bther-
peek.” Why weren't those revealed earlier?
How many times have they been used and
for what purpase?

The FBI's response to those questions is,in
essence, trust us; we're only after criminats |
and terrorists. But even a cursory glance at
law-enforcement history shows that prom-
ise can’t be trusted, The temptation of gov-
ernment to coflect and misuse information is
irresistible, (See hox,)

Further, the FBf shows no inclination to ex-
ergise festraint. In every aspect of electronic
privacy — computers, the Intemet and coll-
phones — it fuas pushed invasiveness to the
technological limit:

* In 1994, the FBI lobbied to have back-
door access installed in every new copter
to ease electronic snooping, allowing the FBI
to defeat security. The plan was dropped af-
ter the Natlonal Academy of Sciences deter-
mined such access would miake all comput-
£rs more wilnemble to flegal breakdns,

* In 1995, the burean asked for the capa-
bility to tap as many as one in 100 phones in
major cities. it backed off only after a public
outay. Lacking such technalogy, no totalitar-
ian state in the world & that iavasive,

> In 1996, the FBI proposed liberalizing
the export of encryption programs, but only
for companles that, under court onder, make
available “keys™ 10 defeat the privacy pro-
grams. After two federal courts struck down
the proposal, the administration gave up,

» In 1997, the FBI went to court to protect
2 plan that would allow celiphones to be
used by palice 1 lacate the positions of thejy
users. The case remains in court today.

> Today, the thin answers the FBI has
miade public abowt Carnfvore raise move dis-
turbing questions. An explanation of Carni-
vore posted on the FBI's Web site casually
discusses the electronic surveillance of an
entie “facifity” without explaining how
broad such e-snooping could be, '

i each case, the FBI gets convenience. The
! public gets government intrusion on a scale
 unequaled in constitutional history, Abuse
* will only expand as less-closely watched faw
| enforcement - agencies pigeyback on the

Lbedma*ﬂg}i

H

-about Carnivore's reach

; Ot operate withowt ways to monitor the

H
vace [0\

E-snoopihg graws

Coust arders for
Aserica Online
customey gata;

400°
00 B

1 EXgimate, As e futy
2000 ALR, 1128 repetved
BRI e 200 pofesy.
Soriares: WA TG

v -
ricaret; amrara Ontine 1997 1988 2000
o ) By Quie Tian, USK ToGAY

33

FB fumbles privacy

The FBI has a long history of violating
the privacy of US. citizens, often with
palitical motives, Sorne examples:

* 1956: The FBI rifled credit files and
criminal records of 43 ordi Dela-
ware titizens calfed to jury duty in a po-
litically sensitive case. Many also were
investigated for ties to the NAACR.

* 15605 FBI wiretapped Martin Lu-
ther King Jr to gather damaging in-
formation on extramarital affairs,

» 1970: FBI sent damnaging informa-
tion on NAACP chief, Rev. Ralph Aber-
aathy, to Vice Presiderst Sﬁim Agnew.

* 19805 and ‘90s: FBI kept a Ale on
AlDs activist group ACT UP and its |
planned protests. .

> 1993 and 94 The FBI _"inad-
vertently” released files containing un-
substantiated alfegations on numenus
Republicans to lowslevel political ap-

< pointees of the Clinton administration.

~Attorney General Janet Rendsaia ast

week that she intends to begin a thorough
review of Camivore, That's 3 positive step,
but it's hard to understand how Reno
wouldn't aready have a tomplete knowl-
edge of the tool since she is the head of the
“President’s Working Group on - Unlawful
Conduct on the Internet™ which jost com-
pleted its report in March, o

The Cliriton administration greeted howis -
with a proposal to
update - electronic-privacy faws, aithough
congressional Democrats say the bill s no
chance of even being voted on this year.

The time for such updating and review
was before Carnivore was used. Carnivore
needs to be shut down until an outside re-
view of its capabifities and safeguards is
complete, And the Internet companies that
willingly complied with the FBI's use of the
technology in the past need to come forward
and inform individuals whose e-mail the Fit
“fltered” :

Of course, law enforcement agencies can-

i madern communications tools of Crivginals, |
But even a cursory plance at the FBPs history

sbows it can'tbe trusted to make privacyfor | _
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3 The right of the fnnocent to be free from @
" Bovernment intrusion should not be com- %

promised to make ife easier for the F81. Until
the bueeau can show that its new technolagy
poses Ro thieat to the public, Carnivore

needs a starvation diet,

Technology used narrowly

Opposing view: :
Court order required to intercept
only specific e-mails of eririn

By johi E. Colfingwood

First, let’s-get the facts straight. The FBI
and 4l other law enforcement agencies can
intercept e-mails only pursuant 1o a caunt
order signed by a judge whao is satisfied that
the government Bas demonstrated probable
cause that & serious crime §s being or hes
been committed, that the e-malle will be
abaut that crime, and that the interception i
necessary to obtain evidence about the
crime, .

Conducting an Intercept beyond that is &
federal crime subject to severe criminal and
civil sanctions. The entire process requires
continuous reporting 0 a court and, of
course, uitimately is subject to vigorous chal-
lenge by defense attormeys. Even when only
address information i sought, 8 court order
is still required, .

What does “Carnivore” do? I the simplest
terrns, it ensures that only the exact commu~
nications authorized by the court to be in-
tercepted are intercepted. So, for example, if
A court authorizes only the inferception of -
saail from a partioudar drug dealer to another
drug dealer, fhis system captures only that e-

RN EN RIS AT R e s s

mail t the exclusion of ali other communi-
cations, regardless of wham sends them and

where they are going, Nothing else i mon- -

itored o coltected, and everything collected
is supervised by the court.

When is Carnivore used? It is used only
when an Internet service provider cannot, on
its own, effect the interceptions consistent
with a nasrow court ordey, Accordingly, it has
been used very few times, predominately in
terrorism tases,

In 1968, Congress spelléd out stfict oo

quirements for interceptions, Carnivore sim-
ply ensures that law enforcement agencies
comply precisely with those requirements as

technology advances. We understand why -

certain segments oppose this court-super-
vised technique. But since 1868, because of
this faw, many lives have been saved and
thousands of drug, dealers, terrorists, child
predators and spies are in jail.

The chainman of PSiNet iaid oot the appro-
priate challenge, He does not want to sce
Camivore on his network voless we can
prove it collects only the traffic from the tar-
get of a court onder. That, of course, is pre-
tisely what Carnivore. does, electronically
protect the privacy of thofe not subject to

- the court order

John E. Collingwood is an assistontdirector
of the Federal Bureau of Investigation,

*.

el
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July 24, 2000

Mr. Brian Gallagher

Editor of the Editorial Page
USA Today

1000 Wilson Bivd.

Arlington, VA 22229

Dear Mr. Gallagher:

In response to today's editorial about "Carnivore,
again let‘'s get the facts correct.

USA Today rightly points out that *law anforcement
agencies camnnot operate without ways to moniter the modern
communications tools of criminals® but then questions who ..
should ensure that privacy is properly protected. The simple
answer is the same as it has been for over 30 vears-~federal
judges. RAll of the federal criminal and civil gsanctions and
judicial oversight that apply to wiretapping and have effec-
tively protected those not the target of a court order apply
to the use of Carnivore to intercept the £-mails of criminals,

. Unlike as the editorial reflects, however, Carnivore
does not snoop through every Internet communication, does not
Spit out everyone's e~mail, and is not an unrestrained Internet
wiretap. Court orders authorizing the intercept of criminals’
e-mails come only after rigorous review and the conclusion
that there is probable cause that a crime is being or has been
committed, the e-mails are about or in furtherance of that
crime and the intercept is necessary to gather evidence about
the crime. The orders are specific as to whom and what can be
intercepted and then the courts supervise the interception to
ensure compliance. EBvading those court orders is a serious crime
which would, of course, produce absolutely nothing of evidentiary
value. -

Finally, the editorial says the "Bureau won't answer

even the most basic guestions about whom the technology targets
and how it protects the privacy of innocent users.® Contrary to

-/
1 - Mr. Pickard - é&' -
d) ~ Dr. Kerr N ) 57‘:

~ Mr. Parkinson
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Mr. Brian Gallagher

that assertion, however, the FBI has shown the system to and
answered these guestions for dozens of people on Capitol Hill
and over 30 reporters representing 25 media outlets. USA Today,
of course, was invited and today we are anxious to present it
at an open hearing before a congressional subcommities. We are
arranging for an independent review as well,

. Sure Carnivore can be controversial and clearly ds ill-
named. But it is usged only pursuant to court order; has been
used sparingly, predominantly in terrorism cases, and then only
when an Internet Service Provider cannot on its own comply with .
the court order; and, when used, collects only what the law
authorizes and the courts instruct be collected--evidence about
serious crime thalt cannot be otherwise gathered.

Sincerely yours,

John E. Collingwond

Agsistant Director

Office of Public and
Congressional Affairs
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: witeraps on e-mail in an era when

Carrdvore might sound like a
particularly violent computer
game, or perhaps 3 movie that
wouldn't fer your 12yearold go
see alane, Jt's actually 4 proj-
¢t of the 8L, which, dev

nding on yow out-
ook, is either 3 threat to
the privacy of all Ameri-
cans or & wefid tool in
fighting criminals.

The unfortupately named
program {the FBI has been mying
1o come up with something else
since news of its existence
broke) is an eavesdropping de-
vice housed in a tangle ol slec-
tyonics the size of 3 laptop,

The agency wanis to deploy Car-
nivore baxes & the main comput-
ers of alf Internet senvice providers,
to provide an efficient way for the
FBI to conduct court-approved

RSy manas

e

Jickeets

K

all communication, lawhd and oth-
erwise, Is going digital
Since word of this Wit during con~  been fighting for years 1o protect
gressional testimony. the naton’s  owr inforrnation from prying eyes.
privacy advocates have been out~ Bt it's fascinating to see everyone
raged 3t the idea of the Inerner be-  else geming into such 2 lather over
inge"bugged.“ 3 systern that ~ unless the FBREi fy-
ut i's not just activists who are  ing through its teeth — i very im-
up in amms. 50 1 the Republican  fted in what it's aliowed 1o do.
leadership in-Congress:-House-Ma-—— n-a-perfect world, | might be

2y Gluen Trao LA TEORY

jority Leader Dick Armey of Texas
Hhas attacked Camivore a8 being -

j legal under curment wiretap laws,

and the Constizution subcommittee
of the House Judicley Comimittee
held hearings Monday to look inte
the matter.

Now, privacy advocates have

«

concerned abaut the idea that were
{ the subject of an investigation, the
FBI could monitor my e-mail But
agents would at least have togobe-
fore 2 judge and gel permission.
Ang even &t the height of govern-
ment surveitiance during the Mc-
Carthy era, the nurnber of people

being monitored aumbered well
mﬂ‘!’f\g g ison with
pales in comparison witd
what's ia(lmad:.' happening with
every keystroke we make 25 we
wander the commercial Web,
Many sites record every
search made and every
mouse click, bullding wp 3
detatiad dossier of interests
and surfing dwices, which
they use to target the ads
that appear on our scTeens.
A fair mamber also “bug”
their sites, scattering invisi-
ble conkies that our brows-
ers pick up, aliowing that site
and others to share informa-
tion to create an even more
PP
In addition, by linking w0
putside databases, ity pos-
sile to amtach that portalt o 2
narne, address and personal dats,
including what storey you shop ag,
what you buy and when you pay
your bills. And ler's nat forget thatal
the company goes out of business,

DATE:

PAGE:

725 W}\

242

it can try 1o auction off its datahase «
to the highest bidder ~ thaugh
mmmmw‘safwis‘ 0

thought 3-cogkie or two s
trusive, wait till everything you do

ton, 8 ellphones soon
This 't to say {@nivore
shouldn't be carefitly mongored
that we should tust the F¥
because it telis us o, pist fontaty:
derstand wity 5o many of fhe
ple up in arms over Lami
Fainst passing any Kndp
protection for consumer | privacy
e oy 4 et 1 61 ite
veloponly I it's left 1o seli-fe
V«%en i comes 1o the p
my personal inforynatio
the government which is
striey faws, 3 whole fot
trust muitinational corpon
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FBI defends e-mail surveillance tool

By Kevin johnson the FBl implements the knemet officials at the House hearing.
USA TODAY wiretapping -system. Carnivore  Meanwiill, Rep. 3C Wans, R-
works & suspect’s Internet Okla, wrged the Clinton admindi-
- WASHINGTON - Peppered with  service provider, such 25 America Stration o suspend the program,
: . questions from skeprical lawmak- Online. t allows fvestigators to under which the FBI has intervept-
. exs, the Bl played down concerns  identify and view a suspect’s e- ed e-mails in 25 probes over the
- Monday that its e-rmafl surveilfoxe  mails anong Al e-mails moving two years. No cases involving
pmfnm known as “Camivore™ through the provider's system, rivore have come to triaf,
* couid be used to savesdrop on the  Critics are concerned about giv-  Justice Depantment officials also
innocent. ing law enforcemernt access to the  ssid they are reviewing the
At a Howse Judiclary subcommiz-  e-mails of innocent people aswell  gram to make sure that federal
fee hearing that seesried o capture a5 suspects. Carnivore - agents have not been involved in
both the promise and pitfalls of Can retrieve any e- mvestiza-  unlewhd eavesdropping. Kery said
new technology for law enforce- tors ane restricted to those that  investigators involved in the Carmig-
ment, Assistant FBI Director Donald  have beest approved for monitoring vnr:gmgram have never been pro-
Kerr defended the pr?%ram as a by 3 judge. vided Interper trafic outside the
useful wol for agents. He said any  Houss }Udit‘i&}?’ Compnittee  scope of thelr probes: *We don't do
surveillance done with the Camji- Chairman Henry Hyde, R-HlL, said  broad searches {on internet traffic)
vore program §s Umited to those the Camivore debate reflectsd an  and surveillance that i not authe-
Suspects named in court orders.  ongoing tension betweent law en-  rized by court onder™
Critics, including an unusual co-  foreemen: and individual rights, This year. the program has been
Alition of conservative Republicans  “You can understand people’s used i1t 16 cases: six criminal
and ovil Bberries advocates, have converns for privacy? There are probes and 10 natonal-security in-
complained that the program could peaple who are skeptical about this vestigations. %
be used 1o do broad surveiifance, culture of privacy and how posous '
eir fear stems from the way ir is” Hyde told Kerr and other FBI
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July 25, 2000

+

Ms. Christine Bertelson

- Editor of Editorial/Opinion Page
St. Louis Post Dispatch

900 North Tucker Blvd

St. Louis, MO 63101-1099

Dear Ms. Bertelson:

In response to your recent editorial "Silent cybercrime hunting,” a few additional
facts might help your readers understand the safeguards and Jjudicial oversight applicable to the
interception of e-mail on the Internet.

As always happens, dangerous criminals and ferrorists use new technology as fast
as anyone does. S0 now, instead of telephones, we increasingly find eriminals comniunicating
by e-matl in furtherance of their crimes. We have seen this in everything from child pornography
to terrorism. That is why the FBI developed the Carnivore program, a fool that permits surgical
interceptions in the midst of the flood of data on the Internet.

To use Carnivore to obfain a criminal's e-mail, the FBI first must successfully
demonstrate to a judge that there is probable cause to believe that a serfous crime is bein g or has
been committed, the e-mails are about or in furtherance of that crime, and the interception is
necessary o gather evidence about the crime. It is the same rigorous legal standard that applies
to the interception of telephone conversations, The same severe criminal and civil sanctions
apply to any misuse as well, and the whole process is supervised beginning to end. by the federal
court issuing the order. Finally, the use of this evidence and the method of collection are always
subject to vigorous challenge by defense lawyers. :

The FBI only uses Carnivore when an Internet Service Provider cannof, on its
own, provide the very limited information authorized by courts to be intercepted, e.g., e-mails to
and from two drug dealers. That is why it has only been used 25 times since it was developed
and, in these cases, it was used with assistance from the Internet Service Provider.

I - Mr. Pickard ! XA
1 -Dr. Kerr ! L7e!
@L Mr. Parkinson 1
1 ~ Mr, Collingwood
JEC:mmc {9)
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Ms. Christine Bertelson

, Finally, Camivore does not “aptomatically” search for "key words among all e~
mail traffic.” It does not search the content of e-mail at all. To search as the editorial suggests
would be contrary to federal law, subject to severe criminal sanctions and produce nothing of
evidentiary value because it would contravene the parameters of the Fourth Amendment.
Instead, Carnivore ensures that law enforcement only gets those specific e-mails addressed as
described in the court’s order to the complete exclusion of everything else on the Internet.

Sincerely yours,

John E. Collingwood

Assistant Director

Office of Public and
Congressional Affairs
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Silent cybercrime _huntmg |

ITH a staggering 1.4 billion e-mails legislative propesais ta sreate Interner pri
exchanged each day, Internet technol- vacy protections comparable to those gov.
ogy has vaced arpund snd ahead of erding telephone conversations und the
daws governing traditions) forms of communi-  searen and seizure of persona} pagers. But
cation and commerce. Thar is part of the In-  Interget communication — sonte along tele-
lemet's appeal, but also part of its danger, pbone lNnes, some slong cable television
Many of the 2.2 miltion Americans who tafk  wires wmakey it 3 staggering task. A
dnd shop on-line were less than happy 1o heay House judiciary subcommittee plags to
that the Federal Bureay of Tevestigation has | hold bearings today to weigh Jaw enforce-
been using an e-myj] patrol system with sur- meat needs and constitutional privacy
veillance capabilities far beyond those of tele. rights, and o examine the extent tov which
phone wiretaps, ™ currest laws et the government use de. .
Most citizens feel reasonably comfortable  vices like Carnivore, -
with Fourth Amendrent protections snd laws  The FBI s2ys it has used Carnivore fess
that allow phone call traces and wiretaps of than 56 times in the year it has been avail- .
Suspected criminals, But Intarpet communi-  able, mostly to Stalk suspected cases of
cations are vulnerable in 4 differeat way, The hacking, intrusion and Some .counter-tep.
FBIs “"Carpivare® system, named for its abili-  rogism, Clearly, criminals can't be liowed
ty to hunt down “meat ” automatically s {¢ use the Internat us 1 sate haver for com-
es for key words among afl the e-mail affic munications that authorities have been able
of & suspect’s Internet service provider. That/ to monitor for Years on the telephone. Buf
$TEALS an enorwous potential for sbuse and silent government sifting of the nation’s g-
loss of privacy, - mail is not acceptable, We urgently nee
The White House and Congress, ever late  new laws that protect citizens both from
in chasing cyber-issues, are considering  crimigsl suspects and invasions of privacy.
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STATEMENT OF
KEVIN V. Di GREGORY
DEPUTY ASSISTANT ATTORNEY GENERAL
UNITED STATES DEPARTMENT OF JUSTICE
BEFORE THE SUBCOMMITTEE ON THE CONSTITUTION
OF THE HOUSE COMMITTEE ON THE JUDICIARY
“CARNIVORE” AND TH%RFOURTH AMENDMENT
July 24, 2000
Mr. Chairman and Members of the Subcommittee, thank you for allowing me this
opportunity to testify about the law enforcement tool “Carnivore” and the Fourth Amendment.
On April 6, 2000, I had the privilege of testifying before you during a hearing on Internet privacy
and the Fourth Amendment; T am pleased to continue to participate in the discussion today about
“Carnivore” and its role in protecting individual privacy on the ,I,ntt:met‘ from unwarmnted. o
goverrnental intrusion, and about the critical role the Department plays to ensure that the
Internet is a safg and secure place,
Privacy and Public Safety
It is beyond dispute that the Fourth Qunendment protects the rights of Americans while
they work and play on the Internet just as it does in the physical world. The goal isa long-
honored and noble one: to presetve our privacy while protecting the safety of our citizens. Our
founding fathers recognized that in order for our democratic society to remain safe and our
liberty intact, law enforcement must have the ability to investigate, apprehend and prosecute
peaple for criminal conduct. At the same time, however, our founding fathers held in disdain the

government’s disregard and abuse of privacy in Englarid. The founders of this nation adopted the

Fourth Amendment to address the tension that can at times arise between privacy and public

5/34/02 Release - Page 1]

S R EAR FIAS MAAAN s A B A e A 5 5 aae 4 cn

AT mpan AR

Rinos




T T A U AR S AN R B B A AR AR YL L oA e e et e e R AR e e T Ao

07/25/00 TUE 09:17 FAX CRY/OAAG/RSL/KYD

<

safety. Under the Fourth Amendment, the government must demonstrate probable céuse before
obtaining a warrant for a search, arrest, or other significant intrusion on privacy.

Congress and the courts have also recognized that lesser intrusions on privacy should be
permitted under a less exacting threshold. The Electronic Communications Privacy Ac:t
("ECPA™} esiablishes a three-tier system hy;which the goverment can obtain stored information

{
from electronic communication service providers, In general, the government needs a search
warrant to obtain the contenf of unretrieved communications (like e-mail), a court order to obtain
transactional records, and a subpoena to obtain information identifying the subscriber. .gee i8
US.C. §§2701-11.

In addition, in order to obtain source and destination information in real time, the N
government must obtain & “trap and trace™ or “pen register” court order authorizing the recording
of such information. See 18 U.S.C. 3121, gt seq.

Because of the privacy values it protects, the wiretap statute, 1% US.C. §§ 2510-22,
commonly known as Title 1, places a higher burden on the real-time interception of oral, wire
and electronic communications than the Fourth Amendment requires. In the absence of &
statutory exception, the government ngeds a court order to wiretap communications. To obtain
such an order, the government must show that normal invcstigaﬁva‘techniques for obtaining the
information have or are likely fo fail or are too dangerous, and that any interception will be
conducted so as to ensure that the intrusion is minimized.

The safeguards for privacy represented by the Fourth Amendment and statutory
restrictions on government access to information do not prevent effective law enforcement.

Instead, they provide boundaries for law enforcement, clarifying what is aceeptable evidence

2
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gathering and what is nat. At the same time, those who care deeply about protecting individual
privacy must also acknowledge that law enforcement has a critical rofe to play in preserving
privacy. When law enforcement investigates, successfully apprehends and prosecutes a criminal
who has stolen a citizen’s personal information from a computer system, for example; ‘law

: enforcement is undeniably working to protect ﬁrivacy and deter further privacy violations. The
same is true when faw enforcement apprehends a hacker who compromised the financial records
of a bank customer.

As we move into the 217 century, we must ensure that the needs of privacy and public
safety remnain in balance and are appropriately reflected in the new and emerging technologies
that are changing the face of communications. Although the primary mission of the Department
of Justice is law enforcement, Attormey General Reno and the entire Department understaﬁd and
share the legitimate concerns of all Americans with regard to personal privacy. The Department
has been and will remain committed to protecting the privacy rights of individuals, We look
forward to working with Congress and other concemed individuals to address these important
maatters in the months shead,

Law Eoforcement Tools in Cyberspace:

Althuﬁgh the Fourth Amendment is over two centuries old, the Internet as we know it is
still in its infancy. The huge advances in the past ten years have changed forever the landscape
of society, not just in America, but worldwide. The Internet has resulted in new and exciting
ways for people to communicate, transfer information, engage in cormerce, and e;xpand their
educational opportunities. These are but a few of the wonderful benefits of this rapidly changing

technology. As has been the case with every major technological advance in our history,
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howewver, we are seeing individuals and groups use this technology to commit criminal acts. As

Deputy Attorney General Eric Holder told the Crime Subcommittee of this Commitiee in
February, our vuinerability to computer erime is astonishingly high and threatens not only cur
financial well-being and our privacy, but also this pation’s critical infrastructure.

Many of the crimes that we confront Evézyday in the physical world are beginning to
appeear in the online world. Crimes like threats, extortion, fraud, identity theft, and child
pornography are migrating to the Internet. The Fourth Amendment and laws addressing privacy
and public safety serve as a framewark for law enforcement fo respond fo this new famx_g\ for
criminal activity. If law enforcement fails properly to respect individual prix?acy inits
investigative techniques, the public’s confidence in government will be eroded, evidence will be
suppressed, and criminals will elude successfil prosecution. If law enforcement is too timid in
responding $o cybercrime, however, we will, in effect, render cyberspace a safe haven for
criminals and terrorists to communicate and carry out crime, without fear of suthprized
government surveillance, If we fail to make the Internet safe, peaple‘s.canﬂdencz in using the
Internet and e~commerce will deciiné, endangering the very benefits brought by the Information
Age. Proper balance is the key,

To satisfy our obligations to the public to enforce the laws and preserve the safety, we use
the same sorts of investigative techniques and methods onlinc as we do in thg‘. pixysical world,
with the same careful altention to the strict constitutional, statutory, internal and court-ordered
boundaries. Carnivore is simply an investigative tool that is used online only under narrowly

defined circumstances, and only when suthorized by law, to meet our respongsibilities to the

public.
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To illustrate, law enforcement often needs to find out from whom a drug dealer, for
instance, is buying his illegal products, or to whom the drug dealer is selling. To investigate this,
it is helpful to determine who is communicating with the drug dealer. In the “olden days” of
perhaps 10 years ago, the drug dealer would have communicated with his supplier andicustomgrs
exclusively through use of telephones and pagers. Law enforcement would obtain an order from
B court authoriziﬁg the installation of a “trap and trace” and a “pen register” device on the drug
dealer’s phone or pager, and either the telephone company or law enforcement would have
installed these devices to comply with the court’s order. Thereafter, the source and destination of
his phone calls would have been recorded, This is information that courts have held is not
protected by any reasonable expectation of privacy. Given the personal nature of this
information, however, the law requires government to obtain an order under these circumstances.
In this way, privacy is protected and law enforcement is able to investigate to pratect the public.

Now, that same drug dealer may be just as likely to send an e-mail as csll his
confederates. When law enforcement uses 2 “trap and trace” or “pen register” in the online
context, however, we have found that, at times, the Intemet service provider has been unable or
T even unwilling to supply this information. Law enforcement canmot abdicate its responsibility to
protect public safety simply because technology has changed. Rather, the public rightfully

R .

expects that law enforcement will continue to be effective as eriminal activity migrates to the
When 2 criminal uses e-mail to send 2 kidnaping demand, to buy and seli illegal drugs or
to distribute child pornography, law enforcement needs to know to whom he is sending messages

and from whom he receives them. To get this information, we obtain 2 court order, which we
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serve on the appropriate service provider. Because of the nature of Internet communications, the
addressing information (which does not include the content of the message) is ofien mixed in
with a lot of other non-content data that we have no desire to gather. If the service provider can

comply with the order and provide us with only the addressing information required b}} court
order, it will do so and we will not employ Carnivore. If, however, the service provider is
unwilling or unable to comply with the order, we simply cannot give a criminal a free pass. Itis
for that narrow set of circumstarices that the FRI designed *“Carnivore.™

Camivore is, in essence, a special ﬂitering tool that can gather the information agﬂmrized
by court order, and only that information. It permits law enforcement, for example, to gather
only the email addresses of those persons with whom the drug dealer is communicating, without
allowing any human being, cither from law enforcement or the service provider, to view private
information outside of the scope of the court’s order. In other words, Carnivore is a minimization
too! that permits law enforcement strictly to corply with court orders, strongly to protect
privacy, and effectively to enforce the law to protect the public interest. In addition, Carnivore
creates an sudit trail that demonstrates exactly what it is capturing.

As with any other investigative tools, there are many mechanisms we have in place to
prevent 2gainst possible misuse of Carnivore, and to remedy misuse that has sccurred. The
Fourth Amendment, of course, restricts what law enforcement can do with Carnivore, as do the
statutory requirements of Title III and the Electronic Communications Pﬁvacy Act, and the
courts.

For federal Title HI applications, the Department of Justice imposes its own guidelines on

top of the privacy protections provided by the Constitution, statutes and the courts. For example,

6
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before Camivore may be used to intercept wire or electrenic communications, the requesting
investigative agency must obtain approval for the Title III application from the Department of
Justice. Specifically, the Office of Enforcement Operations {OEO) in the Criminal Division of
the Department reviews each proposed Title HI application to ensure that the intercepﬁon
satisfies the Fourth Amendment requirements, and is in compliance with applicable statutes and
regulations. Even if the proposal clears the OEO, approval must be given by a Deputy Assistant
Attorney General, Although this requirement of high-level review is required by Title IT only
with regard to proposed jutercepts of wire and oral communications, the Department voluntarily
imposes the same level of review for proposed interceptions of electronic communications
{except digital~display pagers). Typically, investigative agencies such as the Federal Bureau of B
Investigation have similar internal requirements, separate and apart from Constitutional, statutory
or Department of Justice requirements.

If the investigative agency and the Department of Justice approve a federal Title 11
request, it still must, of course, be approved by the proper court. The court will evaluate the
application under the Fourth Amendment and using the familiar standards of Title III. By statute,
for exam‘ple, the application to the court must show, through swom affidavit, why the interceptis
necessary as opposed to other less-intrusive investigative techniques. The application must also
provide additiona! detail, including whether there have been previous interceptions of
communications of the target, the identity of the target (if known), the nature and location of the
communications facilities, and a description of the type of communications sought and the
offenses to which the communications relate. By statute and internal Department fegulation, the

interception may last no longer than 30 days without an extension by the court.
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Courts also often impose their own requirements. For example, many federal courts
require that the investigators provide periodic reports setting forth information such as the
number of communications intercepted, steps taken to minimize irrelevant traffic, and whether
the interceptions have been fruitful. The court may, of course terminate the imarcepﬁg;n at any
time. |

¢ : :

The remedies for violating Title III or ECPA by improperly intercepting electronic
communications can include criminal sanctions, civil suit, and for law enforcement agents,
adverse employment action. For violations of the Fourth Amendment, of course, the rer?ntdy of
suppression is slso available.

Carnivore itself also contains self-regulating features. For example, because of its
sophisticated passive filtering features, it automates the pmc€s§ of minimization without
intrusive monitoring by investigators, and simply disregards packets of information that do not
satisfy the criteria in the court’s authorization. Indeed, one of the most powerful privacy.
protecting features of Carnivore is its ability to ignore information that is outside the scope of the
court-ordered authority. For later verification, it also logs the filter seftings. In addition, asa
practical matter, Carnivore is not deployed except with close cooperation with the appropriate
system provider. In any event, the FBI does rot use Carnivore in every instance in which the
court orders a Title IH electronic communication intercept. Indeed, I understand that the Bureau
uses Carnivore only in those instances when the service provider is unable to comply with the
court order using its own equipment, or when the provider asks the FBI to use Burean equipment.

As | testified in April, we face three major categories of challenges in trying to keep the

Internet a safe and secure place for our citizens. These are:
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prosecute criminals that operate oniine;
2. Certain substantive and procedural laws that have not kept pace with the changing
: technology, creating significant legal challenges to effective invsstigaﬁén and
prosecution of crime in cyberspace; and
3. Resource needs that must be addressed to erisure that law enforcement can keep
pace with changing technology and has the ability to hire and train people to fight
cybercrime. ]
Carnivore is an investigative tool that assists us in meeting the first challenge. As we
have witnessed, tracking a criminal online is not always an impossible task using our
investigative tools. For example, last year federal and state law enforcement combined to
successfully apprehend the crestor of the Melissa virus and the individual who created 2
fraudulent Bloomberg News Service website in order to antificially drive up the stock price of
PairGain, a telecommunications company based in California. Although we are proud of these

important successes, we stili face significant challenges as online criminals become more and

more sophisticated.

atterpt to trace the “electronic trail” from the victim back to the perpetrator. In cﬁmt. this
“slectronic trail” is the fingerprint of the twenty-first century — only ﬁuch harder to find and not
as permanent as its more traditional predecessor. In the physical world, a criminal gnd his victim
are generally in the same location. But cybercriminals do not have ia physically visit the erime

scene. Instead they cloak their illegal activity by weaving communications through = series of
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anonymous remailers, by creating forged e-mail headers with powerful point and click tools
readily dawniéadabie from hacker websites, by using a “free-trial” account or two, or by “wiping
clean” the logging records that would be evidence of their activity.

S In some cases, the criminal may not even be in the same country as the victim, The global
nature of the Internet, while one of the greatagt assets of the Internet to law-abiding citizens,
allows criminals to conduct their illepal activity from across the globe. In these cases, the need
to respond quickly and track the criminal is increasingly complicated and often frustrated by the
fact that the activity takes place throughout different countries. With more than 190 cmgntries
connected to the Internet, it is easy to understand the coordination challenges that face law
enforcement. Furthermore, in these cases, time is of the essence and the victim may not even
realize they have been victimized until the criminal has long since signed-off. Clearly, the
technical challenges for law enforcement are real and profound.

This fact was made clear in the findings and conclusions reached in the recently releassed
report of the President’s Working Group on Unlawful Conduct on the Intemet, entitled, “The
Blectronic Frontier: The Challenge of Unlawful Conduct Involving the Use of the Internet.™ This
extensive report highlights in detail the significant challenges facing law enforcement in
cyberspace. As the report states, the needs and challenges confronting law enforcement, “are
neither trivial nor theoretical.” The Repornt outlines a three-pronged approach for responding to
urdawful activity on the Internet:

1. Conduct on the Intemet should be treated in the same manner as similar conduct

offline, in a technology neutral manner.

10
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2. We must recognize that the needs and challenges of law enforcement pozed by the
Internet are substantial, including our need for resources, up-to date investigative
tools and enhanced multi-jurisdictional cooperation.

3 Finally, we need to foster continued support for private sector 1eadcrshi;g in
deveiuping tools and methods to help Intemet users o prevent and nxinimize the
risks of unlawful conduct online.

I would encourage anyone with an interest in this important topic to review carefully the
report of the Working Group. The report can be found on the Internet by visiting the website of
the Department of Justice's Computer Crime and Intellectual Property Section, located at
{n addition to the report, www.cvbercrime.gov also contains other useful

www.eybercrime

Qv.

information on a wide array of Internet related issues, including the topic of today’s hearing —
privacy,

Despite the type of difficulties cutlined in the Unlawful Conduct Report and discussed
today, the Justice Department and law enforcement across this nation a‘re committed to
continuing to work together and with their counterparts in other countries to develop and
implement investigative strategies to successfully track, apprehend, and prosecute individuals
who conduct criminal activity on the Internet. In so doing, the same privacy standurds that apply
in the physical world remain effective online,
cyberspace safer for all Americans. The comerstone of our cybercrime prosecutor program is the
Criminal Division’s Computer Crime and Intellectual Property Section, known ag CCIPS,

CCIPS was founded in 1991 as the Computer Crime Unit, and became 2 Section in 1996, CCIPS

11
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has grown from five attorneys in 1996 to nineteen today, and wé need more to keep pace with the
demand for their expettise. The attorneys in CCIPS work closely on coraputer crime cases with
Assistant United States Attorneys known as “Computer and Telecomumunications Coordinators,™
or CTC's, in ULS. Attomey’s Offices around the nation. Each CTC receives special tr,é.ining and
equipment and serves as the district’s expert on computer crime cases. CCIPS and the CTC’s |
work together in prosecuting cases, s_pwheading training for local, staie and federal law
enforcement, working with international counterparts to address difficult international
challenges, and providing legal and technical instruction to assist in the protection of this
nation’s critical infrastructures. We are very proud of the work these people do and we will
continue to work diligently to help stop criminals from victimizipg people online.

{ also note that public education is an important companent of the Attorney General’s
strategy on combating cczﬁputer crime. As she often notes, the same children who recognize that
it is wrong to steal a neighbor’s mail or shoplift do not seem to undersfand that it is equally
wrong to steal a neighbor's e-mail or copy a propriefary software or music file without paying for
it. To remedy this problen, the Department of Justice, together with the Infm.matien Technology
Association of America (ITAA), has embarked upon a national campaign to educate and raise
awareness of computer responsibility and to provide resources to empower concerned citizens.
The “Cybercitizen Awareness Program™ seeks to engage children, young adults, and others on
the basics of critical information protection and security and on the limits of acceptable online
behavior. The ohjectives of the program are to give children an understanding of cyberspace

benefits and responsibilities, an awareness of consequences resulting from the misuse of the

12
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medium and an understanding of the personal dangers that exist on the Internet and techniques to
avoid being harmed.

Finally, Mr. Chairman, the Subcommittes may be aware that the Administration will soon
be transmitting to Congress a legislative proposal addressing various issues relating to_;:yber-
security. | know that the focus of today’s hearing is the Camivore program, and this is not the
time to underteke any detailed discussion of the Administration's proposal.  would, however,
like to mention two points that relate directly to today's discussion. First, the Administration
supports raising the statutory standards for intercepting the content of electronic cammx;:nicatiuns
so they are the same as those for intercepting telephone calls: high-level approval, use only in
cases involving certain predicate offenses that are specified by statute, and statutory suppression
of evidence derived from improper intercepts, Second, the Administration supports requiring
federal judges to confirm that the appropriate statutory predicates have been satisfied before
issuing a pen register or trap-and-trace order. Those changes would apply to the use of Carnivore
~and would, in important respects, simply confirm by statute the policies and procedures already
foliowed by the Department of Justice. Beyond those specific points, I will simply note here that
the Administration supports a balanced updating of laws to enhiance protection of both privacy
and public safety, and that the forthcoming proposal will contain important provisions whose

enactment would be most helpful in the ongoing fight against cyber-crime.

Mr, Chairman, I want to thank you again for this opporfunity to testify today about our |

efforts to fight crime on the Internet while preserving the rights conferred by the Fourth

Amendment and statute. Ultimately, the decision as to the agpropriata parameters of faw

13
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enforcement activity lies squarely within the Constitution and the elected representatives of the
peaple, the Congress. The need to protect the privacy of the American people, not just from the
government but also from criminals, is a paramount consideration, not just in the context of the
Internet, but in general. The Department of Justice stands ready to work with this Subcommitiee
and others to achieve the proper balance between the important need for protecting privacy and
the need to respond o the groWwing threat of crime in cyberspace.

Mr. Chainman, that concludes my prepared statement. I would be pleased to attempt to

answer any questions that you may have at this time,

14
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ORAL STATEMENT OF KEVIN D1 GREGORY
Mr, Chairman, and Mamhcrsvof the Subcommittee, thank vou for allowing me this
We have seen magnificent gruwtil of the Internet over the last ten years. It has created
vast benefits for citizens, businesses and govfmments, and seems 1o hold baundigss promise if we
can harness it. The Internet has spurred a new and thriving economy. Many businesses have
prospered by providing their products and services t}uough the Internet. Others have assisted in
building, maintaining and improving the Internet itself. The Internet has given people jobs,

supported families and comruunities and created new opportunities for commeree for America and

the world. The Internet has touched both our working lives and our family Hives,

As we have seen throughout history, however, there are those who use the powerful tools
of progress to inflict harm on others. The Internet has not escaped this historical truth. Evenin
the Internet's relatively short existence we have seen a wide range of cx%minai use of the
technology. It has been used to commit traditional crimes against an ever widening number of
victims. There are also those criminals intent on attacking and dismpti@ computers, computer
networks and the Internet itself. In short, although the Internet provides an unparalieled
opportunities for Americans to freely express ideas, it also provides a very effective means for
ill-motivated persons to breach the privacy and security of others.

Many of the crimes that we confront everyday in the physical world are Beginning 10
appear in the online world. (i‘rimes like threats, extortion, fraud, identity theft, and child
pomography are migrating to the Internet. The Fourth Amendment and laws addressing privacy

and public safety serve as & framework for Jaw enforcement to respond to this new forum for
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criminal activity, If law enforcement fails properly to fespect individual privacy in its investigative
techniques, the public's confidence in government will be eroded, evidence will be suppressed,
and criminals will elude successful prosecution. If law enforcement is too timid in responding to
‘ cybercrime, however, we will, in effect, render cyberspace a safe haven for criminals and terrﬁri sts
to communicate and carry out crime, without fear of authorized government surveillance. If we |
fuil to make the Internet safe, people's confidence in using the Internet and e-commerce will

decline, endangering the very benefits brought by the Information Age. Proper balance is the key.

Despite the fervor over the unfortunately-named “Carnivore,” the truth of the matter is
that Carnivore is in reality a tool that helps us achieve this balance. To satisty our ebligations to
the public to enforce the laws and preserve public safety, we use the same sorts of investigatory
techniques and methods online as we do in the physical world, with the same careful attention to
the strict constitutionzal and legal Himits. Carnivore is simply an investigatory tool that helps us to
investigate online in the same way as in the physical world, and enables us to obtain only the
information we are authorized to obtain through a court order.

To lustrate, law enforcement ofien needs to find out from whom a drug dealer, for
instance, is buying his illegal products, or to whom the drug dealer is selling his goods. Itis
therefore important to determine with whom the drug dealer is communicating. In the “olden
days™ of perhaps 10 years ago, the drug déaier would have cnn&munica;:ed with his supplier and
customers exclusively through use of telephones and pagers. Law enforcement would obtain an
order from a court authorizing the installation of a “trap and trace™ and a “pen register” device on

the drug dealer’s phone or pager. Now, that same drug dealer, or a kidnapper or a child

2
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pomographer, may be just as likely to send an e-mail as to call his confederates.

‘When law enforcement uses a “trap and trace” ér “pen register” in the online context,
however, we have found that, at times, the Interet service provider has been unable or even
unwilling to supply this information. It is for that narrow set of circumstances that the FBI
designed “Carnivore.” Law enforcement cannot abdicate its responsibility o protect public safefy
simply because technology has changed. Rather, the public rightfully expects that law
enforcement will continue to be effective as criminal activity migrates 1o the Internet. 'We cannot
do this without tools like Carnivore. |

Carnivore is, in essence, a special filtering tool that can gather the information authorized
by court order, and only that information. It permits law enforcement, for example, to gather
pursuant 1o an order only the email addresses of those persons with whom the drug dealer is
communicating, without atiowing any human being, either from law enforcement or the service
provider, to view private information outside of the scope of the court’s order. In other words,.
Camivore is a minimization tool that permits law enfotcement to comply with court orders, 10
protect privacy, and to enforce the law to protect the public interest. In addition, Camivore
creates an audit trail that demonstrates exactly what it is capturing,

And as with any other investigative tools, there are many mechanisms we have in place to
prevent possible misuse of Carivore, and to remedy misuse that has occurred. The Fourth
Amendment and the courts, of course, restricts what law enforcement can do on line, with or
without Camivore, as do the statutory requirements of Title IIf and the Electronic
Communications Privacy Act. |

In the case of federal Title III applications, the Department of Justice imposes its own
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guidelines on top of the privacy protections provided by the Constitution, statutes and the courts.
3 , For example, before Carnivore may be used to intercept wire or electronic communications, with
the limited exception of digital display pagers, the requesting investigatory agency must obtain
approval for the Title TI{ application from the Department of Justice. Specifically, the Office of
Enforcement Operations in the Criminal Division of the Departrent reviews each proposed Title
111 application to ensure that the interception satisfies the Fourth Amendment requirements, and is
in compliance with applicable statutes and regulations. If the proposal clears the OEQ, appravz;l
must generally be given by a Deputy Assistant Attomney General. Typically, investigative agencies
such as the Federal Bureau of Investigation have similar but separate internal requirements.

If the investigative agency and the Department of Justice approve 8 federal Title Il

N
request, it still must, of course, be approved by the p,rbper court using familiar but exacting
standards. By statute and internal Department regulation, the interception may last no longer
than 30 days without an extension by the court. And courts also often fmpose their own
additional requirements.

In addition, the remedies for violating Title Il or ECPA by improperly intercepting
electronic communications include criminal sanctions and civil suits. For violations of the Fourth
Amendment, of course, the remedy of suppression is also available.

Despite this panoply of protections, we recognize that concerns remain about this tool.
Therefore, the Attorney General has asked for an independent review éf the Camsivore source
code to ensure that its capabilities are what we understand them to be. A report generated from
the review will be publicly disseminated to interested groups within inﬂustry, acadernia and

elsewhere, and should alleviate any concerns regarding unjustified intrusions on privacy from the
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use of this tool. .
: Conclusion
Mz. Chairman, my testimony today necessanly hightights a few of the more significant

aspects of the halance between privacy and security. The Department of Justice has provided the .
Committee with my full written statement. 1tismy sincere hope and expectation that through this
and other fora, those of us who are concerned about privacy and public safety will recognize that

responsible law enforcement can enhance both goals.
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vVViretapping in Cyberspace

Millions of Americans now log on to the Inter-
net as naturally and as frequently as they pickupa
phene. Technology has created s revolution in per
sonal cemmunications, bug technalogy is also mak-
ing it pessible for government and even employers
o monitor private conversations as never befare.
Telephone-era laws must be updated 1o address
these new challenges to privacy,

Last week the White House proposed some
Limited changes to the federal wiretap and electron-
ic privacy laws that would raise legal standards for
government interception of e-mail, Separately, sev-
eral lawmakers introduced legislation to require
employers to notify employees about how e-mail,
Internet use and phone calls are monitored, Em.
ployees of The New York Times Company are
already notified that the company reserves the
right to review e-mail messages while investigating
& complaint. Last vear the company dismissed 23
employees — most based at a regional business
affice — for sending offensive e-mail messages.,

in the absence of more stringent contyels, law
enforcement apencies may be tempted to conduct
wholesale monitoring of digital written communica~
tions. It is probably not praciical for agents to Hsten
in on all the phone calls, for example, that go
threugh AT&T. But new technology is making it
possible for agencies like the F.R.I to scan, read
and record millions of pieces of e-mail on the
network of an Internet service provider, Until now,
this kind of power and its potential for abuse werg
not so readily available.

Cutrent wiretapping laws were not drafied
with this technology in mind and need to be updated.
Various statutes now set different legal standards
for the seeret interception of domestic communica-
tions by law enforcement agencies, depending on
whether the communication {5 by telephong, e-mail
or cable modem,

The Clinton administration is proposing to

A
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eliminate these inconsistencies, Itg plan would bring
the standards vsed for intercepting e-mail mes.
sages up v the stricter, more protective level now
applied to telephone wiretaps. legal interception of
e-mail would result in suppression of the evidence,
as is the case now with illegal interception of phone
calls. The proposal would” alse enforee the same
legal standards that apply to phone calls for inter-
ception of e-matls sent by cable modems, which
have a greater degree of privacy protection under
law that governs cable systems,

The administration is also cailing for greater
autharity for courts to review law enforcement
Tequests te use devices that record the phone num-
bers of incoming and outgoing calls and to track the
origing and destinations of e-mail messages.

‘These changes are clearly needed, But Con-
gress also needs to provide new safeguards against
the government’s wrongful use of ever More power-
{ul surveilfance technology against law-abiding citi-
zens. Serious concerns have been raised about Car-

nivere, the new online wiretap system used by the ..

F.B.Y to track the communications of individuals
suspected of eriminal activity,

The F.B.L says the technology can isolate the e-
mail of the target of an investigation. But the
system, when hooked up o the network of the
Internet service provider, gives the F.R.L nntimited
aceess 1o the e-maif of alt other subscribers an the
network. While a court order is sl required {o
intercept the corgert of mgseages, the secret tech-
nology contrelied exclusively by Iaw enforcement
raises fears of improper monitoring,

Until now, routine government surveillance of
private conversations was limited as much by prac-
ticality as by legal constraints, Now that 1t 15
feasible to savesdrop electronically on an unlinited
scale, the laws have to be strengthened {0 prevent
menitoring of sl oaline communications simply
because technology makes it easy.
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"The warning from Colombia’s Serrano

in counternarcotics aid for Colombia, guer-
rilla groups who profit from the drug trade
have waged a bloody terror campaign in protest,
Evenias Colombian gavernment officials and gusps
rilla leaders sataround a peace table inGenevaon
Monday and Tuesday, the bloodshed in Colombia

Since January, when aid 1o Colombia was
approved, the Revolutionary Armed Forces of
Colombia FARD), a guerrilia group, has attacked
almost 200 police stations and killed more than 100
police officers. Fighting that began overthe week-
end in Colombia’s northern San Lucas mountaing
appears to have résulted in the deaths of 80 ment-

" bers ofthe National Libe ration Army (ELN) guer-
rillagroupand 18 renegade, paramilitary fighters,
In addition, on Menday 200 FARC terrorists
ambushed a police station in the remote south-
western provinceof Narino, whichisrich in opiurn
poppy fields. The FARC gunned down 11 paolice
afficers and wounded 17 others.

This summits context of violence highlights
how brutal guerrilla and paramilitary tactics con-
tinueto be. Commuanders for the FARC, which hias
effective cantrol of about 40 percemt of the coun-
try. declined even to attend the sumnt, Buttherel
atives of 11 people kidnapped by the ELN in the
spring of 1999 were there, lobbying 1 the release
of their loved ones, The LN chief, Antonio Gar-
cia, gave them little hope, pre-empting the summit
by saying that neither the issue of hostages nor a
cease-fire would be on the table for discussion,

S ince the United States approved §1.3 hiltion

What the ELN did want to discuss is the 1,500
square-mile tervitory that Colomiian President
Andres Pastrana has tentatively agreed to surres.
der to ELN control. But the agreement Is difficudt

to implement since the ared, which is rich in ofl, -

goldand cocaine, isoverrun by paramilitery forces.

In addition, loca! residents are stronglyoppased
to forfeiting the region to the ELN, since they fear
Hiving outside of the governments protection. The
government gave the FARC control of a demilita.
rized zone aboutone year ago and an ombudsman
appointed by Congress has documented 41 disap-
pearances in the territory at the hands of the
FARC. Theterritory was ceded as a land for peace
deal, but the FARC now uses the demilitarized zone
as a base of tllegal operations and has shown na wil]
whatsoever to negatiate a peace.-

Former Colombian Police Chief Jase Serrang,

who was in Washington last week to receivethe

DEAs special agent award, described the growing
link guerrilla and paramilitary groups have formed
with drug traffickers, giving tervorists access 1o
Vast resources to buy guns. *After the fron curtain
fell, and subversives stopped receiving money
from the former Soviet Union or Cuba, the FARC
began attacking us when we fumigated [cocal
creps,” Mr. Serrane told The Washington Times,
Mr Pastrang’s planto achieve peace through coun-
ternarcotics initiatives and social projectsis there-
fore “the last chance that we Colombiang have.
Becase if it fails, we will have to make our peace
over corpses,” he said. Ne one should want that,
Colombia has seen enough suffering,

(y
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Who Needs Big Brother |
- When There’s ‘Carnivore’?

® Law enforcement: The FBI
should not be granted spch
sweeping powers to search our
e-mail and then be trusted to
police itself.

By BART KOSKO

Now the FBI wants to reeruit Internet
service providers, or ISPs, to spy on U8,
eitizens. The FR] already works with {he
eredit comparndes tg secratly snoop on
large portions of oyr digital eredit regiorts
ger the 1988 Intelligence Authosization
Act. The FBY has installed digital phone-
tapping equipment directly in phone com-
panies under a similar congrassional act
passad in 1994, And the Treasury Depant-
ment's Financial Crimes Enforcement
Network has “deputized” all banks tn
monitor owr hapk acceunts and to se-
tretly file “suspicioug etivity reports”
that it shares with the FBI ang IRS and
even with some foreign governments,

The FBI calls its pew 19P surveillance
sofiware “Camivare.” An agent connacts
a Iaptop to the I8P server ang then reads
2t Jeast the addrens of EVEDY ¢-mzif mes-
sage that passes through the server. The
FBI says i has used its Carnivore soft-
ware 23 times in {he last two years to
search for terrorists or drug deslers oy
child pornographers. The FRI ¢claims that
it needs thig search-‘emrall software to
help it find and cateh such criminals
whee they use the Internet,

There are three problems with Carai-
vore, and each is fatal. The first is that
Carnivore undermines the 4th Amend-
ment’s ban on unreasonable searches~if
it does not violate it oulright. The FB
Sl must ges & judge to issue_a search
warmant based on “probable ciuse™ This
in practice can mean no meore than that
the FBI asks for the warrant. Byt the 4th
Amendment further demands that the
warrani be specific—"particularly de-
scribing the place tobe searched ™

Carnivere searches blindly theough alt
private e-mails that flow through the ISP
Server while it fopks for 3 suspicioug few,
This is as if the police have 3 warrant {o
search someore’s bedroom tloset ang
ihen search all houses in a city until they
find it. The search itsalf favades privacy,

Carnivare switches the erder of search
and identification. Traditional searches
first identify the suspect's property,
which ig then searched. Camivore
searches through private databases tnlit
it jdentifies % suspect’s properiy=and

perhaps leams some new things slong the
way. This is a big lesp down the dippery
slope of state invasion of privacy. And
the very existence of such monitoring
system produces g chitling effect on e
mail-based free spesch, bersuge knowing
that a state police agency Wil read at
feast part of your ewnal) message affects
what you say in that message.

The second problem is that the FBi
does not need Carnivore to search for ai-
leged criminal e-mails, Rep. John
Conyers Jr. (D-Mich.) raised this issue
with ¥BI Assistant Director Donaid Kerr
when Kerr tastified before Congress at a
hearing Monday on Carnivore: “Why-do_
we nead to put terminals on site al the
ISPz rather than jef the ISP itself turn
over needed information much inthe way
that telephone campanies do?”

Kerr conceded this point but clsimed
that the FBI still neegy {arnivere for
those ISPs that Jack fillering software,
This is plainky Specivus: The FBI or over-
sight sources roulg =mply give such 18Py
this filtering softwara. Thers is simply fp
aeed to grapt the FHI such sweeping
powers of search and then trust the
3genty ta police itself ag those powers in-
evitably grow in time,

The third proYiesm is that Carnivore yl-
timately will not work despite alt itg

costs. The criminals it tries to wateh are

the very people whe will tgke the two ab-
vious sleps Lo evade fo; They wil} change
their fake digital IDs mare often, and
they will use ever more powerful digital
encryption fe scramble their messsges.

Carnivore's software blueprints ang
perfermance guirks themselves will feak
to the digital underground degpite or be-
cause of the best efforts of those in Con~
gress or the judicinry who oversee i, And

hackers witf surely study the software

syStem and maybe crack §f,

The ondy people Carnivore £an confi-
dently watch are the fanocent citizens
whom it hes no right to Wateh. This setsa
foolish and dangarous precedent far the
type of heavy-handed Eovernment sur
veillance . one would expeet to find in
Myanmar or China,

The only thing right about Carnivore ig
its name: This digita} beast devours both
personal privacy and constitutionat timits
on state police power, Congress should
K#l i

Bart Kosko is u professor of eleetrical
engineering qf USO and the author of

"Fhe
1999},
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Che New Bork Bimes
Microsof Files Brief Askin

Antitrust Case to

By STEVE Lomn

In & legal document fifed yester-
day, Misroselt argued that the gov-
EIRMENL’s antitrust case s “com-
pletely unsultable for direct appeat
te the Supreme Coust because it is
Somplex and because the trial Judpe

-made “serious and substantive pro-
" cedural errors.

Microsolt wants jis appeal to go
first to the fedaral appeals court
Washington, which ruled in favor of
the company in a related Lase,

The company’s argument, filed
with the Supreme Court, rests heay-
ity ona stathing attack on the work
of Judge Thomas Peatield Jackson,
who heard the lawsyit in Federal
District Court. . .

The Microsoft document, ¢iting in.
terviews Judge Jackson grapted to
new  organizations, including The

New York Times, stated, “The dis-
trict court’s bluns SHnmeNs (o the
Press raise serious questions abaut
its impartiaticy,

Microsolt  aiso questioned  the
even-handedness of Judge Jacksors
decisions in peaera] First, the com-
pany asserteq, the judge Hmproperty
aliowsd the Justice Department angd
19 states sying  the company to
broaden their <852, Ther, after al
additional evidengs,
Judge Jackson assured the company

that hig findings wonld be based on
the more limited, origingl compiaint,
avcording to the Microsoft fiting.
0S¢ "assurances,” the company
Stated, “the district coury would later
repudiate
Judge Jackson

vompany be Split in twe — g arder
he later shelved pending appesls,

take up 10 rwg vears,

2 governmeny is seeki
have the § re;
appeat directly ang sidestep o review
by 2 feders appeals court, Direcy
2ppeals 1o the SOurt are permitted iy
MBIor antitrysy Cases broughy by the
EVernmens. Foyy of the nine fus-
tices mysy vote {n favor for the cage

< maN A v i

10 go direetly from the district court,

In its fifing, Microsof; is trying to
persuade the court that the appeas
Will involve a thicket of technical
Issues, procedurat challenges and
disputed fares, Sorting out these mat-
ters, Microsoft says, witlinvolve par-

E over the wvoluminous written
recard of the lengthy trial - Precisaly
the kind of Wwiknowing dsually feft to
AN appeals coutrt, The Justice Depart.
ment had no comment yestarday,

The software
company says the
trial judge made
procedural errors,

other than a brief statemens saying
that the governmeny “witl respond in
its filing.”

Still, there is jitte mystery about
what the governmeny's theme wilt
probably be when it files its brief
with the court on Aug. 15, First, ac-
cording to fegal experts, the govern-
ment will say that the factus find-

*ings are clear and that the issues for
appeal are & couple of big legal ques-
HOAS grecisely the kind of major
fudpneents of taw that the COUrt so
often veserves for jtgely,

The big legal issues, they say, are
whether Microsoit's bundling of jts
Internet browser with its industry-
standard Windows operating system
was an fllegal tying of two products
and whether Microseft's dealings
with other tompanies was indesd
“monopalizing conduct,” in fepal
parlance. Judge Jarkson ruled that
Microsoft's bundling move ang its
behavior did violage anfitrost laws,
and Microsoft is appeal ing hits ruling,

The government is alse expected
e make a forcefig policy argument
for the expedited appeal, given the
importance of computer industry to
the econemy. )

“The government wijt say that Mi-
crosoft’s monopoly is imposing a sig.
nificant social cost while this cass is
on appeal and no remedies are in
Place,” said Herbery Hoverkamp, g
profassor at the University of fowa
{aw school. “I wiil &ay that not tak.
ing the case is g costly act, and that
this fs exactly the king of case that

.

gSapreme_
Appeals Coyrt

7

e e,

i

WS meant to go directly 1o the Sy-
preme Court» ’

Inity 30-page tiny Microsoft stap.
ed that the c”eimg, ;

Saitional evidance
was filed in May 1982,

I ir case be-
yord recognition” Jp doing sp, Mi.
that i

Substantive brocedural errgeg

FSE errors, Microsafy 53id, in-
cluded Eiving the Cerupany too tittle
nrn_:e ‘l;m; discovery and Preparation
ol 1 defense to the expanding arra
of evidence, e Y

Much of
Microasoft contends, should haye
aside a5 pot being suit-
admission in coueL. " The
district poupy Microsoft stated,
“largely Suspended application of
the federal rules of evidenes, admit.
ting nutnerous Rewspaper ang maga.
m‘ne’ ariicles and other rapk hear-
say.

Judge 1 ackson, legal analysts say,
did allow g wy

complaint was filed
was bart of the “pattery« af anti-
mmpeﬂm“e Rraciives Microsoft

appears t}efure Judge Jackson It
said his commenrs o the press
should be considared grounds for 5
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ADDITIONAL CARNIVORE DOCUMENTS
FROM
OFFICE OF GENERAL COUNSEL

TECHNOLOGY LAW UNIT
(THROUGH 7/28/00)

PAGES REVIEWED: 49

EXEMPTIONS CITED: bé6-1, b7C-1,
b6-3 & b7C-3

NOTE: 91 pages from this file are duplicates to pages from
The Office of General Counsel's Front Office file.




100 Letter so Representatives Cagaveifl,,  oystom aptly naraed “Caratvore”

-

g
AN

July 11, 2000

VIA FAX

Hon. Charles T. Canady, Chairman
Constitution Subcommitiee of the
House Judiciary Committes

362 Ford House Office Bldg.
Washington, D.C. 20515-6220

and

Hon. Melvin L. Watt, Ranking Member
Constitution Subcommittes of the
House Judiciary Committee

362 Ford House Office Bldg.
Washington, D.C. 20515-6220

Dear Represemtatives Canady and Watt:

We are writing to you about the new FBI email surveillance system aptly named "Carnivore,”
which gives law enforcement extraordinary power to intercept and analyze huge volumes of
email. The Camivore system gives law enforcement email interception capabilities that were
never contemplated when Congress passed the Electronic Communications Privacy Act
(ECPA), codified in relevant part at 18 US.C. 2510-22 and 18 USC3121-27. Carnivore raises
new legal issues that ery ot for Congressional attention if we are to preserve Fourth
Amendment rights in the digital age.

The existence of Camivore first came to light in the Aprl 6 testimony of Attorney Robert
Corn-Revere to the Constitution Subcommittee. Its operation was further detailed in a report
that appeared in today's Wall Street Journal {copy attached). According to these reports, the
Carnivore system -~ essentially & computer ranwing specialized software-- is attached direct y
to an Internet Service Provider's (ISP) network. Carivore is attached either when law
enforcement has a Title Il order from a court permilting it to intercept in real time the
contents of the electronic communications of a specific individual, or & trap and trace or pen
register order allowing to it obtain the "numbers” related to communications from or o 2
specified target.

But unlike the operation of a traditional a pen register, trap and trace device, or wiretap of a
conventional phone line, Carnivore gives the FBI access to all traffic over the ISP network,
not just the communications 1o or from a particular target. Carnivore, which is capable of
analyzing millions of messages per second, purportedly retains only the messages of the
specified target, although this process takes place without scrutiny of either the ISP or a court.

Camivore permits access to the email of every customer of an ISP and the email of every
person who communicates with them. Camnivore is ronghly equivalent to a wiretap capable of
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accessing the contents of the conversations of all of the phone company's customers, with the
"assurance” that the FBI will record only conversations of the specified target. This "trust us,
we are the Government” approach is the antithesis of the procedures required under our the
wiretapping laws. They authorize limited electronic surveillance of the communications of
specified persons, usually conducted by means of specified communications devices. They
place on the provider of the communications medium the responsibility to separate the
communications of persons authorized to be intercepted from other communications.

Currently, law enforcament is required to "minimize” its interception of non-incriminating
communications of a target of a wiretap order. Carnivore is not a minimization tool. Instead,
Camivore maximizes law enforcement access to the communications of non-targess.

In his testimony to your subcornmitiee Mr. Com-Revere described the experience of his client,
an ISP that was required to install Carnivore when presented with a trap and trace order. He
detailed his client’s concerns that a trap and trace order in the context of the Internet revealed
mf@rmaucn that Congress did not contemplate when it authorized their limited use. In the

raditional telephone context, those orders reveal nothing more than the numbers dialed to or
fmm a single telephone Hne. In the Internet context, these orders and certainly Carnivore,
likely involve ascertaining the suspect's e-mail address, as well as header information that may
provide information regarding the content of the communication.

As we have stated previously, the ACLU dogs not believe that it is clear that the Government
can serve an order on an Internet service provider and obtain the e-mail addresses of incoming
and outgoing messages for a particular subscriber. Further, it is not clear whether law
enforc:ement agents use or should use anthority under the pen register statute to access &
variety of data, including Internet Protocol addresses, dialup numbers and e-mail logs. We
certainly do not believe that it is clear that Jaw enforcement can install a super trap and trace
device that access to such information for all of an ISP's subscribers

In light of the new revelations about Carnivore, the ACLU urges the Subcommittee to
aceelerate its consideration of the application of the 4th Amendment in the digital age.
Legislation should make it clear that law enforcement agents may not use devices that allow
access to electronic communications involving only persons other than a specified target for
which it has a proper order. Such legislation should make clear that a trap and trace order
served on an ISP does not authorize access to the contents of any communication - including
the subject line of a communication -- and that the ISP bears the burden of protecting the
privacy of communications to which FBI access has not been granted.

We would be happy to work with the Subcommitice on drafting legislation that protects the
privacy rights of Americans.

Sincerely,

Laura W. Murphy
Director, ACLU Washington National Qfﬁce

Barry Steinhardt
Associate Director, ACLU

Gregory T. Nojeim
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Legislative Counsel, ACLU Washington National Office

cc: Members of the Constitution Subcommittee of the House Judiciary Comsmittee
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"+ Privacy groups, such as the American Ciil Liberties Union and the Electronic information Privacy Center, and some Intemat
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Stronger Online Privacy Sought

By D. AN HOPPER
£ The Asrociated Fress

WASHINGTON (AP} - Lawmakers are seeking ways 1o shore up online privacy following reports of businesses selfing customdrs’
personal information and an FBI system that hunts for suspects by seanning citizens’ e-matl,

Sens. Patrick Leahy, DV, and Robert Tomicelli, D-N.J., introduced legistation that would bar the sale of personal information] -
kepl by a defunct company if the sale would hawe violated privacy policles in effect when the company was in business.

The bill responds to the case of Toysmart, a former onling toy retailer that put all its assets, including its customer records -
such as names, addresses and credit card numbers - up for sale despite a privacy policy that assured customers the information
would remain private. :

The Federal Trade Commission fled a suit against Toysmart this waek 1o stop the sale fom taking place. Rep. Spencer Bachhs,
R-Ala., bas afready announced plans to introduce a similer bill in the House.

Tl is wrong 1o use our nation's bankrupley laws as an excuse to violate a customer's personal privacy,” the senators said in o
tetter to colleagues asking for support for the bill. “Customers hawe a right to expect a firm to adhere toits privacy policias,
whether it is making a profit or has fled for barkrupley.”

The legisiators say they will try to include the bill in & larger bankeuptoy reform package.
TRUSTe, an organization that gives ifs seal to Web sites that meet its privacy principles, blew the whistie on Toysmart in Jung

Earfier Wednesday, Walt Disney, the majority owner of Toysmat, said it has ofiered to purchase the company's lists and assdre
their confidentialily.

In a refated action, two legistators are going afler “Camivore,” a system in use by the FBI to monitor suspected criminals' e-mail.
Camivore is installed at a suspect’s Inlemet provider and scans through afl incoming and outgoing mall, looking for messages
Belonging to the suspect.

providars object {o the system because Intemet companies have no control aver the “black box.* They say § infinges upon thé
rights of individuals not involved with the FBI investigation.

The ACLU sent a fetter to Rep. Chares Canady, R-Fla., detailing its concems. Canady will announce Thursday the date for
hearings on Camivore, hs spokesman said.

House Majority Leader Dick Armey sant a letter Wednesday to Altomey General Janet Reno and FBI Director Louis Freeh
biasting the agencies and the Clinton administration for the “cybersnooping” system. .

“The federal government has the power and the authonty to collect and maintain vast amounts of ptivate personal information,”
wrote Ammey, R-Texas, “"This administration continuas to demonstrate a cavalier attitude with that responsibility.*

Also, Rep. Clay Shaw, R-Fla., will introduce a bilt Thursday aimed at stopping identity thefl. The bilt would prohidit the sals of
Social Securily numbers, which can be used fo get credit card numbars, bank loans and accounts in another person's nana.
The FTC announced Wednesday that calls fo their identity theft hot Hine are on the rise, at about 850 reports per week.

“ldentity theft is a temible problem that has literally destroyed people's lives and it must be stopped,” said Shaw, who heads th¢
House Social Security subcommiftea.
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FBI Cybersnooping System Raises ‘
Additional Privacy Concerns o
Armey to Administration: Stay Out of My Inbox! ?g’
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July 12, 2000

House Majority Leader Dick Armey today called on Attorney
General Janet Reno and FBI Director Louis Freeh to address the
privacy concems raised by the Federal Bureau of Investigation's
Carnivore system of monitoring email traffic. Armey issued the
following statement:’

This Administration doesn't have the best record on personal privacy. It
keeps repeating the same mistake over and over.

Last year, a draft Administration proposal for a computer network
monitoring system called FIDNet surfaced, When I joined privacy
advocates in questioning the legitimacy of a government system that
could monitor private sector  networks, the Administration backed off
a bit from their original design. But it has yet to answer my question of
why they intended to monitor private systems in the first place.

Now the ¥BI wants to run a system that could sort through every single
e-mail message that passes through a commercial Infemet service
provider. I ask, why should we trust this Administration with our most
personal correspondence?

At a time when there is a fot of talk about concems for Internet privacy,
the Clinton-Gore Administration continues to push Big Brother
proposals that promote government cybersnooping. They scem tone deaf
to the concerns people have about the government invading their
privacy. The Federal government has the power and the authority to
collect and maintain vast amounts of private personal information. This
Administration continues to demonstrate a cavalier attitude with that
responstbility.

I call on Attorney General Reno and FBI Director Freeh to stop using
this cybersnooping system until fourth amendment concemns are
adequately addressed.

Related Corraspondence:

First letter to AG Reno

Second Jetter o AG Reno

Third letier to AG Reno

Privacy violations at ONDCP

Letter to the president on web privacy

» % ® % &
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~ Didgnostic Tool

The Nation's communications networks are routingly used in the commission of serious.
criminal activities, including espionage. Organized crime groups and drug trafficking
orgax:i,zaticns rely heavily upon telecommunications to plan and execute their criminal
aclivities,

The ability of law enforcement agencies 10 conduct lawful electronic survellance of the
communications of its criminal subjects represents one of the must important capabiliies
for acquiring evidence to prevent serious crimina! behavior, Unlike evidence that can be

-Subject to being discredited or impeached through allegations of misunderstanding or bias,
electronic surveillanca evidence provides jurors an opportunity 1o determine factual issuas
based upon a defendant’s own words.

Under Title ii}, applications for interception require the authorization of 3 high-lave!
Depariment of Justice {DOJ) official before the local United States Altomeys offices can
apply for such orders, Interception orders must be filed with federal district court judges or
befare other counts of competent jurisdiction, Hence, unlike typical search warranis,
faderal magistrates are nol authorized to approve such applications and orders. Further,
interception of communications is limited to certain specified federat felony offenses,

Applications for electronic surveiliance must demonstrale probable cause and state with
particularity and specificily: the offense(s) being committed, the telecommunications facility
ar place from which the subject's communications are 10 be intercepted, a description of
the types of conversations o be intercepled, and the identilies of the persons committing
the offenses that are anficipated (o be intercepted. Thus, criminal electronic survelliance
faws focus on gathering hard evidence - not intalfigence.

Applications must indicate that other normal investigative techniques wilt not work or are
tow dangerous, and must include information concerning any prior electronic surveiilanca
regarding the subject or facility in question. Court orders are fimited to 30 days and
inferceplions must terminate sconer i the chjectives are obtained. Judges may {and
usually do} require periadic reports to the courl {typically every 7-10 days) advising it of the
prograss of the interception effort. This circumstance thus assures dose and ongoing
aversight of the electronic surveliance by the United States Attorney's office handling the
case. Extensions of the order {consistent with requiremnents of the initial application) are
permitted, if justified, for up to a period of 30 days,

Electronic survelllance has been exiremely effective in securing the conviction of more
than 25,600 dangerous felons over the past 13 years. in many cases there is no substifute
for electronic survelllance, as the evidence cannot be obtained thraugh other traditiona
investigative techniques.

In recent years, the £8! has encountered zn increasing number of crimingt investigations
in which ths criminal subjects use the Internet to communicate with each other or {o
communicale with their victims. Because many Internat Service Providers {ISP} facked the
ability to discriminate communications to identify a particular subject's messages to the
exclusion of af others, the Fi designed and developed a diagnostic todd, calied Carnivore.

The Camivore device provides the FBI with 2 “surgical” ability to intercept and collect ihe
communications which are the subject of the fawful order while ignoring those
communications which they are not authorized to intercept. This type of toot is necessary
to meet the stringent requirements of the federal wirgtapping siatutes.

The Carnivore device works much like commerciat "sniffers” and other network diagnostic
loals used by ISPs evary day, except that it provides the FBl with a unique ability to
distinguish batween communications which may be lawfully intercepled and those which
may not. For exampte, if a courl order provides for the iaMu!‘mtqrcepﬁon of one type of
communication (e.g., e-mail}, but excludes all other communlcations {e.q., onling”
shopping) the Carmivare ool can be configured to intercept unly thase e-mails being
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ransmitted either to or fra}ﬁ(oihe named subject.
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Carnivare serves to limit the messages viewable by human eyes to those which are strictly
included within the court order, ISP knowledge and assistance, as directed by court arder,
s required to install the device, .

The use of the Camivore system by the FBlis subject to intense oversight from internal

FBi controfs, the U, 8. Depariment of Justice (both at & Headquarters lavel and at a U S,

Attomey's Office level), and by the Court. There are significant penatties for misuse of the

toot, including exclusion of svidence, as well as criminal and ¢ivit penalties. The system is

not susceptible 1o abuse because it requires expertise 1o install and operate, and such

?ggrafions are conducted, as required in the count orders, with close conparation with the
S, -

The FBI is sharing information regarding Carnivore with industry at this time to assist them
in thelr efforts to develop apen standards for complying with wirelap requirements. The FRI
did so two weeks ago, at the request of the Communications Assistance for Law
Enforcement Act (CALEA} Implementation Section, at an industry standards meeling {the
Joint Experts Meeting) which was set up in response to an FCC suggestion to develop
standards for internet interception, s

This is a matter of emplaying new technalogy to lawfully obtain important information while
providing enhanced privacy protection.
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Date: " Tuesday, July 18, 2000 9:24PM
Subject: CARNIVORE BRIEFING FOR DAG 2PM 7/18
Dr. Kerr, Le "?/L 7e-3

i received & call this evening fro elaying & request from the

2é-! j.-’li‘:'c’! DAG's Office that you and| e avaiiable for 2 briefing of Depuly Attorpey Generat Eric
Holder tornorrow in Mr, Holder's Gonference Room (room 4111) at DOJ at 2:00 PM.% 55'3/5
,!é .y requested my presence as well. as previously scheduled fo brief DOJ at 12:30. Thave
bt contacted him and he has confirmed that the briefing has been rescheduled for 2:00 PM and will now
include the DAG. ! will have to come back in from CART at Fredericksburg, or another represantative
of OGC will be present.

We have been asked to confirm our attendance by contactin'i— L4-2 /J’ Yo%

KP :
echnology Law Unit

Office of the Generat Counsal
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! FEDERAL BUREAU QF INVESTIGATION
i 4.1} 935 Pennsylvania Ave, NW. Rl
227 N Washi C.20835-0001
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